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1. General information

Nowadays, security has become an integral part of the functioning of institutions and organiz-
ations with a variety of activities, including enterprises with private property. The main purpose of
safety provision is to prevent both intentional and unintentional acts and accidents, disturbing its
operation, or to reduce the damage caused by them.

The security is provided by the security services: either those on the staff of institutions or or-
ganizations, or those providing their services on a paid basis.

Requirements to the level of security constantly grow, which obviously determines the need
for extensive use of automation equipment, integrating the organizational and technical resources
to address these problems.

The monitoring of objects using the remote central monitoring station is an important part of
ensuring the security of protected objects. This station may include "Orlan” modules connected to
the computer to receive message via GSM channel. The computer is "Phoenix-4" software-based.

"Phoenix - 4" software - based Base stations of

o GSM mobile Objects
Orlan” CMS operators
Orlan - Mi Orlan-M Orlan-M
GPRS SMS Voice ' '
GSM GSM GSM -
Modules Module Modules !J \
SMS
I ——> &
g g / t DTMF
~ ' < :—: >
Q) > @
110 DTMF Lun -9C ﬁg;?._. y
GPRS
- C:D Control Panel
GPRS ete.
. LAN GPRS t/]jus SMs
I——1
— "Phoenix mini" Lun-7T Lun-7T
PR EEton Secured facilities Voice GPRS
— management
- Orlan-M
= GPRS or SMS Land - line
GSM
Modules

-

/

Lun-7H  Lun-7H

t
f
f

=i =i =i

Figure 1.“Orlan” CMS structure diagram

"Phoenix-4" software is of new generation of the software for central monitoring stations. The
structure diagram of central monitoring station is given in Figure above. "Phoenix 4" is constantly
improving, and its can be downloaded at our website.

Phoenix-4 Operation Manual (en) Revision 9 5



1.1.

"Phoenix 4" brief description

Message reception from external sources with accompanying sound and visual tracking, in-
terpretation and processing.

The Microsoft SQL Server 2012 SP3 database is used. It provides a client-server software ar-
chitecture with extreme flexibility of central monitoring station maintenance.

Received messages filing.

Monitoring of the object status, instant change of their status on the reception of a message
from the object, which is a good monitoring tool for remote operators.

Storage and display of driveways and layout of objects, different schemes.

Storage of information in the form of text description of objects, numbers of access codes,
events and their decryption, zone descriptions.

Possibility of splitting of an object into groups and tracking of information separately for
each group of the object, possibility of setting the schedule for each of the groups and con-
trol over opening of the groups in accordance with this schedule.

Printing of objects databases, event archives.

Display of a list of armed and disarmed objects, of objects with arming schedule violated for
some reason, objects with testing schedule violated, as well as a list of objects for which you
shall change the batteries in case of using of wireless sensors.

Archive search by various criteria: number of object, event code, protocol, date and time, etc.
Possibility to make an object (or a zone) as a temporary or permanent stand (indicating the
time interval), in which all coming events are auto-restoring, that is accepted without an op-
erator.

Logging of time of arrival of the response team to the object upon alarm.

Special mention should go to the extreme flexibility of system configuration. For example, it
is possible to physically connect the receivers to one computer, at the same time, the pro-
gram runs for operators on another computer, while the database itself can be on the third
one. However, that is not all, the station engineer can use the fourth computer and database
editor can use the fifth one. In addition to workability, it also leads to the high fail safety of
the whole system.

Monitoring of the test mode of object protection devices. You can specify the test interval for
each security device, and the program will monitor them strictly at the specified time inter-
val. If the device was not tested within this interval, the relevant information goes to "Not
tested in time" list, and an event of testing time violation is generated.

Operators registration.

Automatic unattended backup of the database with the provision of an operation report to
the operator.

Export of an archive to MS-Excel format.

Analysis and construction of charts and reports on the monthly operation of station.
Backing-up of all events from the object to a mobile phone of the owner in the form of SMS,
as well as to the application for Android and i0S-based mobile phones.

Smart "Alarm Analysis" - for tracking of false alarms, restarts, connection quality. It is a table
with a list of objects and events for the whole month, for each day that allows you to visual -
ize the problematic objects, which give false alarms, or those with the poor quality of con-
nection, etc.
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The basic computer specification to operate with "Phoenix 4" software see in the table below.

Parameter Minimum value Recommended value
Processor Intel Core i3 (2 cores) Intel Core i5 (4 cores or more)
RAM capacity, GB 8 16 or more
HDD free space, GB 64 128
Monitor 1600x900 1600x900 or more
Operation system MS Windows 7 Pro, Windows 8.1, MS Windows 7 Pro, Windows 8.1,
Windows 10, Windows Windows 10, Windows
Server 2008R2 SP1 Server 2008R2 SP1
Network card Ethernet 100Mbit Ethernet 100Mbit
USB ports, minimum USB 2.0 compliant, 6 pcs USB 2.0 compliant, 6 pcs

1.2. Structure of “Phoenix-4” software

"Phoenix 4" consists of multiple programs that intercommunicate (see Figure 2):
"DB Administrator” - program for creation and editing of the station database.
"Control Center” - driver for all CMS receivers, as well as the processing centre of all other
CMS software commands. It shall always run to ensure the operation of the whole complex

of programs. After running, the program icon appears at the bottom of the task panel as .
* "Duty Operator” — program that provides the reception and processing of events from object
devices. Using this program, the operator can remotely control the object devices.
* "Configurator” — program for configuring of “Lun” Control Panels. It can be installed on any
computer by copying from the disk.
"Configurator 11" - program for configuring of "Lun-11" series Control Panels.

DBMS
Microsoft SQL Server

F Y

h 4

"Control Center" "com"
LAN - - +—p| Message receivers
program ports
F Y F Y b
X k 4 b
"Phoenix 4" "Duty Operator" "Configurator"
program program program

Figure 2."Phoenix-4" software structure

Next programs is used for configuring of the station and object equipment:
* "GPRS connection configuration” - to make an Internet connection configuration (installed
on the station computer by default).
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"DB Backup” - to configure an automatic database backup (installed on the station computer
by default).
"DB Recovery" - to recovery the database from backup archive (installed on the station com-
puter by default).
"Archive Data Deletion” - to delete old database backups.
"Creating of DB for Android" - to create a database for “Phoenix Mobile 4” Android applica-
tion.
"FM4Server” - it provides data exchange with “Phoenix Mobile 4" Android application. "Con-
trol Center” does not directly support tablets, but uses this program to communicate with
tablets. This program should be running if the “Phoenix Mobile 4” application is used.
All programs you can find in the Start menu as shown in the Figure 3.
OrtusGroup

Phoenix 4

_@ Backup DE

4 Configure GPRS connections

& Control center

™ Duty operator

B Phoenix 4. Administator

.} Restore DE

Figure 3."Phoenix-4" software in the Start menu

"Control Center" program permanently exchanges data with “Orlan” modules and auto-redials
receiving stations. In case the modules have received an event, it is read, decoded, archived and put
in @ new events buffer, after which it informs "Duty Operator” program of it under using TCP/IP pro-
tocol, that is why TCP/IP protocol shall be enabled on computers with Phoenix 4 (in Windows
2000 / XP and above it is enabled by default). In addition, "Control Center" program provides the op-
eration of "Configurator” program in the mode of remote configuration of "Lun” GPRS object devices
of the seventh and ninth series.

The database is stored on a computer with Microsoft SQL Server 2008 Database Management
System (DBMS), which is reliable and fast, that is why "Phoenix 4" software has a network client-
server architecture. In other words, it is possible to access to the entire database from any computer
in the network. For example, the database is installed on a computer, which is also a computer
working station of CMS operator.

The database can be edited from another computer connected to the first one over the net-
work; it is very convenient, as in this case, the monitoring station operators are not distracted.
Moreover, to facilitate the work of CMS operator when a large number of objects are secured, it is
advisable to connect one more computer to the receiver over the network to offload the first com-
puter in this way. Moreover, “Orlan” modules and auto redial call-receiving stations can be connec-
ted to a computer other than that, where the database and “Duty Operator” program are installed.
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2. Receiving equipment - installation and configuration

"Orlan” CMS consists of “Orlan-M11” board-based "Orlan-M" modules (with batteries connec-
ted) that support voice operation mode, "Orlan-Mi” modules that support GPRS operation mode, and
"Orlan SMS” modules that support SMS sending and receiving mode.

An integral part of "Orlan” CMS is a computer with "Phoenix 4" software package, which
provides the registration, storage and processing of the coded messages. "Orlan” CMS is divided into
packages: basic and upgrade.

"Orlan” CMS basic package. The basic package of "Orlan” CMS consists of two "Orlan-M" mod-
ules (with batteries connected) that support voice operation mode, 2 Nokia AC-6E power source
with micro USB connectors, a set of cables (see Passport) and "Phoenix-4" software package. The ba-
sic package of "Orlan” CMS can operate with 300 to 350 "Lun" object devices.

2.1. “Orlan-M” voice modules

“Orlan” CMS voice upgrade package” consists of two "Orlan-M" modules that support the voice
operation mode, and “Phoenix 4”Service Pack. The technical characteristics, installation procedure
and connection of the modules fully comply with the characteristics of the "Basic “Orlan” CMS pack-
age”.

“Orlan” CMS voice upgrade package” (each) can operate with 300 to 350 "Lun” object devices

in addition to the existing ones.

2.1.1. Structure of modules

The receiving part of "Orlan” CMS consists of two separate "Orlan-M" wall modules with GSM
modems as shown in Figure 4. "Orlan-M" module has the “Orlan-M11” or “Orlan-15" PCB with a
power supply connector, connectors for inter-module connections and PC interfacing (through the
special USB cable adapter), remote antenna connector and the configuration connector as shown in
Figure 4. The module connection diagrams shown in Figure 5.

P e \ @® Antenna
" Connector (A ERTOET 110 -
| Configurator " :
— — — Connector i i
. EI GSM modem
2> )0rlanM ||
(I
G5M 3
SIM card
Mode EIB ”
aUETY  Reset
Button
Power Power ¢ 8.8 o8
= - 3 Button @ Ooo0oo
micro
—1 %51
o Use

Figure 4.“Orlan-M” module (1) and its “Orlan-M117 (2) or “Orlan-15"(3) PCBs
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G5M antenna G5SM antenna

¥ i i

GSM module G5M module
Orlan M #1 Orlan M #2
icro Micro
GNHD | BUS | GND | BUS h“ 8 GMD | BUS | GND | BUS USE
COMPUTER
USE/COM
USE port cable adapter
to Wall — Micro USB to Wall —— Micro USB
Outlet —— Power Outlet —— Power

Figure 5.“Orlan-M” module connection diagram

2.1.2. Technical characteristics

The technical characteristics of “Orlan-M” module are given in Table 1:

Table 1.“Orlan-M” technical characteristics

Characteristic Value
Power consumption, max, W 5
Capacity of received events memory buffer of “Orlan-M” module (each) 310
DC power voltage (with pulsation of no more than 50 mV),V 50-6.5
Communication session duration, max, s 6
Time of message transmission from “Lun” Control Panel (voice mode), max, s 30
Dimensions of “Orlan-M” module with GSM module mounted, mm 92x44x148

2.1.3. Installation procedure and connection of “Orlan-M” modules

Prior to installing of "Orlan-M" modules, they shall be configured:

m To configure the "Orlan-M" module based on “Orlan-M11” PCB, the "Configurator” software
shall be used as follows:

1.
2.

Disconnect the operating battery;

Connect the operating charger with the micro USB connector to "Orlan-M" module. The
module shall be in the open position;

Connect 4-wire Orlan-SMS USB cable to the computer. "Orlan-M" module shall be con-
figured using this cable;

Start the "Configurator” program and select the corresponding COM-port;

Press the "Select device manually” button and select "Orlan-M";

Connect the Orlan-SMS USB cable to the configuration connector of "Orlan-M" module
(see. Figure 4,“Orlan-M11” PCB). The module shall be in the open position;

Allow the charger power supply with SW2 button;

Wait until red LED lights up continuously. If this does not happen within 10 seconds, hold
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down Reset button (see. Figure 4) for 2 seconds;

9. The red LED on “Orlan-M11” PCB is continuously lit that means the module is in the con-
figuration mode and the green label _ shows in "Configurator” software;

10. Set the required address of the device on the bus in the appropriate field and click "Write
data”;

11. Exit the program, disconnect the cable from the module. Configuration is completed.

m To configure the "Orlan-M" module based on “Orlan-15” PCB, the hardware address selector

is used. The required address of the device on the bus should be set in binary code in ac-
cordance the Table 1 while the module’s power is off (see Figure 4,“Orlan-15" PCB).

After configuring the module, it is necessary to evaluate the signal strength of the base sta-

tion at the place of installation of the remote antenna of the module. The connection here shall be
steady; voice during a conversation on the phone shall be with no echo and distortion. The antenna
feeder antenna shall be completely pulled out of the module housing. When installing multiple
modules, the remote antennae of module shall be at a distance of at least 0.5 m from one another.
It is not recommended to put the antenna cable into the same cable duct (box) with wires of power
supply and computer communication. Do not install the antenna on a metal surface.

The connection shall be carried out as follows:

Connect the communication cables to the computer and install the drivers of communica-
tion cable according to software Operating Manual (see "Initialization of USB cables of
devices" section);

Connect HASP key to the computer;

Insert SIM cards in the modules;

Connect the antenna;

Connect the computer communication cables to the computer and the second module to the
terminals of the module;

Connect the power supply adapter's microUSB cable to the module, then connect adapter to
the wall outlet;

Allow the charger power supply with SW2 button;

Apply power to the modules by pressing the Power button (see. Figure 4);

If within 5 seconds no indication of the module operation appears, hold down the Reset but-
ton for 5 seconds. The operating indication mode is as follows: red and blue LEDs flash,
green LED is constantly lit;

Configure "Phoenix-4" software package according to its Operating Manual (see “Configura-
tion of “Phoenix-4" software” section).

2.1.4. “Orlan-M” LEDs indication

tion:

The board of "Orlan-M" module has three LEDs: red, green and blue (see. Figure 4).
Red LED - “Mode” - is an indicator of the system status and has 4 modes of operation:

¢ Short flashes — Module is in standby mode;

¢ Long flashes - Module memory contains the events not transmitted to CMS;

¢ Is not lit and not flashing - Incorrect operation of the module; there are some faults;

¢ Continuously lit - Module event memory is full or the module is in configuration mode.

Blue LED - “GSM network” - is an indicator of the modem status and has 4 modes of opera-

¢ Short flashes with a short interval - GSM modem is being registered on GSM network;
¢ Short flashes with a long interval - GSM modem has been successfully registered on
GSM network and operates in the normal mode;
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¢ (Continuously lit—- GSM modem failed to register on GSM network;
¢ Not lit and not flashing - GSM modem is faulty or not powered.
Green LED - “External power supply” - is an indicator of the connection of charging voltage

and has two modes of operation:

¢ Continuously lit- external power supply is switched on;
¢ Not lit and not flashing- no external power supply is switched on.

m

@ ORLAN ~Mi

I

Figure 6."Orlan-Mi" module

2.2. “Orlan-Mi” modules

“Orlan GPRS™ CMS package consists of two “Orlan-
Mi” modules (Figure 6) supporting GPRS with addresses 1
and 2 and “Phoenix 4” software. The modules are powered
via computer communication cable. “Orlan GPRS” supports
operation with up to 2000 "Lun” object devices in addition
to the existing ones.

The connection shall be carried out as follows:

* C(Create your own Virtual Private Network (VPN)
with the static IP-addressing based on local GSM
mobile operator service (without Internet access
and without any mobile operator's equipment);

* (Connect the communication cables to the com-
puter and install the drivers of communication
cable;

* Connect the antenna;

e Insert SIM card;

* Apply power to the modules via the switch on the
module housing;

2.2.1. "Orlan-Mi" module LED indicator

"Orlan-Mi" module has one green LED, which is the
“Modem status indicator” and has 4 modes of operation:

¢ Short flashes with a short interval - GSM modem is being registered on GSM network;

¢ Short flashes with a long interval - GSM modem has been successfully registered on
GSM network and operates in the normal mode;

¢ Continuously lit - GSM modem failed to register on GSM network;

¢ Not lit and not flashing - GSM modem is faulty or not energized.
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3. "Phoenix-4" software installation

Installation of the software has several stages:

* Installation of Microsoft SQL Server Database Management System (DBMS);
* Installation of driver for HASP hardware dongle key;

¢ |nstallation of “Phoenix” software;

¢ |nstallation of driver for USB-cable;

* Installation of a new configurator for Lun-11;

* Installation of FTP server.

The installation program analyses your system and, if necessary, installs the required compon-
ents. It can be Microsoft.Net Framework platform, language pack, Microsoft IIS, Windows Power-
Shell, and other. In case any additional splash windows appear, you cannot refuse to install the sug-
gested components. This will lead to incorrect operation of "Phoenix 4".

All installation stages are automated and require minimum user's actions. Before installing
the software, you shall close all the programs, since upon completion of the installation the com-
puter will be automatically rebooted. Below you can find the description of all the stages.

Starting of the installation is performed automatically when you insert CD with the software

in the drive. Upon autorun, the monitor screen displays the message shown in the figure below.
=

L+ Phoenix-4 Installation 2.2 =

Welcome to Phoenix-4 installation program

This software will help you to install "Phoenix-4" software onto your PC
To start installation press Install

Before installation, please close all programs

Program list to be installed on your PC

| Configurator Luni1l

[ ] Microsoft SOL Server

W Configure SQL Server and attach Phoenix 4 databases
FTP Server

Get company news and download updates

Installation manual | Install | Cancel

Click "Install".

In case there was no autorun, you shall open the disk with “Phoenix-4" software using the “Ex-
plorer”, find “Setup.exe” file and run it by double-clicking the left mouse button:
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Name Date modified Type Size

Acrobat Reader File folder

Configurator File folder

Configurator.Lun11 Install File folder

. Documentation File folder
. dothNet File folder
. EnterSIMMumber File folder
. FTP File folder
HASP Driver File folder
Languages File folder
Phaoenixd Install File folder
Postgres File folder
PowerShell File folder
. saL File folder
. Updater File folder
. USE Drivers File folder

| Windowsinstaller File folder
2| autorun

g Setup

Setup Information 1KB

Application 1831 KB

At the first stage, Microsoft SQL Server DBMS is installed and configured.

-1 SQL Server 2008 R2 Setup =

Installation Progress

Installation Progress

Install_trin_aide_Cpu32_Action : RegisterTypelibraries. Peructpaums 6ubaumotex Tunos

Next > Cancel Help

Upon completion of the first stage, installation of HASP key driver begins.
b Sentinel Runtime Setup =

Welcome to the Sentinel Runtime
%afel\let. Installation Wizard

It iz strongly recommended that vou exit all Windows programs
befare running thiz zetup program.

Click Cancel to quit the zetup program, then close any programs
wou have running, Chck Mest to continue the inztallation,

WARMIMG: Thiz program iz protected by copynight law and
international treaties.

Unauthorized reproduction or distribution of this program, or ang
portion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maxirmunn extent pozsible under law.

< Back Cancel

After that, installation of “Phoenix-4" software begins; it suggests you to accept the provisions
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of Software License Agreement with Ortus.
Upon completion of “Phoenix-4" software installation, installation of drivers for USB cables
manufactured by Ortus begins.

In case you set the “Install FTP Server” checkbox at the initial stage, it will be installed.

FTP server is required to support the configuration of “Lun-11" Control Panel and the “black
box” of “Alet” device. In case you did not set “Install FTP Server” checkbox at the initial stage of in-

stallation, you can install it any moment by running the installation program once more and set of
the “Install FTP Server” checkbox.
I=
License Agreement

Please review the license terms before installing FileZilla Server beta 0.9.41. .z

FileZilla Server beta 0.9.41 Setup - =

Presz Page Down to see the rest of the agreement.

N GEMERAL PUBLIC LICENSE 'S
Version 2, June 1991
Copyright {C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_licenses_ for mast s_u:uft,\'are are designed to take away your

W
If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install FileZilla Server beta 0.9.41.
! 1 Agree ] Cancel

At the next stage, “Configurator 11" software is installed.

Upon completion of this stage, a window will appear and suggest you to press Done to reboot
the computer and complete the installation of SQL server.

After the reboot is complete, “Duty Operator”, “Control Center”, and “DB Administrator” program
shortcuts will appear on the desktop.

= e o~
[1&

Phoenix 4, Control

Operator  Administator center

Configurator Duty

“Phoenix-4" objects database files will appear in

C:\Program Files\Microsoft SQL Server\MSSQL\Data folder:
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icrosoft 5CL Server » MSSCL » Data v 0

L;I Debtors.mdf

| &l Debtors_log.LDF

|| J GPS_20120901.mdf |

[ & GP5_20120901_log.LDF

| A GP5_20121001. mdf

[ &l GP5_20121001 _log.LDF
L;I rnaster.mdf

[ & mastlog.|df

[ A model.mdf

| & modellog.Idf

[ (A msdbdata.mdf

[ & msdblog.ldf

L;I PultdDE_Archives.mdf

| & Pult4DB_Archives_log.LDF
| A Pult4DB_Data.MDF

| & Pult4DB_Log.LDF

| A Pult4DB_Log.mdf

| & Pult4DB_Log_log.LDF

L;I PultdDE_VideoArchives.mdf
| & Pult4DB_VideoArchives_log.LDF
[ A tempdb.madf

| & templog.ldf

“Phoenix 4” stores information in different databases (DB):

Pult4DB - major BD where all information about the s, devices, as well as guides are stored.

Pult4Db_Log - sub-database; used for debugging; all bugs are logged in it.

Pult4DB_Archives - DB of archives of messages received from any devices.

Pult4DB_VideoArchives - DB of archives of images received from “Dozor” modules.

GPS_<yyymmO01> - DB of coordinates (tracks) received from “Alet-9” devices; every month a
new DB is created, named as follows: <GPS_yearmonth01>

Attention! All the above-mentioned DBs are closely related, therefore, if you archive a
DB manually, do not forget to archive all the databases, and not just the major one.

Consequently, when recovering DBs, do not forget to recover ALL the databases, and
not just the major one.
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3.1. Initialization of USB cables of devices

Attention! Prior to connecting of "Orlan” modules to a computer, be sure to install the
cable drivers (make sure they are installed).

Upon installation of "Phoenix 4" software and restarting of the computer, USB cables of the
devices that will operate with this computer shall be initialized. During the initialization, OS “Win-
dows” will assign the numbers of “COM” ports to the relevant devices.

Attention! In the future, the information on assignment of "COM" ports to the relevant
devices will be needed when configuring “Phoenix 4” software.

The following USB cables can be included:
Orlan-M USB -voice cables for connection of "Orlan-M" modules;
Orlan GPRS_1 - cable for connection of the first "Orlan-Mi" GPRS module;
Orlan GPRS_2 - cable for connection of the second "Orlan-Mi" GPRS module;
Orlan SMS - cable for connection of "Orlan-SMS" module;
Lun Config- connection cable for configuring of "Lun" object devices before mounting.

Attention! "Lun Config" cable can be connected to any other computer based on which
a workplace for configuring of "Lun” object devices will be arranged. To arrange an indi-
vidual workplace for configuring of object devices, use the instructions to "Configurator".

To initialize USB cables, connect the device cables one by one to the computer:

After USB cable is connected to the computer, OS Windows will find a new hardware.

i) Found New Hardware *
Orlan GPRS_1

L WY, % B 427 P

The driver will be suggested to be installed. You shall take the following steps:
Select “No, not this time” in the window that appeared and press “Next”.
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Add Hardware

Welcome to the Add Hardware Wizard

This wizard helps you install driver software to support older
devices that do not support Plug-and-Play and which are not
automatically recognized by Windows,

You should only use this wizard if you are an advanced user or
you have been directed here by technical support.

o f your hardware came with an installation CD, it is
recommended that you click Cancel to close this wizard

and use the manufacturer's CD to install this hardware.

To continue, click Next.

Cancel

e nle
< DacK

In the next window you shall select “Automatic installation (recommended)” and press “Next”.
Add Hardware

The wizard can help you install other hardware

The wizard can search for other hardware and automatically install it for you. Or, if you
know exactly which hardware model you want to install, you can select it from a list.

What do you want the wizard to do?

(®)5earch for and install the hardware automatically (Recommended):

() Install the hardware that | manually select from a list (Advanced)

< Back MNeat > Cancel

After that, the alert box will appear informing you that the software has not been tested for
Windows compatibility. You shall press “Continue anyway”.

After that, a successful installation message will appear.

Upon the successful installation of drivers of USB cables, a record with the name of device
and its assignment to a specific COM port shall appear in the device manager. To get to know which
COM is assigned to a device, right-click on “My Computer” and select “Management” (see below).
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“Computer Management” window will open, in which you

then “Ports (COM and LPT)".

Open

Manage
Pin to Start

Map network drive...

Dizconnect network drive...

Create shortcut
Delete

Rename

Properties

shall select “Device Manager” and

A Computer Management = =
File Action View Help
= 25 HEE
A Computer Management (Local|| o g% nto-test Actions
4 [f}' System Tools - 4 Audic inputs and outputs Device Manager .

3 @ Task Scheduler

3 @ Event Viewer

> #i| Shared Folders

- 3% Local Users and Groups
. (%) Performance

a4 (55 Storage
=7 Disk Management
. _: Services and Applications

- M Computer

» g Disk drives

- B Display adapters

. &4 DVD/CD-ROM drives

3 5’:13 Human Interface Devices
g |DE ATA/ATAPI controllers

3 g Imaging devices

> 2z Keyboards

- Yl Mice and other pointing devices

- Wzl Modems

. B Monitors

- EF Network adapters

15" Ports (COM & LPT)

[ 77 Orlan GPRS_1 (COM4) |

- e Print queues

3 n Processors

- |l Software devices

1Y

- % Sound, video and game controllers
- 45 Storage controllers
- (M System devices

¥ Universal Senial Bus controllers

More Actions

In this window you can see that at this moment “Orlan GPRS” cable is connected to the com-
puter,and COM port No. 4 is assigned to it. The initialization procedure shall be carried out for each

type of cables.

3.2. Installation of FileZilla FTP server

Attention! FTP server shall be installed on the same computer, to which “Orlan-GPRS”

modules are connected.

Set the “Install FTP server” checkbox in the update program or installer of “Phoenix-4", then
FTP server Installer will be launched.
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[& Filezilla Server beta 0.9.41 Setup [E=REE =

License Agreement
Please review the license terms before installing FileZilla Server beta 0.9.41. .

Press Page Down to see the rest of the agreement,

GMU GEMERAL PUBLIC LICEMSE -
Version 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_licenses_ for most ;of‘tware are designed to take away your -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZilla Server beta 0.9.41.

[ I Agree ] [ Cancel ]

S

To continue installation, accept the terms of License Agreement. At the next stage, press Next
(don't change any options).
r FileZilla Server beta (0.9.41 Setup | = | &1

Choose Components
Choose which features of FileZilla Server beta 0.9.41 you want to install,
Chedk the components you want to install and uncheck the components you don't want to
install, Click Next to continue,
I Select the type of install: |S13ndard 7
: Description
Or, select the optional FileZila Server (Service) S p-
;‘;Eﬁnents you wish to Administration interface
' [] source Code
Start Menu Shortcuts
Desktop Icon
Space required: 3. 7MEB
[ < Back ][ Mext = ] [ Cancel ]

%

At the next stage, specify the path for installation (don't change):

I Filezilla Server beta 0.941 Setup - = .
Choose Install Location
Choose the folder in which to install FileZilla Server beta 0.9.41.

Setup will install FileZilla Server beta 0.9.41 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue,

Destination Folder
Browse...
Space required: 3, 7MEB
Space available: 208,8GB
[ < Back ][ Mext = ] [ Cancel
\ —

In the next window leave the default values and press Install:
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[ | N
I& FileZilla Server beta 0.9.41 Setup EI-_I&

Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server jnterface should be started:

[Siart if user logs on, apply to all users (default) -

[¥] start Interface after setup completes |

’ < Back ][ Install ][ Cancel ]

In the next window leave the default values as well and press Install:

M | "|
I& Filezilla Server beta 0.9.41 Setup EI-_I&

Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server interface should be started:

[Siart if user logs on, apply to all users {(default) -

[¥] Start Interface after setup completes H

’ < Back ][ Install ][ Cancel ]

Then server shall be configured using the administration console. Press Settings:

F .
E FileZilla Server (127.0.0.1)

File Server Edj

_ | 2
Server is going oftline.

Server offling.
E&eating listen socket on port 2122

i
Q ? .rl::"l.v

Server online
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Go to “General Settings”. Specify the management port (e.g., 2121). A non-standard port signi-

ficantly decreases the number of attempts to hack into the server. The same port shall be forwarded
from the external IP address, in case FTP server is NAT-based. You can also limit the number of con-
current connections to complicate such attacks as DDoS:

g

FileZilla Server Opticons |

—|- General settings A
Welcome mess:
- |P bindings
.- P Fier

- Passive mode settir

- Securty settings

- Miscellaneous

- Admin Inteface setl

General settings

Connection settings

. List of ports between 1
Listen on these ports: | 21 and 65535,
Max. number of users: |0 (0 for unlimited users)

Performance settings

+ Logging ) Number of Threads: 2 This value should be a multiple of the
- (G385 Settings o ' number of processors installed on your
- Speed Limits system, Increase this value if your server
- Filetransfer compres is under heavy load.
- 55L/TLS settings
- futaban R4
£ > Timeout settings
Connections timeout: | 120 in seconds (1-9999, 0 for no timeout).
. in seconds (600-9993, 0 for no timeout).
oK { Mo Transfer tmeout: | 120 This value spedifies the time a user has to
d initiate a file transfer.
in seconds {1-9993, 0 for no timeout).
Cancel Login timeout: a0 This value spedfies the time in which a

new user has to login.

“Welcome message” section (optional). You can preset a welcome message:

= General settings A
Welcome mess:
- IP bindings
- P Filter

- Passive mode settin

- Securty settings

- Miscellaneous

- Admin Interface set

- Logging

- (355 Settings

- Speed Limits

- Filetransfer compres

- 55L/TLS gettings

- Autoban W
£ >

0K

4 Cancel

FileZilla Server Options

Welcome message

On this page you can modify the welcome message that will be sent to each
connected client.

ff you enter no custom message, the default message wil be used.

Rules for welcome messages:

Please enter only 75 characters per line, addtional characters will be removed.
Empty lines at the top or bottom of the message will be remaoved.

Custom welcome message:

Format specifiers:
v - Displays version of FileZilla Server [] Hide welcome message in log
%% -the ¥ character
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“Passive mode settings” section. In this section, the passive mode settings are configured:

= General settings
- Welcome mess:
IP bindings
.- |P Fitter

- Passive mode settic

- Security settings

- Migcellaneous

- Admin Interface set

- Logging

- (355 Settings

- Speed Limits

- Filetransfer compres

- S5L/TLS settings

- Autoban 7
< >

FileZilla Server Options

Passive mode settings

Use custom portrange: | 13000 | -

13100

{1-65535)

OK |

Cancel

IPv4 specific

External Server [P Address for
passive mode transfers:

() Default

(®) Use the following IP:
1.1.1.1

‘You can also enter hostnames
() petrieve external IP address from:

http:{/ip. filezilla-project.org/fip.php

Use custom PASY settings if vou
are operating the server from
behind & MAT router ar a firewall.
In that case, the IP address of
the server is not accessible from
outside of the router, so you
should fill in the correct address
here. Use the port range to limit
the number of parts that will need
to be forwarded through the
router.

Information for users with dynamic IPs: If your external IP changes, it might
take up to 5 minutes after the next failed transfer until FileZila Server

recognizes the changed IP.

In most cases, the IP is updated within 30s after a failed transfer.

Don't use external IP for local connections

Specify the range of ports to transmit data (e.g., 13000-13100). The same ports shall be for-
warded from the external IP address, if the server is NAT-based. It is recommended to specify the
range starting from the port number of no less than 1024. The number of ports is determined by
the intended maximum load on FTP server (on the basis of one data port for one device; in other
words, as many ports are provided, as many devices can be served by the server at the same time).

Specify the external IP (if the server is NAT-based) and select the “Don't use external IP for
local connections” (as shown by the 3rd pointer), if there are any local clients (e.g., “Lun” devices via

“Orlan” modules).

“Speed Limits” section. You can preset the speed limits for FTP server:

- Welzome messi A
-~ |P bindings
. IP Fitter
- Passive mode settir
- Security settings
- Miscellaneous
- Admin Interface setl
- Logging
- (355 Settings
- Speed Limits
- Filetransfer compres
- S5L/TLS settings
- Autoban

OK

Cancel
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Speed Limits

Download Speed Limit
() No Limit

() Use Speed Limit Rules

Lo- Constant Speed Limit of |10

Upload Speed Limit

() No Limit

() Use Speed Limit Rules

L;Ei'ﬂunstant Speed Limit of: |10
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This limitation is another parameter of protection that will complicate large files transfer for

hackers. Press OK and go to User Settings.
In the main window select User Settings:

File 5erver Edit ¥

2@ mlgle 2 oo m-
FileZila Server warommT0.5.41 beta
Copyright 2001-2012 by Tim Kosse tim kosse@filezillaproject .org)

Connecting to server...
Connected, waiting for authentication

| nnnad An

In “General” section click “Add”:

Users

Account settings Users
Enable account
Shared folders EszzToik
i Speed Limits B
‘. IP Filter Group membership:

Bypass userlimit of server

Maximum connection count:

Connection limit per IP:

Add ?_\: L=
Force S5L for user login - -
Description
You can enter some comments about the user
Cancel
And create “Anonymous” user just as shown in the figure below:
Add user account
Please enter the name of the user accourt that should
be added:
Enonymous

User should be member of the following group:

<None:

oK Cancel
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“Shared folders” section. Click Add and select the pre-created folder for FTP server (this folder
shall contain lunllcfg folder)as shown in the figure:

Users “

Page: Shared folders Users
Files
¢ General Directories Aliases | _ Enonymous |
2 Shared folders n
- Speed Limits Browse for Folder
‘... TP Filter
Please select a folder that should be added to the folders list
of the selected user account.
C:\ftproot
4 i Local Disk (C:) ~
M AMD
; == =
) lunlicfg E=ni=
| pictures
A directory alias will » |, Program Files
path. Separate muti » | Program Files {(x86)
ff using aliases, plea s [ Users
=L Windows v
Cance
Cancel

The folder being selected, set checkboxes as shown in the figure below:

Users ﬂ

Page: Shared folders sers

-~ Geners rles faonymos |
: Aliases

‘... Shared folders Dirsctories Read
- Speed Limits H C:\proot Wrte
‘... IP Filter Delete
Append
Directaries
[(Create
Bejcia

List
. = + Subdirs Add Remove

Click OK. The configuration of user is completed.
Run the FTP server:

File 5Server Edit ¥

Z | %8 2 | oo m-

ion 0.9.41 beta
by Tim Kiosse tim kosse Efilezillaproject .org)

Logged an
Retrieving account seftings, please wait...
Dione retrieving accopint settings

Creating listen soclk#t on port 21...

Server online

The configuration is completed.
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3.3. Phoenix-MK server installation

Phoenix-MK server supports “Phoenix-MK” mobile application (mobile keypad) on the part of
CMS. It can be installed either on CMS computer (on which ‘Phoenix-4” software is installed), or on
any other computer.

To install the server, run setup.exe file:

I55etupPrerequisites
pragram files

2k 0:0419.ini

1SJ Phoenix-ME Server.msi

E setup.exe
2k | Setup.ini

After the application is launched, click “Install”. During the installation the program will install
the additional components depending on the system. During this process, console windows can ap-
pear that will suggest you to press any key to continue the installation; you must do that.

In the process of installation, a restart might be required — you must restart the computer
then. Server is a Windows Service. The Startup Options can be viewed and changed in the system
window of the Service (Control Panel - Administration - Services).

After installation of the server, in Start menu of Windows the relevant section will be added.
Prior to starting the server, it shall be configured. To do this, open “config.properties” file via Note-
pad. A shortcut for this file will be created in “Settings” menu. After you click it, the following win-
dow will open.

You shall select the “Select program from the list of installed programs” option and click OK;
the following window will open:

How do you want to open this file?

«/ Use this app for all .docx files

d Paint

Windows Media Player
E Windows Photo Viewer
WordPad

In this window select Notepad and make sure that the “Use the selected program for all files
of this type” option was selected, and click OK. After that a text configuration file will open.

Two parameters shall be set:

Phoenix-4 “Control Center” (CC) connection address — IP address and port of the computer
with CC that is responsible for joint operation with this server (i.e., CC with the configured “Mobile
keypad” section), are to be set.

CC_WS_URL=ws://192.168.x.x(local PCIP):3050

Eecdl
n Motepad
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Port based on which WAMP server for the Mobile keypad will operate (given server). You shall
set the port that users will specify in the settings of Phoenix-MK mobile application.

MK_SERVER_PORT=8282

Do not change other parameters not having consulted with the technical support first.

After you changed the parameters, save the configuration file (close Notepad with all changes
saved).

To start the server (Windows Server), click the “Start Phoenix-MK Server” shortcut, to stop the
server, click the “Stop Phoenix-MK Server” shortcut.

After the first start the server will be started automatically when Windows is started.

A company that uses the server can install its own logo and help files that will be displayed in
the Mobile Keyboard application.
For this you need:
1. Your logo file in PNG format, 120*120 pixels with a transparent background.
2. A new help file or correct an existing one in text format. The file name must match the
pattern: help-ru.txt
The part of the name "-ru” must correspond to the system language used in the user's
mobile phone (in this example the Russian system language is used). A separate help file
should be created for each system language, for example, help-en.txt - for English, or
help-es.txt - for Spanish.
The text format is UTF-8; you can use HTML codes for formatting, for example:
&#160 - indent from the beginning of the line (it will look like a regular tab);
&#8226 - list marker (it will look like a dot at the beginning of a line );

&#8227 - list marker (it will look like an arrow to the right 7).
You can specify the security company phone numbers, so user can make a call by touch-
ing the number placed in the text. A space character and double brackets are allowed in
the phone number. Use international format for phone number (start with "+" and country
code), for example:
+38 (067) 123-45-67

3. The created files (logo and help) should be placed in the data folder located along the

same path as the “config.properties” configuration file (see description above):

.
cert i
data

logs

.| help-es.bd
_ help-rutt

|* logo.png

% annotations-2.0.3.jar
APNSMDbiIeKeyboardDev.pl.?
;ﬁ‘vAPNSMnbiIeKeybc-ardProd.plz

| commeons-codec-1.2,jar

%] commons-codec-1.6.jar
cemmens-httpclient-3.1 jar

commens-legging-1.04.jar

hHnclicntd 2 2 Gar

A working server automatically updates data files every 60 minutes. If immediate changes are
required, then restart the server.
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4. Configuration of “Phoenix-4” software

The software configuration can be divided into several stages:
1. Registration.
2. “Control Center” configuration.
3. “DB Administrator” configuration.
4. “Duty Operator” configuration.

Attention! Upon completion of editing of the database, log out of the system (LogOff)
to prevent any accidental or unauthorized change of the database. The default password of
“Administrator” account is

510eb93
The factory password is also specified on CD. Do not lose it!

The “Phoenix-4” software uses the following network ports while operating:

Control Center - 5050, 5055, 7015
DB Administrator - 5052
Duty Operator - 5051
Phoenix-GPS - 5053

Application Engineers - 5054
4.1. Software registration

Attention! The programs of “Phoenix-4" software package can be started only when
HASP key is connected.

Each copy of “Phoenix-4" software shall be registered. To register the software, run “DB Admin-
istrator” (Phoenix4.exe), and click “Registration” button:

# Phoenix. The database administrator. 1.34.36‘1____‘_,.-—"
Objects | Control | References | Analysis Options Log out Register 4

i <3 | <@ B N & e S

List | Card | Equipment | esp. of | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events

Search "

Name Address

bl

B Object G

; 1 | Group 1 (Example 5C + panel) 5624 California street, San Francisco, CA 94121
. 0002 0 Lun-7T voice without extenders 5624 California street, San Francisco, CA 94121
E : 0004 0  Group 1 (7T[voice + GPRS] + 7H) 5624 California street, San Francisco, CA 94121
§ - 0005 0 Example 9T + TK-7 (PSTN communicator) 5624 California street, San Francisco, CA 94121
TL-‘ﬁ +- 0006 0 Group 0 (Lun-9C self) 5624 California street, San Francisco, CA 94121

The Registration window will open.
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User Registration Software Feniks4

Welcome to the User Registration
Wizard software Phoenix4!

Next, you will be prompted to enter your data and send them to e-mail.

Step 1 from 4

Welcome

What are the advantages registered users?

. Inform about company events.

. Inform about promotions and special offers.

. Inform about new developments.

How N e

. Free technical support.

your actions:

®) yes, I want to register now.

) No, I check again later.

() Enter the registration key.

9 Help ) Next 0 Cancel

Select “Yes, | want to register now” and click “Next”, to open registration data form:

User Registration Software Feniks4

User Registration Software Phoenix 4
Enter login information

* Name of organization:
* Country: * City:

* Location:

Contact:
* Name:
Step 2 from 4

Data Entry

* Phone number (s):

* E-mail box e-mail (it will be sent a registration key):

Other contacts (Skype, ICQ):

9 Help ™ Back ) Next 8 Cancel

Upon completing the form and clicking Next a file will be created that you shall send to the
email specified. The file path is specified in the program window.

User Registration Software Feniks4

User Registration Software Phoenix 4
Saving registration data te send to e-mail

Registration Data
® Save

() Save and send e-mail: support@ortus.io

Step 3 from 4 Path to file a registration data
Sending Data C:\Program Files (x86)\OrtusGroup\Phoenix4\phoenix4\RegisterData.xml

9 Help ™ Back ) Next 8 Cancel
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You will get a registration code (key) in reply.

Upon getting of the registration key, you shall launch “Registration Wizard” in the main win-
dow of “DB Administrator” (click “Registration”), select “Enter registration key” and enter the re-
ceived code.

4.2. “DB Administrator” configuration

To start the configuration, “Control Center” and then “DB Administrator” shall be launched. Se-
lect “Authorization” button in the program main window.

F Phoenix The database administrator. 1.34.36.1
| - = = - -
Objects | Control | References | Analysis Options Authorization Register
1
=) =] = - @ o = _
ey # B < | & = 8@ &
List | Card | Equipment | esp. of | Response | Zones | Keys | Resp.perso Schemes | Photo | Events | Transfer events
A ']
@ Search -
1
_‘g = Object Gr. | Name Address
O' 1 | Group 1 (Example 5C + panel) 5624 California street, San Francisco, CA 94121
I o003 0 Lun-7T voice without extenders 5624 California street, San Francisco, CA 94121
el
z + 0004 0 Group 1 (7T[voice + GPRS] + 7H) 5624 California street, San Francisco, CA 94121
LiE]
g 0005 0 Example 9T + TK-7 (PSTN communicator) 5624 California street, San Francisco, CA 94121
\lil ¥ 0006 0  Group 0 (Lun-9C self) 5624 California street, San Francisco, CA 94121

Phoenix. The database administrator. Authorization H

Username

Administrator v

Password

|

Attention! The default password of “Administrator” account is 510eb93. The factory
password is specified on the supplied CD. Do not lose it!

In case your software is configured for “Zero access level with password’, you can log in when
starting the program:

Phoenix. The database administrator. Authorization “

Username

Administrator W

Password

Done w Log out

In this window you can also change the parameters of DBSM connection by clicking the relev-

ant “Settings” button . [t may be useful, for example, when changing over for another SQL Server
in case of emergency.
After logging in, click “Settings™:
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- # Phoenix. The database administrator, 1.34.36.1

Objects | Control | References | Analysis Options Register
:';_ a] g D m e 1 @ @_\ | ".‘ | F
4 : | . z B = :
| 2 | & W [ERE] S
List | Card | Equipment | esp. of | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events

In the opened window select the “Connection” tab. In this tab you shall set the DBMS connec-
tion options, as well as networking options.

Attention! If you are not the System Administrator and do not clearly understand
what these MS SOL Server Settings options are for, do not change them!

# Options = =
ecneme Connection
~Event log Server Settings
SQL Server Name: (local)\PHOENIX4
Database: Pult4DB_ENG
Authentication: SQL Server Authentication v
Username: sa
Password:
Access Level 0 With password
connection settings with the program "Control Center"
Computer name: 127.0.0.1

Work with the program "applications engineers" (|
Specify the path to the program "Application Engineers”

Specify the path to the program "Phoenix-GPS"

9 Help | A Save Changes | Q Cancel

1. Connection. This group of parameters is the same for “DB Administrator” and “Duty Operator”.

“SOL Server name” — network name of the computer is specified, where MS SQL Server DBMS
is installed with the database (default local computer).

“‘Database” - database name (default name - Pult4DB).

“Authentication”, “User Name”, “Password” - configuring of MS SQL Server connection.

“Zero access level with password” option is required to limit the access to the software for the
unauthorized personnel. Zero access level (without logging in) allows to view any information about
the s and events. If this option is set, prior to running of “DB Administrator, log in to the system as a
user; in case this option is not set, the program will start automatically with zero access level. “Duty
Operator” has the same option in its settings.

In “connection settings with the program “Control Center” enter IP address of the computer,
where “Control Center” is installed.

To provide the collaboration of Phoenix-4 and “Application Engineers” program, fill the corres-
ponding checkbox and specify the path to the folder when “Application Engineers” program in-
stalled.

If your “Phoenix-4" software contains a “Phoenix-GPS” program, you should specify the path to
this program in the correspondent field.

2. Scheme
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# Options = =

+ Connection

Scheme

i.Event log
Path to the scheme directory C:\Pictures
Deleted scheme directory Deleted
[[] when an object is deleted to remove the object schema
Path to the photo directory: C:\Photos

9 Help | @ Save Changes | 0 Cancel

The view of program window in “Settings. Scheme” tab.

In the “Scheme” tab, specify the paths to the folders, where diagrams of objects, deleted dia-
grams (“Bucket™), and photos of the objects will be stored. The “When an object is deleted to re-
move the object scheme” checkbox determines whether the “Bucket” will be used or not.

3. Event log

In the “Event View” tab allow required event review options.

In the “Graphic Design” sub menu choose the event colour scheme. In the program archive
they will be displayed as follows:

011 Normal

£ Options - B
+ Connection
| cehome Event log

[v] Show available Lun Control panels when adding\editing
[¥] Show status request (Z50)

[¥] Show repeat packages from the object (Z14)

[¥] Show periodic tests

[v] Show the card when making a new event

Graphic design
The color palette of events

Highlight the text

9 Help | @ Save Changes | 0 Cancel
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4.3. “Duty Operator” configuration

“Duty Operator” is configured in the same way as “DB Administrator”.
The only difference is in the Event log tab:

Options - B
- Connection

W i Event log

|Event log|

--Phone calls monitor [¥] Show available Lun Control panels when adding\editing
[¥] Show status request (Z50)
[¥] Show repeat packages from the object {Z14)
[¥] Show periodic tests

2 o g Period in seconds
7 automatic transition to the rough on the arrival

alarm messages via 30
[¥] Show the card when making a new event
[v] Check the connection to the control center
[¥] Enable alarm re-notification

[¥] Show at the list no test in time for the not testing panels
Period in seconds
7| Show device panel without test. 30

7| Enable manual event forwarding via ContactID

Graphic design

The color palette of events

J| Highlight the text

0 Help @) save . @ Cancel

“Automatic transition to the rough on the arrival alarm messages via period in ... seconds”
parameter. In case you are in any tab other than the “Unprocessed” tab, in a given time you will
automatically go to this window after CMS receives an alarm message.

“Show the card when making a new event” parameter. In case this option has been selected,
each time an alarm message is received for processing, the object’s card will be displayed.

“Check the connection to the Control Center” parameter. In case this option has been selected,
Duty Operator will control the Control Center connection. In case any connection failures are found,
a siren will be heard and connection failure information will be displayed in the bottom of the pro-
gram.

“Enable alarm re-notification” parameter. In case this option has been selected, when a re-
peated alarm is transmitted from the object, an alarm will be sounded, even if the previous event is
already being processed by the operator.

“Show at the list no test in time for the not testing panels” parameter. If this checkbox is set,
then non-testing devices will be shown in the common test failed objects list.

“Show device panel without test” parameter. If this checkbox is set, then the new window for
test failed panels will be displayed.

“‘Enable manual event forwarding via ContactID” parameter. If this checkbox is set, then the
“Send event via ContactID” button will be displayed for unprocessed events.

4.4. “Control Center” configuration

“Control Center” is a sort of driver for all the devices of “Orlan” series, auto dial receiving sta-
tions, and other receivers operating with COM ports. In addition, this program is also a center of
commands processing of other programs of “Phoenix-4" software package. It shall always be run-
ning to provide the operation of all the package.

There can be several Control Centers, one Control Center for each computer with receiving
equipment. However, only one of them can be the “major” Center. All others are “auxiliary”. For all
auxiliary Control Centers the relevant option shall be selected in the settings (see the configuration
details below).
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Upon running of the program, a program icon appears in the task tray
When right-clicking this icon, a menu appears with the following entries:
* Exit allows to terminate the program. You cannot exit the program during the restart or
GPRS connection setup, therefore, Exit is not always available.
* Settings allows to set the program parameters. See the details below.
* Debugging allows to debug the system. You can generate any event for any object, and check
the operability of all the object. It is designed by the Ortus Technical Support Service to dia-
gnose issues.

Debug
Sending SMS
Input Interface Phone 1
W
phone number or IP address Phone number 2
Code Phone Number 3
Text
[]Mumber of Events - -
Generate Send

Connection Restart allow to restart all Orlan devices in the case of its connection lost.
Numbers Removed from Delivery List allows to view the numbers removed from the SMS de-
livery list, as well as IP addresses removed from the list of addresses to be sent to remote stations.
List of numbers excluded from bulk SMS = B

List of numbers excluded from bulk SMS

gDeIete from the Iisté

List of numbers excluded from bulk SMS by GPRS channel

Delete from the list

'-_" Save Q Cancel

Stop SMS delivery allows to discontinue SMS delivery. This entry is available if the subsystem
is configured and enabled. The delivery will be discontinued until another manual clicking on this
entry. The Control Center will remind from time to time that you have disabled the delivery by gen-
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erating the code. The interval of reminders is specified in the Settings of Control Center (see below).

Program Settings

All the Settings are arranged into several categories:

Connection

In this category an operation mode is selected (local or distributed). It is critical when making
CMS of several workplaces. Database connection parameters are also set.

Clients

This category provides allocation of message receipt responsibilities for operators.

Event sources

This category of parameters allows for configuring of event reception channels. The details of
configuration of each reception channel are given in individual sections. To configure a channel, the
corresponding category shall be determined. Each subcategory allows for adding of event sources
using the “Add event source” button. Each source can be enabled (use a device) or disabled selecting
the relevant option.

SMS subsystem

This category provides the configuration of connection of “Orlan-SMS” module.

Advanced

This category has the additional service options (automatic actions, remote configuration set-
tings, FTP repository path).

Orlans check

This category provides the configuration of parameters of check of “Orlan-M” Voice Channel
modules.

Backup

This category provides the configuration of backup.

ContactID event transmission

This category allows for configuring of ContactID event transmission to the third-party CMS
software.

When checking a category (subcategory) in the left corner, the configurable parameters appear
in the right corner of the window.
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4.4.1. Connection

Options
g Connecton) Connection

- Event source

C Server Settings
i SMS subsystem

additional SQL Server Name: (local)\PHOENIX4

Orlan madule check Database: PUIt4DB_ENG

Clients with Phoenix 4-GPS

Backup Authentication: SQL Server Authentication v
5 ContactID format event reportir
-l Android tablet PCs Username: sa

Phoenix-MK
Password:

[[] save the debug information (option for developers)

[[] Synchronize time on the control panels with the CMS
Determination timeout of the testing mode violation (sec.)| 120

[] Connected to the main control center

9 Help A Save Changes 0 Cancel

“Synchronize time on the control panels with CMS” option. When this option is selected, CMS
time will be synchronized with the real-time clock of object Control Panels. Synchronization is car-
ried out once in two days only via GPRS channel (VPN network or Internet). In case a device is not
configured to operate via this channel, it cannot be synchronized. For any device the clock zone can
be moved with respect to the time of CMS clock (specified when configuring the devices using Con-
figurator 11). This function is available ONLY for “Lun-11" “Lun-19",“LanCom” and “Lun-23" devices.

“Determination timeout of the testing mode violation” parameter (in seconds).Control Center
monitors the self-testing of devices. The value of this parameter is always added to the testing
period set when configuring “Lun” Control Panels. The minimum value is 30 seconds.

“Connected to main Control Center” option shall be selected for all auxiliary Control Centers,
and the name of computer on which the major Control Center is installed shall be specified.

“SQL Server Name” - network name of the computer with MS SQL DBMS and database (de-
fault local computer) installed shall be specified. Named instances of SQL Server are also suppor-
ted.

“‘Database” - database name (default name - Pult4DB), “Authentication”, “Username”, “Pass-
word” provide the configuration of connection to MS SQL Server.

Attention! If you are not the System Administrator and do not clearly understand
what these MS SQL Server Settings options are for, do not change them!
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4.4.2. Clients

This category allows for setting of network parameters for operators’ workplaces. In other
words, you specify the names of computers in LAN, where “Duty Operator” is installed and runs.

In addition, when you press “Add”, a window opens, where you shall specify the name of oper-
ator’s computer and select the types of event codes for transmission to this computer.

Adding a new client to receive events

the name of the computer
Select event type to transfer

[ Mark
Select the types of events to send to the selected laptop

Alarm ~
Restore

Arming

Disarming

Test

Mains power loss

Main power restoral

Battery fault

Battery restore

Intrusion

Report with alarms

Remote control

Panel power up

Fire

Fault

Request fault

Test fault v

h Done 8 Cancel

In this window, you can specify which codes and to which computer with “Duty Operator” will
be transmitted. Therefore, you can allocate the operators’ responsibilities.

To distribute events among different computers you shall do the following: specify the com-
puter’s name and specify required code types for each computer.

Attention! If you need a computer that will receive ALL types of events, you STILL
shall select the “Select event types for transmission” option and select ALL event types on
the list. In other case, distribution between the computers by the event types will not be
active!

In case you always need to add clients without any filters, i.e., clients to which all the events
will be transmitted, you do not need to select all the types; you shall only enter the computer’s
name (or its IP address) and click Done.

“Duty Operator” has the “Show all” option in the “Unprocessed” window. In case this option is
deselected, the filtration will be carried out according to the clients’ settings, if this option is selec-
ted, clients will NOT be filtered.
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4.4.3. Event source

6] Options
v Connection
& Clients Event source
e Exeni{soTmes support four channels of transmission of the event object:
SMS subsystem 1. GPRS are a GSM network
2+ Additional 2. Voice channel network GSM (DTMF)
2 Orlan module check 3. Redial the phone line
* Clients with Phoenix 4-GPS 4. Ethernet/Internet.
& Backup
% ContactID format event repcrtirl
4l Android tablet PCs
: Phoenix- MK
< >
9 Help A Save Changes 0 Cancel

This category of parameters allows for the configuration of event reception channels.
Four event reception channels are supported:

¢ Voice channel;
¢ VPN network;
¢ Auto dial stations;

Ethernet/Internet channel.
The details of configuration of each channel are given in an individual section. To configure a
channel, the corresponding category shall be determined. Each subcategory allows for adding of
event sources using the “Add event source” button.

Options
: Connection -
& Clionts Voice channel
4.7 Event source
9 GSM

VPN network
Alarm receiving centre
) TCP/IP connection
@ Orlan Video
SMS subsystem
-4 Additional
¥ orlan module check
- Clients with Phoenix 4-GPS
* Backup
-+ ContactID format event reportir
-0 Android tablet PCs
Phoenix-MK

AN
[ ! Add an event source

Each source can be enabled (use a device) or disabled selecting the relevant option.
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4.4.4. Voice/CSD channel

Attention! Voice Channel event source also provides the reception of events via CSD
channel. No additional configuration of Control Center is required (see below).

To configure the voice channel event source, select the “Voice Channel” connection option, and
then click “Add new event source” button in the window opened.

Add an event source “
Mame of the event source
Device Settings
bus number 1 =
serial port: v

The number of Orlan mod |2 =

[11s the expansion bus

Main operator (SIM card in a control panel with two simcard slots)
Description of the remote control £ Orlan-M cell
Remote arming 1
AUX OFF output 1
Report and enable arming
Disable arming
Forced SIM card change

o o o o
L5 IR =" ¥ B 6]

[] specify parameters for backup operator
fail-safe operator (SIM card in the two-card devices)

".?' Done 9 Cancel

After that, enter “Name Event Source” (as you prefer).

Then, specify “Bus Number”.

Attention! When messages are received via the voice channel, in the “Channel” field of
“Duty Operator” a channel number will be displayed. In this number the first digit is a
number of bus and two last digits are a number (address) of “Orlan-M” module, which re-
ceived the message, e.g. 112 - bus No. 1, 12 - “Orlan-M” modules number (address).

After that, specify the “Serial port” number (see the device manager) that will be connected to
this bus, and “The number of Orlan modules” (longest “Orlan” address on the bus).

To configure the remote control via the voice channel, you shall set the parameters for the
main operator and the backup one (if any).

“# Orlan-M" is a sequence number (address) of “Orlan-M” module connected to this bus.

Important Note! In case your CMS is equipped with a new “Orlan-M11” module, this
very module must be in the third position of “Report and enable arming”. Otherwise, the
remote control over “Lun-11" devices will not be available neither via the voice channel,

nor via CSD channel.
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To change any parameter, left-click the number of parameter to be changed and set the re-
quired value.

“Is the expansion bus” option allows to specify that this bus is additional in relation to the
one on this or any other computer. This option is enabled if the number of Orlan-M voice modules
is above 32.

The remote control over object’'s Control Panels is carries out using “Duty Operator”.

Upon entering of all the data, enable “Event Source Enabled” option and click “Save Changes”.

In case there are any event sources of “Voice channel” operating on other bus, the procedure
shall be repeated setting the required parameters.

Upon completion of creation of the voice channel event sources, go to “Orlan-M” modules
check configuration.

“Phoenix-4" support CSD event transmission channel. Only “Orlan-M11” modules sup-
port this channel; the only difference is that only one module can provide the remote con-
trol over all the function, e.g., as shown in the Figure below:

Options
~ ik Connection
"*} Clients CS D
4% Event source
450 GSM Event source description CsD
4 g% voice channel
. pv csp| Event source enabled
: = VPN network
--EI Alarm receiving centre Device Settings

-{&) TCP/IP connection

bus number 1 =
- B4 Orlan Video
-.® SMS subsystem serial port: COM3 v
~45r Additional The number of Orlan mod |2
% Orlan module check
* Clients with Phoenix 4-GPS [[11s the expansion bus
-5 Backup

.| Main operator (SIM card in a control panel with two simcard slots)
% ContactID format event reportir

-4 Android tablet PCs
Phoenix-MK Remote arming 1 1

AUX OFF output 1

Description of the remote control # Orlan-M cell

Report and enable arming
Disable arming

e I
nop oW

Forced SIM card change
Specify parameters for backup operator
fail-safe operator (SIM card in the two-card devices)
Description of the remote control # Orlan-M cell

Remote arming 1 1

AUX OFF output 1 1 2
Report and enable arming 1 3
Disable arming 1 4
Forced SIM card change 1 5
< >
9 Help A Save Changes 8 Cancel
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4.4.5. GPRS channel

To configure GPRS channel, the following is required:
1. “Orlan-Mi” receiving modules.
2. Virtual sub-network provided by the mobile operator, with APN, login, password, and phone
number.
3. Two SIM-cards of the mobile operator with IP-addresses of the provided network.
Attention! As GPRS is an Internet connection, you shall add modems to Windows OS
and create network links (according to the number of “Orlan-Mi” modules).

To add a modem to the system, click Windows button START, select “Settings”, and “Control
Panel”. A window shown below will appear.

= All Control Panel ltems = =l
1 [EH » Control Panel + All Control Panel ltems v| & | | Search Control Panel »
File Edit View Tools Help | Q(; B D XJd = ‘ o
Adjust your computer’s settings View by: Largeicons ¥
e - o — "
é,! Device Manager ‘Si""i_:j Devices and Printers ! Display \@ Ease of Access Center
é%';, Family Safety o File History Flash Player (32-bit) }E Folder Options
Lq Fonts Q% HomeGroup f—;‘, Indexing Options ‘?;'l Internet Options
&> Keyboard ﬁ?ﬂ Language |{Tj| Location Settings J Mouse
I‘-“:,..' Networkcand Shiating Notification Area lcons / Pen and Touch E Personalization
. Center o
/_‘ Phone and Modem \13 Power Options }‘:.1 Programs and Features @ Realtek HD Audio Manager

4

3 Phone and Modem =
e Recovery Configure your telephone dialing % Remotedpp and Desktop k:\) Sound
rules and modem settings. & Connections =
ﬁ Speech Recognition ::i% Starage Spaces @ Sync Center (&4 System
¥ g
& Tablet PC Settinas [#]  Taskbar and Navination [-& Troubleshantina $2  tiser Accounts ho

78 Computer

Double-click the “Phone and modem” icon. A window with the same name will appear.
i Phone and Modem H

Dialing Rules | Modems | Advanced

.f..-?" The ligt below displays the locations you have specified. Select the
location from which you are dialing.

Locations:

Location Area Code

by tocation o512 |

Mew... Edit... Delete

Carcs | [ oo

If the list is empty, click “Create”, in the “New location” window fill in the parameters “Location
Name”, “City Code” and select your region from the “Country and region” drop-Llist.
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Attention! In the “New Location” window only the above-mentioned parameters shall
be filled in and only once if there are no entries in the “Dial-up” tab of “Phone and mo-
dem”. These parameters have no relation to CMS, thus, any values will do (for example,
those shown in the Figure).

General | Area Code Rules | Calling Card

g Location name: || |

Specify the location from which you wil be dialing.

Country/region: Area code:
United States v

Dialing rules
When dialing from this location, use the following rules:

To access an outside line for local calls, dial:
To access an outside line for long-distance calls, dial:
Use this camier code to make long-distance calls:

Use this camier code to make intemational calls:

[[] To disable call waiting, dial:

Dial using: (@) Tone ) Pulse

The window will look as follows:
'} Phone and Modem H

Dialing Rules | Modems | Advanced

#4  The list below displays the locations you have specfisd. Select the
location from which you are dialing.
Locations:
Location Area Code

Bl tocaion 072

Then go to the “Modems” tab and click “Add”:

a3 Phone and Modem “ Add Hardware Wizard

Dialing Rules | Modems | Advanced Install New Modem
Do you want Windows to detect your modem?

/-; The following modems are installed:

Modem fitached To Windows will now try to detect your modem. Before
) continuing, you should:
4= Standard 33600 bps Modem COoM4 ;
i Standard 33600 bps Modem #2 Coms i K hemodem = adached o youe
computer, make sure it is tumed on.
2. Quit any programs that may be using
the modem.
Click Next when you are ready to continue.
[v iDont detect my modem; | will select it from a list..
@Agd... Remove Properties

Cancel Aoply < Back Next > Cancel

In this window select the “Don’t detect my modem” option and click Next.
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Add Hardware Wizard

Install New Modem

- Select the manufacturer and model of your modem. If your medem is not listed, or if you have
!mé an installation disk, click Have Disk.

Manufacturer Models 2
(Standard Modem Types) [Z1Standard 2400 bps Modem

& standard 9500 bps Medem [l
=) Standard 14400 bps Modem
[Z]Standard 19200 bps Modem

Cdmm dmad VOO b B A oo

m This driver is digitally signed. Have Disk...

Tell me why driver signing is important

< Back Net> || | Cancl

Attention! The speed of the created modem depends on the type of GSM module
mounted on “Orlan-Mi” board. In case the model of the mounted GSM module is “Quectel
M72”

Select Manufacturer —> Standard modem types, and Model -> Standard modem 9600 bps or
Standard modem 33600 bps.

Attention! The type of Orlan module “33600 bps” is marked on the module. If there is
no marking on the module, you shall select “Standard modem 9600 bps™.

Click Next and in the next window enable the “Selected ports” option. In the list of available
COM ports select the port that corresponds to the device configured.

Install New Modem
Select the ports) you want to install the modem on.

You have selected the following modem:
Standard $600 bps Modem

On which ports do you want to install it?

" All ports
%' Selected ports

COoM1
CoM3
Com4
COM5
CoME
Com7

< Back Nea = Cancel

Click Next.
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Add Hardware Wizard

Install New Modem
Modem installation is finished!

Your modem has been set up successfully.

I you want to change these settings, doubleclick the
Phone and Modem Options icon in Control Panel, click the
Modems tab, select this modem, and then click Properties.

A message of successful modem installation will appear, and an entry with the name of mo-
dem and COM port to which it is connected will appear in the list of modems.

Other modems are added in the same way.

At the next stage, network connections are created. This stage of configuration is controlled by
the “Configure GPRS Connections” program. The program is launched from the Windows Start menu
from “Phoenix4” software package.

Attention! Network connections shall be created with all USB cables of “Orlan-Mi”

modules connected.

Upon launching, a work window of the program appears. In this window you shall enter the
data provided by your mobile operator, and click Create. After that, error messages can appear (see
GPRS channel configuration errors).

The program will configure the modems, create and configure the network connections that
will be seen in the “Network Connection” windows.

& Network Connections = =
1 L& b ControlPanel » Networkand Intemet » Network Connections v & | | Search Network Connections 0
File Edit View Tools Advanced Help X ® Ej X jl‘ [
Organize » B~ [ @
~ | Ethemet ~ | Orlan-GPRS1 ~ | Orlan-GPRS2
..'5-"{ Network l-‘;_ Disconnected l:‘:‘ Disconnected
@ Realtek PCle GBE Family Contraller &3 standard 33600 bps Modem & standard 33600 bps Modem #2
W
R ot connected

* o] utcomm Atheros AR92E5 Wirel...

4 items g =

4 items 1% Computer

| Attention! At the end of this stage, it is recommended to restart the computer. I
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Attention! After the computer is restarted and prior to the first launch and configur-
ing of the “Monitor” program, check the performance of the connections created.

When checking the performance of the connections you can see IP addresses of SIM-cards in-
serted in “Orlan” modules.

To do this, double-left-click the “Orlan — GPRS 1” connection icon in the “Network Connections”
window, and wait until the connection is established. In the process of connection the following
messages will appear in as follows:

Connecting to Orlan-GPRS1... Connecting to Orlan-GPRST...

.:{ Calling... ‘:4 Dialing...
T G

If the connection is normal, a successful connection message will appear in the right bottom
corner of the monitor.

&2 Orlan-GPRST

Launch and check the “Orlan — GPRS 2" connection in the same way.
In case a “Connection error” message appears (see the Figure below), click Cancel and see
“GPRS channel connection errors”.
L] Error Connecting to Orlan-GPRS2

! COpening port...
Ermror 33: The modem {or other connecting device) is already in use
oris not corfigured property.
If you continue to receive emor messages, you can enable logging for

analysis.

) [ Enable logging
For logging options, see diagnostics

Logging options can also be accessed by clicking the Remote Access
Preferences menu tem under the Advanced menu of the Networl
Connection Folder.

Redial | Close

To learn IP-addresses of SIM cards of “Orlan” modules, right-click the icon near the clock on
the monitor as shown in the Figure below:

Troubleshoot preblems
i Open Metwerk and Sharing Center
3 [ WSS e

In the pop-down context menu select the “Status” option. In the appeared “OrlanGPRS1
Status” window, select the “General” tab. The view of OrlanGPRS1 status window with active “Data”.

In case both the connection have successfully connected, disconnect them and proceed to cre-
ating of event sources in the “Control Center” program.
To do this, go to “VPN” and click “Add new event source”.
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=

Options
il Ci ti
& Cients VPN network
IA-._: Ewvent source

=4 Gsm
- £ voice channel
2 VPN network

Alarm receiving centre

Orlan-GPRS modules supervision interval

- Clients with Phoenix 4-GPS
-5 Backup

-~ ContactID format event reportir
Ll Android tablet PCs
Phoenix-MK

| ! Add an event source

9 Help A Save Changes

Do the following in the window appeared:

Add an event source

Name of the event source Orlan_Gprs 1

Device Settings

IP address o10.0.0.1

Pair No of Orlan-GPRS |1 =
Port 3030 No in a pair of Orlan |1 =
IP address of the FTP server to configure the devices
IP address|10.0.0.1 Port 3030
Provides Orlan-GPRS module
Connection Settings
Mame: Orlan-GPRS1
Serial Port Modem COoOM4
manage connections
manage power modems
VPN netwo Default VPN
Signal level:
number from 0 to 7 Request signal modem
Recommended level of the signal of at least 3
'-,\ Done 0 Cancel

1. Enter the event source name (at you choice).
2. Enter IP address of SIM-card used for this event source.
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&) TCP/IP connection ( )
; ™ Or\anbV\deo Expert Options
N SMS subsystem [] write tests on the Internet
v Additional
-[Z Orlan module check [[] disconnect the current connection when the application starts

["] disconnect the current connection when the application exit

0 Cancel
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3. Enter the number of TCP port via which events will be received (default value is 3030).
4. Address and port of FTP server to configure devices is an external IP address of the com-
puter on which FTP server is installed to configure “Lun-11" Control Panel.
Attention! “Lun-11" devices are configured remotely using FTP server. To provide the
correct operation of these devices, FTP server shall be installed and the above-mentioned
parameters shall be set correctly.

5. Select the network connection name in the list as it is displayed in the “Network Connec-
tions” window.

6. Select Modem serial port on which the connection was created.

7. Enable the “manage connections” and “manage power modems” options.

8. Select VPN name, if there some of them.

Attention! This parameter shall not be changed. It is used ONLY when there are sev-
eral VPNs in CMS.

This parameter is strongly related to the remote control and check of Orlan-GPRS modules.
GPRS settings of the Control Panel have the same parameter; VPN name shall be the same for all
the Control Panels connected to this Orlan-GPRS module.

After the parameters are set, click “Save changes”.

Options
- Connection
@ clients Orla n_G prs 1
4-z¥ Event source
a-51 GSM Event source description Orlan_Gprs 1
- M Voice channel
¢ a5 VPN network [v] Event source enabled
‘ % Orlan_Gprs 2
[— S Orlan.fgrs 1 Device Settings
: Alarm receiving centre
&) TCP/IP connection IP address 010.1.1.1 Pair No of Orlan-GPRS 1 =
.q. Orlan Video Port 3030 No in a pair of Ordan 1 =

SMS subsystem
-2y Additional
-[#p Orlan module check
* Clients with Phoenix 4-GPS 1P address 10.0.0.0 Port|3030
-k Backup
4 ContactID format event reportir| ¥ Provides Orlan-GPRS module
Ey Android tablet PCs
Phoenix-MK

1P address of the FTP server to configure the devices

Connection Settings
Name: Orlan-GPRS1 v

Serial Port Modem com4 v
manage connections
manage power modems

VPN netwo Default VPN v
Signal level:

number from 0 to 7 Reguest signal modem

Recommended level of the signal of at least 3

9 Help A Save Changes 0 Cancel

After the “Request signal modem” is clicked, a number in the range of 0 to 31 will appear that
shows the signal level of “Orlan-Mi” module. Larger value corresponds to a higher quality signal.

If any other program is using COM port, close it. If this connection is not established, discon-
nect it. If any internal modem error occurred in the process of determination of signal level, an error
message will be shown.
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4.4.6. Open Internet (TCP/IP connection)
Select TCP/IP connection tab:

Bame " TCP/IP connection
@ Event source

4 GSMm

Alarm receiving centre

IP Alarm receiving centre
» &) TCP/IP connection
... W Orlan Video

.. SMS subsystem

-42¢ Additional

---ng Orlan module check

=% Clients with Phoenix 4-GPS
% Backup

-~ ContactID format event reportir

i Android tablet PCs

Test interval:

00:03:00 o

Log test reports by TCP/IP

Phoenix- MK (& ) Add an event source
Open Internet testing method
O GET http://www.google.com.ua
@ PING g8 .8 .8 .8
< >
9 Help A Save Changes 0 Cancel

Test interval - is used for test Control Center TCP/IP connection for ensure the events from all
control panels can be received. Set interval as Hours:Minutes:Seconds format.
Log test reports by TCP/IP - set to enable logging tests from control panels to database.
Open Internet testing method - select one method to testing internet connection:
GET - using get http query to selected internet host;
PING - using ping query to selected IP-address.

Click Add an event source button:
®

Options
Open_SP

Event source description

Connection
& Clients

4" Event source
=) GsM

Open_5SP

@ Alarm receiving centre
4-{) TCP/IP connection
" open =]
+-T4 Orlan Video
. ® SMS subsystem

Event source enabled

Device Settings:

Device type Emizon

Additional
[y orlan module check
--.* Clients with Phoenix 4-GPS
- Backup
+% ContactID format event reportir
-4 Android tablet PCs
Phoenix-MK

IP address: 91.223.0.0

Port: 2121

Device number: 1

4

IP address of the FTP server to configure the devices

IP address|91.223.0.1 Port|2122

9 Help ) save Changes 8 Cancel
This event source is used to receive events via Internet channel (TCP/IP, not VPN).
To add a new source, specify the following:
® Event source name (information field);
® |P address - |IP address of the computer that will receive events transmitted by the object

devices through the open Internet;
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® Port - port through which events will be transmitted;

® Device number - every TCP/IP source should have the unique number.

® I[P address and port of the FTP server to configure devices - external IP address of the com-
puter, on which FTP server is installed to configure “Lun-11" Control Panel;

Attention! “Lun-11” devices are configured remotely using FTP server. To provide the
correct operation of these devices, you shall install FTP server and set the above paramet-

ers correctly.

4.4.7. Configuration of auto dial channel

The auto dial channel can have various receiving stations as events sources, which support
various protocols: pulse 4+2, contact ID, SIA (Level 1, 2, 3), Ademco685, SilenKnight Express, and
other protocols.

These protocols are supported with base receiving stations connected via RS-232 or USB
ports (through virtual COM port).

The following receiving stations are supported:

o

o

@)

o

o

o

SurGard SG-MLR2;
SurGard PC-LC2;
SurGardSG System |l1;
ADT “Pakt-2", “Pakt-2P”;
“Contact” by Rhythm;
“Virial-RFM”;

“Blits”;

SilentKnight SK9500;
“Barier SB”;

“Megaluks” Protocol Station;
‘Akkord” Protocol Station.

In case one of the above stations is connected, there is no need to set any additional settings
of COM port, the required settings will be set automatically. You will only need to select the “Device
type” from the drop-down list after you enter the information in the “Name of the event source”

field.
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& Options

-1k Connection P
& Clients Alarm receiving centre
a -z Event source
<=0 GSM
a-4&) TCP/IP connection
- % Open_SP
™ Orlan video
- ® SMs subsystem
-2y Additional
% orlan module check
-t Clients with Phoenix 4-GPS
& Backup
~--% ContactID format event reportir| A
-0 Android tablet PCs . . Add an event source
Phoenix-MK

9 Help A Save Changes 0 Cancel

In case any other device is used, which is not on the list, you shall select the “Other receiving
device” option in the “Type of device” drop-down list.

Add an event source
Name of the event source SurGard
Device Settings
Type of device SurGard SG-MLR2 v
Sampling time, sec.: 100 =

Ignore events received by unknown protocols

Serial Port Settings

Port number: v
Baud rate (bits/s): 1200 v
Data bits: g v
Parity: Mo v
Stop bits: 1 v

[]1gnore repeats

[ ]1gnore events received by unknown protocols
Supported Protocols
1. Pulse protocols 4 2
. Contact-1D protocol
. SIA protocol (Levell, Level2, Level3)
. Ademco685
. SK EXP

[ B O VS R )

’f‘ Done 0 Cancel
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Ignore repeats within, sec (default value - 10). This option is required only for radio protocols
to correctly recognize new events. Within the time specified, repeated events will be ignored.

Save all events in BlitsLog.txt. This option is used only by “Blits” receiving station. If selected,
all repeated events will be saved in a text file for further analysis.

Attention! The “Ignore events received by unknown protocols” option shall be en-
abled only if you cannot switch off the protocols that are not on the “Supported protocols
list”, when configuring the receiving station.

Enabling of this option allows to avoid the situation when “Control Center” cannot recognize a
message and, thus, does not give a receipt, thereby, blocking receipt of further messages. Such mes-
sages are cleared with the following code generated:

FZ3 Attention! Message received in unknown protocol through telephone line

Example. Configuration of Sur-Card SG-DRL2

To provide the correct interaction between the computer and Sur-Gard SG-DRL2, you shall
configure the latter correctly.

To view/change the settings, switch to the mode of configuring of the general settings, press-
ing Escape.

The default password is “CAFE”.

Navigation is provided by “Tx” and “Rx” buttons.

Select option “05: Com1 Config”.

To enter an option, press “ACK”.

The following parameters shall be set:

Br (BitRate) = 12

Bits per byte = 8

Pa (parity) = 2

After the parameters are set, go to option “06: Com1 Format” and set the current format - 4
(Sur-Gard SG-DRL2 - to — COM port communication protocol).

To exit the configuration mode, press Escape.

Be sure to connect the computer to COM1 of Sur-Gard SG-DRL2 only!

Example. The required settings of “SilentKnight SK9500/9800" receiver:
Operating mode - Automatic (see details in SK9500 Manual, section 7.1.1);
Port functions - COM1 = Automation (sect. 7.1.3.1);
COM1 port settings - speed=38400, D=8, S=1, P=No, PortMon=Yes, F=None (sect. 7.1.3.2);
Protocol — SK EXP (sect. 7.1.3.5);
IMPORTANT! (sect. 7.1.2) CID parameter = Code (see details in SK9500 Manual, pages 5-10);
Correct date and time.

oV AN E

4.4.8. FTP protocol remote configuration

This section has the details of unrolling of FTP server (servers) for remote configuration of
devices, and the required settings of the Control Center and operation procedure.

The remote configuration of “Lun-11" device is carried out via FTP protocol. FTP server shall
be installed in CMS (can be find on “Phoenix 4" software disc). For each event source, whether it is
the open Internet or Orlan-GPRS modules (VPN), you shall specify the address, through which you
can connect to FTP server form the outside.
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Event source -
Open internet

123.34.34.78

Event source -
Open internet

91.225.87.55

Event source -
Orlan - GPRS 1

10.0.0.1

Event source -
Orlan - GPRS 2

10.0.0.2

CMS (FTP Server), (Local address 192.168.0.1)

In this example, you can see four event sources created in CMS - two event sources via open
Internet and other two via VPN using oral-GPRS modules. For each event source, its IP address

(source address) and not CMS local address will be FTP server address.

“FTP server address” will differ from “Event source address” only when FTP server is installed
on the computer with no Control Center or event sources, for example, on the server provided. In
this configuration, the “FTP server” parameter will be an external IP address of the computer with
FTP server. In this case, the repository of FTP server shall have the shared access and shall be spe-

cified in the “Advanced” settings.

: Connection
@ Clients
b Event source
.® SMS subsystem
Additional
{#¢ Orlan module check
* Clients with Phoenix 4-GPS
{4 Backup

. Android tablet PCs
Phoenix-MK

9 Help

In any case, the repository path shall be specified, regardless of whether FTP server is in-

stalled locally or not.

Let us consider the variant with two computers for CMS, to one of them two Orlan-GPRS mod-
ules are connected, and on the other one two event sources have been created via the open Inter-
net. The easiest way would be to install two FTP servers (on each computer) and set the settings for
each computer locally (as for two independent CMSs):
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"4 ContactID format event reportir 10

Options

Additional

Automatic actions

[]Delete all Z2/Z3 from Temp when the event report is received

[] Autoreset all events from the sources

[ Monitor arming schedule

min
Advanced

Disarming monitoring in the night time

[] Any event from the control panel is a test event

Remote Configuration

Allow remote configuring only from the IP addressed

Configuration files folder path

Alet track-files

Path to store the track files obtained via FTP from Alet

[[] cut the incoming number from voice Orlan

) save Changes

Revision 9

8 Cancel




Event source - Event source - Event source - Event source -
Open internet Open internet Orlan - GPRS 1 Orlan - GPRS 2
123.34.34.78 91.225.87.55 10.0.0.1 10.0.0.2
¥ 3 b 4 Y
¥ 3 Y Y
s N s Y

PC - 1 (main Control Center) PC - 2 (child Control Center)

(FTP Server) (FTP Server)

(Local address 192.168.0.1) (Local address 192.168.0.2)

Attention! “Open Internet” event sources shall be ONLY on the computer with the
main Control Center.

4.4.9. Configuration of SMS subsystem

Options *

i Connection SM S Su bsystem

?} Clients

~ - Event source
GSM Event source description
Alarm receiving centre

; IP Alarm receiving centre
v ) TCP/IP connection

|SMS subsystem

[ Event source enabled

s 213123 Source to send SMS messages
.‘!!‘ Orlan Video @® Orlan-SMs
- % SMS subsystem
-4 Additional () SMPP-server (the SMPP protocol)

# Orlan module check

% Clients with Phoenix 4-GPS

-~ Backup

- ContactID format event reportir
-[El] Android tablet PCs

Phoenix-MK

port to send SMS v [
[JDon't add number to ignore list

Exclude number from SMS list when error occurs

[JEnable Orlan-SMS autotest

Convert SMS text
(O Use Cyrillic (the number of SMS more in 2 times)

® Use translit encoding

Use interval of delivery {HH: MM: S5) ‘00:30:00 > |

[J Suspend SMS Sending

SMS suspension reminder interval
< 3| (HH:MM:SS) 00:30:00 =

@ Cancel

0 Help ‘T‘ Save Changes

There are two ways of sending SMS: via “Orlan-M (SMS)” module or specific service of the pro-
vider using SMPP protocol.
You shall choose SMS sending source:
o Orlan-SMS (specify the port via which SMS will be sent);
o WEB server (via SMPP protocol).
In case SMS are sent via “Orlan-M (SMS)” module:
Select COM port, to which Orlan-SMS module is connected. To clear the port, click (%,
The selected “Exclude number from SMS list when error occurs” option provides deletion of a
mobile number from the messaging list in case any error occurs. The following errors can occur:
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wrong number, number does not exist, or number not serviced. The deleted numbers list shall be
available in the menu of “Control Center”. The deleted numbers will save their status until Control
Center is restarted or manual deletion of numbers form that list.

The “Enable Orlan-SMS autotest” option enables the self-testing function. In case this option
is selected, the module will send SMS to itself with the interval specified. In case SMS sending or
SMS receipt fails, a corresponding message will be generated. The number shall be specified in the
international format.

Attention! You must remember that the less the testing interval is, the more SMS will
be sent, therefore, the more funds will be deducted from this SIM card balance.

In case of sending SMS via specific service of the provider using SMPP protocol:
The specific parameters shall be set:

(@ SMPP-server (the SMPP protocol)

host/ip-address of the SMS-server: 127.0.0.1
Port (receipt of delivery): 7015
Local IP:

Use interval of delivery
[ | Repeat sending every 5 min (if subscriber is offline)

Host/IP address of the SMS server — IP address of the computer with SMPP server software
running (manufactured by “Protection and Security”)

Port (receipt of delivery) - port, via which the delivery confirmation is sent (SMS delivery)

Local IP (to deliver SMS changes) - local IP address of the computer.

Use interval of delivery - option that allows to set the “Delivery Wait On Interval” (see below).

Then select the text conversion before sending: Cyrillic or Latin (transliteration).

In addition, “Use interval of deleivery” shall be specified. In case there is no delivery confirma-
tion within the time specified, a “SMS was not sent in time” message will be generated.

Sending of SMS can be paused through the main menu of the program that has this option.
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4.4.10. Additional Tab

In the Advanced tab select the required options from the list and enable them:

[8] options %
P
ik Connection c-c
| & Clients Additional
vE Eyzﬂsth;aource Automatic actions
Alarm receiving centre [JDelete all Z2/23 from Temp when the event report is received
IP Alarm receiving centre [J Autoreset all events from the sources
~ &) TCP/IP connection
V213123 [ Menitor arming schedule
T Orlan Video ;
10 min
® SMS subsystem o
°/ Additional vance
¥ orlan module check Disarming monitoring in the night time
<& Clients with Phoenix 4-GPS []Any event from the control panel is a test event

- Backup

- ContactID format event reportir| Al g i v i TP et :
u Android tablet PCs ow remote configuring only from e a resse

" phoenixmic [ ]

Configuration files folder path

Alet track-files
Path to store the track files obtained via FTP from Alet

[] Cut the incoming number from voice Orlan

Remote Configuration

9 Help A Save Changes 0 Cancel

“Delete all Z2/Z3 from Temp when the event report is received” - if selected, when CMS re-
ceives the confirmation code, all Z2 (no test in time) and Z3 (faulty OFF code not confirmed) codes
will be deleted from the unprocessed.

“Autoreset all events from the sources” - if selected, Phoenix 4 software automatically pro-
cesses all alarm messages of all the object devices without operator (events are archived at once).
Another option becomes available - “Including moving objects”, which, if selected, provides pro-
cessing of mobile objects as well ("Alet”, mobile applications).

“Monitor arming shedule”. In case you need to control the closing of s with the appropriate
schedule, if you select this option, Phoenix-4 will generate alarm, if the object shall already be
closed according to the schedule (armed), but remains open (not armed). The object closing timeout
(in minutes) shall be set in the “Alarm sending timeout” parameter. In addition, do not forget to set
the operation control parameters for each object, where necessary, and select the “Scheduled open-
ing control” checkbox in particular - “Operation features” in “DB Administrator”.

“Disarming monitoring in the night time” - makes the program switch on the siren upon re-
ceipt of opening message form any object between 10 p.m. and 5 a.m., i.e. set the response as for
an alarm message. If this parameters is not set, the alarm opening will be carried out outside the
working hours, individually for each object.

“Any event from the control panel is a test event” - if selected, every event received is con-
sidered as a test.

“Allow remote configuring only from the IP address” Enter IP address of the network, from
which the remote configuration will be allowed. If the field is empty, the remote configuration is
available from any IP address.

Attention! The parameters given below apply only to “Lun-11" devices. “Lun-11"
devices are configured remotely via FTP server. To provide the correct operation of these
devices, you shall set the following parameters correctly:
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“Configuration files folder path” — FTP repository path. It is set when FTP server is installed
manually. In this folder (repository) “lun11cfg” sub-folder will be created with the configuration files
of “Lun-11" devices.

“Path to store the track files obtained via FTP from Alet” — mobile devices “Alet” can save its
tracks (coordinates) to internal files while no GPRS connection, then upload it to CMS FTP server
when GPRS connection established.

“Cut the incoming number from voice Orlan” - set when the incoming number is not contain
the country code, so it is shorter than system expected.

4.4.11. “Orlan-M” check configuration

v Connection
| & Cionts Orlan module check
Yo E:fent source list of modules Orlan-M
) B8 GSM BusMo  OrlenNo  Fh Period )
Alarm receiving centre ws e rian e one ere s
IP Alarm receiving centre
» &) TCP/IP connection Edit
B Orlan Video
=
- % SMS subsystem
Delete
-4op Additional e
-[Z» orlan module check
-..% Clients with Phoenix 4-GPS
- Backup
.4 Contact]Add/Change vaice Orlan X
-~ Android
 Pheen oranbusto |
rian bus o rlan No Out ofanNeIn  CSD £ add
S & ooee
Interval (HH: MM: SS|01:00:00 o
EERGE
< >
9 Help 2 save Changes 8 Cancel

Go to the “Orlan module check” section, and click Add in the “Orlan-M modules list”

In the opened window enter the bus number and “Orlan-M” module number (address).

Then enter the phone number of SIM card set in the module in the “Orlan phone No.” field in
the format as it is recognized when received (example for Ukraine 38067...), enter the phone num-
ber of SIM card set in the module in the “Poll phone No.” field in the dialing format (example for
Ukraine 067...).

Set the required checking interval and click Done.

Attention! The countdown of checking period restarts, when any new event is re-
ceived from “Lun” device or “Orlan” module.

This procedure shall be repeated for all “Orlan-M” modules on all buses. Then set the se-
quence of dialing up of “Orlan-M” modules. To do this, click Add in the “Orlan-M mutual check” win-
dow.

In the opened window set which module and to which “Orlan-M” module shall call after the
checking period.

High attention! There are two major approaches to configuration of “Orlan-M” mod-
ules calls: |
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1. One Orlan calls all the others. This approach is recommended when readdressing is

not enabled.
2. All other Orlans call one Orlan, for which readdressing is enabled. In case of read-

dressing, the self-check will be available ONLY with this approach.

Readdressing of SIM cards on Orlan modules allows to “unload” the lines in case of non uni-
form load on the line pairs. You shall be more attentive when configuring it though.

4.4.12. Android Tablet PCs
"Phoenix-4" supports the use of tablets with the Android operating system in conjunction with

Phoenix-Mobile 4.
To do this, you need to configure the IP address and port of the FM4-Server program:

Options X

- Connection And roid ta blet PCs

& Clients

= Event source

® SMS subsystem

-4y Additional

¥ orlan module check

% Clients with Phoenix 4-GPS FM4Server port |12000 |

- Backup

-4 ContactID format event reportir

a Android tablet PCs
Phoenix-MK

.E—'S‘ Email delivery

@ Viber delivery

Use tablet PCs based on the Android 0S

FM4Server IP addres[127.0.0.1 |

9 Help A Save Changes o Cancel

“Use tablet PCs based on the Android OS” - if checked the Android tablets is enabled.

“FM4Server IP address” — enter the IP address of the computer where the FM4Server software
is installed. Don’t use IP address 127.0.0.1 for current computer - enter the real local network IP ad-
dress, for example 192.168.0.120. If your CMS consists of several Control Centers (main and slaves)

then you should enter this parameter on every Control Center computer.

4.4.13. Phoenix-MK (Mobile keypad)

The parameters in this tab are used for the “Phoenix-MK” application.
Options
i Connection PhOEI’]IX-MK

.Z—”, Clients
vent source

GSM
-8 Voice channel [ ] Activate on this computer

VPN network

Alarm receiving .centre 127.0.0.1 3050
&) TCP/IP connection
L@ Orlan Video
# SMS subsystem DAllow unconditional remote arming commands from
- Additional "Phoenix-MK"
- Orlan module check
. Clients with Phoenix 4-GPS Sent to users with the role "User”
- Backup []violation/restoration of the testing mode at the
"3 ContactID format event reportir object.
{1 Android tablet PCs
Phoenix-MK Settings of server for pictures
IP address 127.0.0.1 Port 8080
< >
9 Help A Save Changes 8 Cancel

In the “IP address” field, an actual address of the computer in LAN with the installed MOBIS
server is specified, as well as “Port” that it uses.
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“Allow unconditional remote arming commands from “Phoenix-MK” - allows to arm the
group/object without checking of the status of zones. In this case, the violated zones generate
alarm with the related message transmitted to CMS.

“Send to user with the role “User” violation/restoration of the testing mode at the object” in-
cludes the users in the object testing messaging list.

To send images to the “Phoenix-MK” application users, specify IP address of the image server
and Port that it uses.

Attention! You shall specify the actual network address of the computer in the “IP ad -

dress” fields. If the required server is on the currently used computer, you cannot use
127.0.0.1 value as the actual LAN address must be specified, for example, 192.168.0.100.

4.4.14. Email delivery

Parameters located on this tab are used to send events that occur on the objects to their own-
ers by email.

Options X
- 1+ Connection - -

& Clients Email delivery

Event source

-.® SMS subsystem Enable email newsletter

< Additional
-Zp orlan module check

-.* Clients with Phoenix 4-GPS
-~ Backup Host | mail.server.com ‘
- ContactID format event reportir
-l Android tablet PCs Port 465 S

- Phoenix-MK

& Email delivery User | MyCompanyMail@server.com ‘

@ viber delivery

Password | sesee ‘

encryption protocol |Not used v‘

Computer Name with Control Center to notify by email

|Phoenix—MaiI |

The number of email messages per connection to the SMTP server

10 =

-

Subject | CMS event

6 Help 2 save Changes 0 Cancel

The checkbox "Enable email newsletter” allows to use the automated mailing to owners about
events that occurred on their objects. If it is checked, the following options are available:

Host - the email server name;

Port - port of the email server;

User — email address is used for mail send;

Password - password to log into the mailbox for mail send;

Encryption protocol - select the protocol used by the server;

Computer Name with Control Center to notify by email - if only one Control Center (main) is
used in the CMS, then you should specify this computer name; if several Control Centers are used
(main and slaves), then you should specify only one computer with the "Control Center" software;

Number of email messages per connection to the SMTP server - if a public mail server is used,
it is recommended to specify up to 10 messages in order to prevent the mailbox blocking by the
anti-spam server. If the own server is used, then number of messages is limited by the server and
network productivity;

Subject - text will be used as the header for each email sent.
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4.4.15. Viber delivery

Parameters located on this tab are used to send events that occur on the objects to their own-

ers via Viber instant messenger.
Options X

.14 Connection V|ber delIVery

.ﬁ‘ Clients
- Event source
® SMS subsystem Event source description ‘Vlber delivery
oy Additional
-[# orlan module check [] Event source enabled
* Clients with Phoenix 4-GPS
- Backup | ®vser
- ContactID format event reportir
4l Android tablet PCs (O Ortus Notification Center

Phoenix-MK

.ﬁ‘ Email delivery
@ Viber delivery

Viber messaging server address| https://gribs.com

Name of the sender| Security

|
Partner Login| Jensen086 ‘
|
|

The secret key| LTI

Delivery report server http IP address| 192 - 168 . 0 - 255 ‘

Delivery report server http purt| 14001 ‘

Time in seconds. For message delivery |GD = ‘

[ Send SMS in case of error or undelivered

e Help A Save Changes 8 Cancel

The server and software of one of the partners of Viber Media S.a r.l. is used. (if the Viber op-
tion is selected). This partner provides data for filling in the fields in the form above:

Viber messaging server address - partner Internet IP-address;

Partner Login, Name of the sender, The secret key - required to deleivery access.

You can use the ORTUS Group company messaging service (choose the ORTUS Notification
Center option):

Options ’
-/ % Connection Viber delivery

E'S. Clients

= Event source
--® SMS subsystem Event source description ‘Viber delivery
~42p Additional
15_, orlan module check [] Event source enabled
* Clients with Phoenix 4-GPS

-~ Backup ) VIBER
- ContactID format event reportir
-l Android tablet PCs @® Ortus Notification Center

Phoenix-MK

& Email delivery
@ viber delivery

Notification service URL|http:,v‘fnot|ﬂcat\on.ortus.lo ‘

Public key| ‘

[ 192 . 168 . 0 . 150 |

Delivery report server http IP address

Delivery repaort server http purt|0 ‘

Time in seconds. For message delivery |GD =

[ send SMS in case of error or undelivered

9 Help A Save Changes 0 Cancel
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Parameters for accessing this service you can get on the site https://notification.ortus.io (re-
gistration required):

(), ortus
‘(ﬂ)) Notification Center

Login to your account
E-mail

john_smith@gmail com

Password

Forgot your password? Create an account

Notification Service URL - you can get it on API tab:

r\J ortus T API

‘ Notification Center
<P API Features

To interact with the service, you need the Public Key, which you can find on the profile page

2 VIBER messaging:
Profile Viber-messaging system supports several types of outgoing messages:
« fextonly
« image only
D] To send a message to a subscriber, you must send a POST request to the system's server a(h::ps /inotification.ortus |c:ap\:wrce<-send]
Viber
Text message:
= Parameter Type Description
Events & logs
Required parameters
pk String(36) Public Key, which you can find on the profile page
T — Recipient's phone number in international format: only digits, without the plus sign. couniry code,
operator code, phone.
1}
R O . text String (2048)  The fext of the message sent in UTF-8 encoding.
Sign ou

Optional parameters

transaction_id  String The transaction ID in your system. Transmitted only when sending delivery reports

Public key - you can get it on Profile tab:

r,\‘ ortus 2 Profile

‘(ﬂ ) Notification Center

E-mail

Phaone

in international format, like 380670000000

API

Gateway URL http://10.120.230.4:14001

4

o
o '
@

o
B

a

Events & logs

Services
ﬁ Name Available to send Total sent
e ©  VBER 0 100
O
Sign out
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Gateway URL - Internet network address of the computer (for example 10.120.230.4) and port

(for example 14001), where the service sends a delivery report. Write as format:
http://10.120.230.4:14001

The next general options should be set by your local network administrator:

Delivery report server IP address, Delivery report server port - local network address of the
CMS computer and its port (it must be accessible from the Internet), where the delivery reports
from the partner receives;

Message delivery time, seconds - the time while the message is stored on the partner’s server,
if it can not be delivered to the recipient;

Resend undelivered message as SMS - allows to automatically send a duplicate normal SMS
message if an error occurred while trying to send via Viber.

4.4.16. SMPP server configuration

Short message peer-to-peer protocol (SMPP) is protocol that describes interaction of an end
user with SMS server (SMSS). It is used to transmit SMS and USSD messages.

SMPP server is a special software produced by ‘Protection and Security” that supports this pro-
tocol to provide connection between the operator and SMS server on the one hand, and supports
operation with “Phoenix-4" software on the other hand. Therefore, SMPP server is an interim server
that receives requests from “Phoenix-4", translates them into SMPP protocol, and transmits them to
the provider (mobile operator). It also send “Phoenix-4" SMS delivery confirmation or non-confirma-
tion. This software shall be always running and have network access both to “outside” and “inside” of
the network.

This software is an additional component to send SMS; it is supplied on a separate disc and
has its own installation program SMPPServerinstaller.exe.

(G:) SmppServerlnstal »

dotMet
PowerShell
SMPP
SqQL
WindowsInstaller
B SMPPServernstaller.exe

When launched, this Installer analyzes your system and determines the system components
missing, and then installs SMPP server program.

Attention! SMPP server software is compatible with Microsoft SQL Server 2008 DBMS
version or higher only. MS SOL Server 2000/2005 is NOT supported.

This MS SQL Server 2008 Express DBMS will be installed on the computer if necessary,
moreover, the named version “SQL2008” will be installed. In case SQL 2008 is already installed,
DBMS will not be installed, and you shall specify the correct parameters in SMPP Server Settings.

After installation, the program will create an empty database. This program must always be
running, you can add it to autorun by copying the shortcut.

In the main window the current activity of server is displayed (current SMS). “Settings” button
allows for configuring of this program.

The settings of this program are divided into two categories: SMPP settings and SQL Server
connection settings.

All the parameters for configuration of SMPP protocol are provided by the mobile operator.

Let’s consider the database connection parameters more closely.
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“SQL server name” - network name of the computer with MS SQL Server 2008 DBMS and
database is specified. As the Installer installs the named instance of this DBMS (specified with “\"),
the default parameter value is “\SQL2008” - it means that DBMS named “SQL2008" is installed on
the local computer (7). if your default instance (unnamed) is SQL 2008, you shall specify the com-
puter name only or its IP address in the settings.

Database - database name (default value is SMPPServer, it cannot be changed).

“Verification”, “Login”, “Password” — used to configure MS SQL connection. It is not recommen-
ded to change these parameters.
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5. Database creation

When you create “Phoenix-4" database, you shall create references first. To create/edit refer-

ences, go to “DB Administrator” and log in. Then create all the necessary references using the menu
window.
# Phoenix. The database administrator. 1.34.36.1 - =
Objects | Control | References | analysis Options Log out Register
2 << -]
Staff | Codes | Lun Control Panel/Control panel | Response Teams | Prohibited keys | Mobile users | €MS | Tablets ameras
P € Add [ Edit €3 pelete
Staff
Engineers
Masters Name of the employee Position Login Status

Installers

Legal entities

Mobile operators

Districts

Control Panels

Causes of alarm events processing
Phone #/IP addresses of recipients
Response Team status
Replacement reminders

Response Team categories

VPN

Service company

Responsible persons

Administrator Super Administrator Administrator Online

The “References” tab has the following tabs:
* Staff;
* Codes;
¢ Lun Control Panel;
* Response Teams;
* Prohibited Keys;
* Mobile users;
o CMS;
* Tablets;
* |P-cameras.

5.1. Staff

Filling in of all the fields of references with the information will much simplify and regulate

using of “Phoenix-4" software.
In the Staff tab you enter all the information about personnel.

1. To enter the information about personnel that works with “Phoenix-4" software, select the

Staff branch in the References tree and click Add button:

# Staff
Staff member information
Role L
CMS administrator ~ Permissions —
| Database editing
| Events receiving
Name
~| Add object to the stands
Name ~ Report ban removal
Login ~| Remote arming
=L ¥ AUX OFf
Login ¥ Ban setting

New password

[TTT]

Enter the password to confirm

”_rs
Done

“Role” — new staff member role;
“Name” - new staff member name;
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| Request signal level

¥| Request energy meter readings
¥ Execute "Reset” Command

¥ Toggle relays

| Adding prohibited keys

+| Removal prohibited keys

| Device remote update

+I Change Sim

Binded controls...

Revision 9

Default ...

8 Cancel
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“Login” — user’s name in the system. Together with a password it allows to identify the user.

To set a password, select the appropriate option and enter a password.

You shall also select Permissions — actions allowed for this user. We recommend to set the De-
fault permissions with the appropriate button, but you can also set any other permissions.

To set access to the objects of some certain stations you shall use the “Binded controls...” but-
ton. After clicking it, you shall select the required stations from the List.

# Available controls = =
Binded Not Binded
<
>
==
o<
Done Cancel

After the stations are assigned to the personnel, the latter will be able to work only with the

objects that are assigned to these stations, as well as with the objects that are not assigned to any
station.

This limitations apply to any personnel in such programs as “DB Administrator” and “Duty Op-
erator”.

Only the user with the embedded account role of “SuperAdministrator” can assign personnel
to stations.

2. To add a new engineer, select the “Staff” branch in the “References” tree and click Add but-
ton:

# Engineers
Name of Engineer

Engineer 1

IP address

Specify the number of the object machine engineer
Phoenix-MK user

Login

User name

™ edit 0 OTMeHa

In the opened window you shall enter the following:
* Engineer’s name;

* Engineer's computer IP address, where “Phoenix-Technic” and “Application Engineers” soft-
ware installed;

* Login and user name of “Phoenix-MK” mobile application user. This application allows to
view events by the s remotely and control them. See the details of creation of mobile users.

The “Masters” and “Installers” categories are filled in the same way.

4. “Legal Entities” category shall be filled in by all the legal entities of the station company.
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When creating objects, you can select with which legal entity the contract was concluded.

In the “Legal Entity” field you shall enter the company names with which the manager con-
cludes the Security Service Agreements.

# Legal entities X
legal entity
|
Done 0 Cancel
5. Mobile operators:
# Mobile operators x

mobile network operator

Orlans voice bus default

Done 0 Cancel

Specify the mobile operators you will work with and Orlan-M bus number for it. The same mo-
bile operators Orlan-M modules in pair configure to the same bus recommend.
6. Districts - enter the city districts (in the same way), where the control panels are located.

7. Control Panel - you shall enter the Control Panel types you will use
# Control Panels

CP Type

[[Juse Alarm delay on entrance

Done 0 Cancel
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8. Response Team

Response Team H
Number Group Description
3z
Category ]
[[] Specify the time of
Specify maximum arrival time 00:05 7

installed on the device group "Alet"

Information on the device:

[]Device is disabled SIM 1

. Network Type
[ Reference instrumen P

® VPN
[] Autocomfort () Internet
[]Black box CP-Lun Phone No
[]Set 2 Sims
Version phone survey
IP-address
Accumulator VPN
Mod1 i v| Default VPN v
voice channel testing testing period GPRS
period channel
00:05 = 00:05 =

4

L 4 Done Q Cancel

In this window you create the response teams.
To create a response group, enter its number and name.
If necessary, you can specify the working hours of the team.

If an “Alet” device is installed for this group’s car, select the “Alet installed for group” option
and set the required settings about “Alet” device.

9. Causes of alarm events processing - the list of reasons for processing of alarm messages can
be edited here.

10. Phone No. / IP addresses of message receivers - Clients’ phone numbers, to which SMS will
be sent in case of alarm or |IP-addresses of remote CMS can be store there.

11. Responce team status - list of available statuses stored here.

12. Replacement reminder - list of reminders for replacement of spare parts.
# Create reminders = B

Description reminders
Replace battery

How many expires
3 > | Year v| 10/22/2018

How many hits before the expiration of the list

1 + Month  »

2 pone e Cancel

13.VPN - It used to create VPNs list that the object Control panels will operate with through
GPRS channel.
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You shall specify these networks when creating a Control Panel and configuring the Control
Center (event sources via GPRS channel).
14. Service Company - an organization that performs maintenance of fire protection s. When you

create objects, you must specify the fire service company. In general, the CMS and the service
company may be different.

15. Responsible Persons - list of authorized personal for all s.

Adding a responsible person

Name of the responsible person
Address

Phone List
Phone type Phone #

5.2. Lun Control Panel / Control Panel

# Phoenix. The database administrator. 1.34.36.1 - =
Objects | Control  References  analysis Options Log out Register
> < 0 [] O
Staff | Codes | Lun Control Panel/Control panel Gr. Response Prohibited keys | Mobile users | CMs | Tablets
Search
Phone Number v Find ?(\ Reset [[] Show unused

L IP-address
transmitted number
F R P

Crerperere Address Device Type Transmitter Type Ver. Firmware Phone # 1P-address tra...
0002 Group 1 (Exam... 5624 Calif... Lun-5C SIM 300 61 380670000000
000z Lun-7T voice ... 5624 Calif... Lun-7T SIM 200 107 380671111111
0004 Group 1 (7T[vo... 5624 Calif... Lun-7T SIM 300 107 380672222222 1.1.1.1
0005 Example 9T + ... 5624 Calif... Lun-9T SIM 200 107 380673333333 2.2.2.2 1111
0006 Group O (Lun-9... 5624 Calif... Lun-9C SIM 300 1 380674444444 4.4.4.4
0006 Group 0 (Lun-9... 5624 Calif... Control panel-PC-585

1234

In this tab you can see the list of all “Lun Control Panels” and other Control Panel (external
panels) and their major characteristics:

* (Control Panel type;
* Transmitter type;

¢ Firmware version;

¢ Phone number;

¢ |P address;

* Transmitted number.

You can also control panel search by:
Phone number;
IP address;
Transmitted number.

If you want to show the unused object devices (those not installed in any object), select the
appropriate option “Show unused”.

5.3.CMS

“Phoenix-4" supports the matter of a “central monitoring station” (“CMS”). In this context, “CMS”
is a matter that allows to distribute the object visibility between the operators. Let’s consider an ex-
ample, in case you have affiliates or any other subdivisions, or you transmit events, or let other per-
sons to view an archive (remote CMS), this mechanism allows to demark the field of vision. You cre-
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ate as many “CMS” as you need. After that, you assign the required s to the “CMS” Then you specify
which operator/administrator/personnel has access to which “CMS” (it can be done only using the
SuperAdministrator account). After doing this, the personnel will have access to the objects of the
stations they are assigned to (it is completely clear to the personnel, as if there are no other ob-
jects).

# Phoenix. The database administrator. 1.34.36.1
Objects | Control References analysis Options Log out Register
r}:‘ # Adding CMS - = :
[ =
Staff | Codes ‘ Lun Control Panel/Control par E DD users ‘ CMS | Tablets
™ g [ cms director
Object Name Director CMS address ption Consocle ID numt
New_CMS
CMS phone
Description
1D Number
Regional power grid
Name
Address
Contact phones
7 pone €3 cancel

<

5.4. Mobile users

This tab is used to create users of “Phoenix-MK” application (Mobile Keypad), that allows to
view the information and events on the objects, as well as to query the object status remotely and
execute some other commands.

There are two scenarios of the “Mobile Keypad” use - by object users/owners (a) and object
maintenance engineers/technicians (b). ALl of them are created in this tab.

Phoenix. The database administrator. 1.34.36.1 -
Objects | Control | References | Analysis Options Log out Register
- r
3 < 0 L]
Staff | Codes | Lun Control Panel/Control panel Gr. Response Prohibited keys Mobile users CMS | Tablets
Search
Y Object Number
€2 add | Edit Q Delete ) @
Mobile users list:
User name Login
(sdGig __Jpd [

list of associated objects:
Object Gr. Name Address

@ 0002 1 Group 1 (Example 5C + panel) 5624 California street, San Francisco, CA 94121
& 0004 0 Group 1 (7T[voice + GPRS] + 7H) 5624 California street, San Francisco, CA 94121

Object:2

To create a user, click “Add” and in the opened window specify the required parameters: name,
login, and password. Login and password shall be entered in the application itself.

You shall also specify the users “Role”: User or Engineer. The difference between the roles is
that the User has access to the actual events of the object only, but the Engineer has access to all
events, including generated by “Phoenix-4" software itself (these special codes start with “Z”).
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Mobile Users

User name
And Grig v
Address: St.

Phones: 890

Login
And
Password

aee
Role:
User w

[]Banned

@ Done Q Cancel

In case you need to block a user, you need to select the “Banned” option. The banned users
cannot access or control with the s.

After the user is created, you shall assign the s to it. You can also assign only a group (one or
several) to the user. It is done in the object list via the context menu of the right mouse button. To
assign s, right-click the required object and select “Add mobile user” (two variants will be available:
to group and to object).

#

Phoenix. The database administrator. 1.34.36.1

Objects | Control | References | Analysis Options Log out Register

= ? Q (5 @ B ~ =

B ) | <@ W & w7 .
List | Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events

" Edit an object

Delete an object

Add group object
Edit group

Delete Group

Connect an object te Control panel

Connect all objects to Control panel

to the group Add/delete mobile user
to the object Card
to the objects Print

Export ...

Refresh List

Update value 'Name' on all selected objects

@ Search

£

5

& [®@ [ object | Gr [Name | Address

[s}
- 0002 1 Group 1 (Example 5C + panel) 5624 California street, San Francisco, CA 94121

0002 0  Lun-7T voice without extenders 5624 California street, San Francisco, CA 94121

E

g ¥ 0004 0 Group 1 (7Tlvoice + GPRS] + 7H) 5624 California street, San Francisco, CA 94121
T

z | [~ 0005 | 0 | Example 9T + Tk-7 (PSTN communicator) 5624 California streat, San Francisco, CA 94121
’flﬁ #0006 0 Group O (Lun-9C self) | @  Add object 5624 California street, San Francisco, CA 94121

#

- |

Mobile Users

User:

And Grig (And)

To entire object

@ Done

Name

Lun-7T voice without ext...

0 Cancel
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If you need to assign a group, select the group in the object and click “Add mobile user” “to

group” in the context menu.
# Mobile Users = =

User:

And Grig (And)

Object Group Name ‘
0005 1] Example 9T + TK-7 (PSTN...

m Dane

To delete the assignment of an object to a mobile user, right-click in the list of assigned ob-
jects and select the required action:

# Phoenix. The database administrator. 1.34.36.1 = &

_
O ]
CMS | Tablets
ssssss

Mobile users
Object Number .
Delete O, Find

Objects | Control | References | Analysis Options. Log out Register
~

Staff | Codes

@ aua

Lun Control Panel/Control panel prohibited keys

Object Gr. Name Address
5624 California street, San Francisco, CA 94121

Object:2

5.5. Online users

This tab is used to create online user list, that allows to view the events of the objects in the
Web-browser - without the “Phoenix-4" software at all.

The most settings and working order to add/edit/delete the online user to the database and
to assign a user to the object/group - is the same to Mobile users section.

As the users assigning to some objects/groups, the user can view selected object’s event types
in web-browser - the special “events web site” uses.

To create this “events web site” you should use the “Event Site Deployment Guide” is placed on
the www.ortus.io.

Login and password required to access to “events web site” After login user can select the ob-
ject/group and events types he want, so the filtered events will be displayed.

5.6. IP-cameras

Here you can declare all IP-cameras, used in the system for the subsequent binding to any
zone of a specific object. General requirements for the equipment are set out in end of this section.
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| #| Phoenix. The database administrator, 1.38.40.1

Objects | Control | References | analysis Options Loq out Register
~» . B (| .
_-- <@ Q O e
(| Staff | Codes | Lun Control Panel/Control panel Gr. Response Prohibited keys Mobile users CMS | Tablets | IP cameras
l €D aga l - Edit J \ €3 oetete l
Object Name Service Serial number Verification code Service Login Service Password RTSP link
Camera 01 RTSP rtsp://admin:...
Camera 02 Ezviz 473920017 YZZENW alexdr alexdr123
list of associated objects:
Object Group Zone
0000 Ortus zonel
0000 Ortus zone2

Total:2

The top half of the window displays a list of all IP-cameras in the system. In this list, you can
add a new camera, change it or delete the camera with the corresponding buttons.

When adding/changing an IP camera, you need to correctly set its connection parameters, de-
pending of the used service/protocol - see the pictures below.
s 2 2 2 s o

Service Service
RTsP |Ezviz

Object Name Object Name
Camera 03 Camera 03

RTSP link Serial number
rtep:/fadmin:testi test@222, 222, 22, 222 /Streaming/Channels/2 1234567

Verification code
COdeVer 1F 1caTioM

Service Login

SerLog

Service Password

SerPass|

(Do

Service - the type of service/protocol used for receiving/managing/storing data from the cam-
era:

* Service Ezviz - to view archive records on the events, which took place after at least 10
minutes;

* Protocol RTSP - to view the video stream online - at the time of the appearance of a
new event.

Name - the name of the current camera, is used to indicate it in the DB Administrator.
Serial number and Verification code - indicated on the camera label when it is manufactured:

Phoenix-4 Operation Manual (en) Revision 9 71



Login and password - get it after registration on the service web site http://www.ezvizlife.-

com

Common requirements for the equipment:

Supports IP-cameras produced by HIKVISION. Additionally, you can use DVR (Digital Video Re-
corder). If you use DVR, video from IP-cameras can be saved locally, otherwise it uses cloud storage.
IP-cameras should have unique network addresses, also high-quality high-speed Internet channel
for transferring video stream to network storage is needed.

Detailed recommendations for setting up HIKVISION equipment and solving various technical
issues can be found on the website http://www.hikvision.com.

Phoenix-4 Operation Manual (en) Revision 9 72


http://www.hikvision.com/
http://www.ezvizlife.com/
http://www.ezvizlife.com/

6. “DB Administrator” software

“DB Administrator” software is used to administer “Phoenix-4" system: add, change, delete in-
formation of the secured s, users, devices, response teams, etc.

To edit DB, you need to enter the system. For this purpose, the “Enter” button is placed in the
upper panel. There is the default fully authorized “Administrator” account. The “Administrator” pass-
word is “510eb93” You can change the password of this account any time.

6.1. Icons

In the “Duty Operator” and ‘DB Administrator” programs, graphic “icons” are used to display ad-
ditional information on s or events. The icons are displayed in the leftmost column of the event or
object list.

The definition of the icons are as follows:

“no icon” - standard secured object or event;

O_ “fire” on object (in this object a fire alarm system is installed, for example, “Lun-9R™);

®_ permanent stand (from this object all events are translated into unalarmed and
archived without the operator’s processing, for example, during the repairs at the object);

- technician (maintenance engineer) works at the object;

@ _ object is disconnected;

© - “disable arming” object (only for “Lun” Control Panels);

Q. “No test in time” list has the comments of the operator (with or without effective term
other than the current date);

Q- “No test in time” list has the comments of the operator and term until the end of which
this comment is valid, which is the current date.
In addition, there are following icons for the zones:

® _zoneis in the normal state;
® _s0neis alarmed;
@ _ fire alarm for zone;
- faulty zone;
& _ zone is OFF.

6.2. Program main window

# Phoenix. The database administrator. 1.34.36.1 - B
Objects  Control | References | Analysis Options Log out Register
- D B = @ & ~® _ =
A= | a 20 = N P s
List | Card | Equipment ‘ Time table | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events ‘ Transfer events

) | Object |Gr |Name |Address Technicians »

0003 0 Lun-7T voice without extenders 5624 California street, San Francisco, CA 94121
E‘; 0004 0 Group 1 (7T[voice + GPRS] + 7H) 5624 California street, San Francisco, CA 94121
g 0005 0 Example 9T + TK-7 {(PSTN communicator) 5624 California street, San Francisco, CA 94121
o 0006 0 Group 0 (Lun-9C self) 5624 California street, San Francisco, CA 94121

The main window of the program has the following tabs:
* Objects;
* Control;
* References (see “Creation of References”);
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* Analysis.
In the “Search” field you can enter a line according to which the search will be executed (ob-
ject, Name, Address). After this, press Enter. All matches will be shown. See the details in the next

section. For advanced search, click the “Magnifier” icon. The following window will open:
search

= default settings ® At least one of the options All parameters

Field Condition value
Object No v| | contains v

K Reset @ Cancel

Click “Default settings” to open the most frequently used search criteria.
search

= default settings

Available both GSM channel &
Available only GPRS GSM channel

Available only voice GSM channel

Available reserved SIM-card

Available telephone communicator TK-7
Configured for sending events to the client
Configured for sending events to the remote CMS
Current CSD channel

Current GPRS channel

Current TK-7 channel

Current Voice channel

Etalon Lun-i

"4 Done @ Cancel

To apply the default search settings, select the required criteria and click Done. The list will be
filtered.
If you want to set the filter yourself, specify the field, by which the search will be executed,

condition and set its value.
search

w default settings ®) At least one of the options _) All parameters

Field Condition value

Address of responsible ~| |contains v

Name

Address

District

Phones

Director
Responsible
Partial shutdowns
Alarm type

Note

Date of notice
Extra. information

Liim Crmbral Damal

You can specify several criteria, they are added by clicking “+”".
Example: you need to select all s, type of the object is “Shop” with “Lun-9T” installed and loc-

ated in “Sixth Avenue”, street, with the installer in charge “John Smith”. The advanced search shall be
as follows:

search X
w default settings (O At least one of the options @ All parameters
Field Condition value
Lun Control Panel | coincides with ~ | Lun-9C -
Address ~| |contains ~ | Sixth Avenue -
Installers ~ | coincides with ~ | John Smith + =

After you click Done, the list will be filtered according to the criterion set.
To clear the advanced search criteria, click the & button in the Search bar.
Activity of Disconnected criteria allows to find the objects that were temporarily disconnected
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(with the ‘Disconnected” option), but which were “Armed/Disarmed” from the data you enter until
the present.

6.3. Objects tab
Options Log out Register
] 2 /’ !ﬂl 3 r L:’:E“ ~Y = . R | .
L2 B e B B - = 8
List | Card | Equipmentl Time table | Response | Zones | Keys | Resp.persons | Schemes | Photo | Ewvents | Transfer events
| 3
This panel has the following sections:
e List;
 (ard;

* Equipment;
¢ Time table;
* Response;

e Zones;

*  Keys;

* Responsible persons;
* Schemes;

* Photo;

* Events;

¢ Transfer events.

6.3.1. Context menu

To call the context menu, right-click the highlighted object. The menu will open depending on

the rights of the current user and the device installed at the object.
[ .

Add object

' Edit an object
Connect an object to Control panel
Connect all objects to Control panel

Delete an object

) ©

Add group object
Edit group
0 Delete Group

‘| Update value 'Name' on all selected objects

Add/delete mobile user L4
Card

Print ... L4
Export ... 3

Refresh List

The purpose of the most of menu items are intuitively clear (Add object, Delete object), the
specific menu items are described below.

Assign object to CMS option is used to assign the highlighted object to the CMS matter; the
assigned objects are shown only to the operators that have access to this CMS. See the details in
Stations section.

After that, select the CMS to which the object will be assigned.
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Upon assigning, the CMS will be di
#

splayed in the object card:

Phoenix. The database administrator. 1.34.36.1

Objects  Control | References | Analysis Options Log out Register
2 || = @ o [t |

3 - . fiiiid
C|® # 2 | @ B8] :
List || Card | Equipment | Timetable | Response | Zones | Keys | Resp.persens | Schemes | Phote | Events | Transfer events
@ Search -\ Object information
5
= Object inf i
= ‘E‘i‘ | Object ‘ Gr. ‘ Name |Address ‘ Technicia ject information
[s) - Object No 0003 District Master
- 0002 1 Group 1(Ex.. 5624 Califor..

Password Engineer Installer

™ o003 | 0 | un7vac. | sozscator ||

Create Date 11.03.2010

]

% 0004 0 Group 1(7T.. 55624 Califor..

2|® o005 o Eamplest. ss24Calfor. [ owavown |

I-T' 0006 0 Group O (Lu... 5624 Califor.. Alarm type Example for Lun-7T without 5H cMslNaw_CMS
L

Name Orlan LLC
Address 5624 California street, San Francisco, CA 94121
Phones +16502402762
Director Konstantin Karnaukh

Responsible Daria Guliakina

MNotes | | pescription Date Auto-removal (+]

Assign all objects to CMS option is used to assign all the displayed objects to one CMS. See
the details in CMS section. You can filter the required objects using the search bar, then assign all
the objects by one command by clicking this menu option.

Card option is used to open the object “card” (all information) in a separate window.

Print option is a drop-down list with the following sub-items:

* Object card - printing of object cards (legal information)
* Object data sheet - printing of technical information (device and zones data)
* The entire list of objects - printing of the object list

Passport of object — printing of the object card and the list of responsible persons for
all the groups of object
Export list to Excel — exporting of the current object list to MS Excel® table.

6.3.2. List section

# Phoenix. The database administrator. 1.34.36.1 = B
Objects  Control | References | Analysis Options Log out Register

23 B B e PR B & ;

S 8 <= w -5 - N v

List | Card | Equipment | Time table Response | Zones | Keys | Resp.persons | Schemes | Phote | Events | Transfer events

® Search -

=]

2 —

.‘g ‘ 0 ‘ Object | Gr. ‘Name ‘Address ‘ Technicians = |

—~ 0002 1 Group 1 (Example 5C + panel) 5624 California street, San Francisco, CA 94121

0005 |0 Lun/T vtce winout xtencers 552 Calfom sreet, San Franaseo. Ca 04121 I

o

% #0004 0 Group 1 (7T[voice + GPRS] + 7H) 5624 California street, San Francisco, CA 94121

g 0005 0 Example 9T + TK-7 (PSTN communicator) 5624 California street, San Francisco, CA 84121

I-T' 0006 0  Group O (Lun-9C self) 5624 California street, San Francisco, CA 94121

w

This section has a list of all the secured objects (their numbers, names, addresses), etc.

By pressing | w2 ,you can select the list of columns displayed.

':ﬂ Phoenix The database administrator, 1.36.38.1

MName
Address

Technicians

@jl Deleted

Lun Control Panel
Lun-Video
Transmitter Type
AUC

Director

L (7T[voice + GPRS] + 7H)
2 9T + TK-7 (PSTN communicator)
(Lun-9¢C self)

Masters

Objects Control References Analysis Options Log out Register
= 3 D [ = = ~ T :
[ - 2 <= ﬂ g 5 e | |7 S

List || Card EqulW Time table | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events

o) Search|_/

8 _—— —T —

= | Address ‘ Technicians » ‘
=] v Object - -
~_ [Jvoice without extenders 5624 California street, San Francisco, CA 94121

5624 California street, San Frandisco, CA 94121 ]

5624 California street, San Francisco, CA 94121
5624 California street, San Francisco, CA 94121

The “Objects” section shows the active objects, and the “Deleted” tab shows the objects that
were deleted to the basket, but can be restored.
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Objects | Control | References | An

al
oy 4
L i L
List ||| Card | Equipment | Time ti
@ Sgarch
3]
< .
o) | Object | Gr. | Nam
[o]
- + 0002 1 Grou
=
z +- 0004 0 Grou
w
g 0005 0  Exar
[=— + 0006 0 Grou
w
I
.
6.3.3. Card section
# Phoenix. The database administrator. 1.34.36.1 - B
i_Q'?J_E_C__t__S_: Control | References | Analysis Options Log out Register
2 || D (=] = @ & o E=T]
4 ’ - ' \
[ Ex]idy 2 < B ] T
List | Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events
@) Search Object information
3]
= Object inf ti
a ‘EF'V ‘ Object ‘ Gr. ‘Nama ‘Address ‘ Technicia e m.urma =g o
o - Object No 0003 District Master
o~ 0002 1 Group 1 (Ex.. 5624 Califor..
| 0003 | 0] Lun-7Tvoic.. | 5624 Calfor.. || FResnore Fnaner fetaler
]
o 0004 0 Group 1 (7T.. 5624 Califor.. Create Date 11.03.2010
@
3|® o5 o Exemplest. S5z caifor. |_uomown __________|
ﬁ, B 0006 0  Group O (Lu... 5624 Califor.. Alarm type Example for Lun-7T without 5H CMS New_CMS
w
Name Orlan LLC
Address 5624 California street, San Francisco, CA 94121
Phones +16502402762
Director Konstantin Karnaukh
Responsible Daria Guliakina
Notes | = | pascription Date Auto-removal (o)
Equipment
Rentals
Partial shutdowns
CrleE? contract num Date expires legal entity Note o
GPS Show on map
< >
Object:5

This section has the information of the object as card: number, name, rented equipment,

notes, address, and other key parameters required by operators, administrators, and technicians of
the company.

There is an option of “mass” editing of the objects, the most often of corporate objects.

For example, you need to change the “Responsible person” field for all the objects. It is done
as follows:

» filter the objects for which the change should be made;

right-click the “Responsible person” field and select the “Refresh filed <> for all selec-
ted objects”.

* click OK in the opened window.
The next window will inform you of the successful mass editing.

After this, the value of the “Responsible person” field of the highlighted object will be applied
to all the objects displayed in the object list at this moment.

The fields that can be mass edited are as follows:
* Object name;

¢ Director;
* Responsible person;
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* Notes (you need to click the note itself), for each note;
* And in the “Responsible persons” window for each responsible person.

The last two fields (Notes and Responsible persons) provide the following functional: Add, De-
lete, and Refresh these fields for all objects.

o e -
Resp.persons || Schemes | Photo | Events | Transfer events
™ add " Edit 8 Delete H Copy/Mave Wy Print
list of responsible
# MName of the responsible person « Address Phone type Phone #

St. mobile 890
Copy
+ Add responsible person onto all selected objects
« Delete responsible person from all selected objects

"l Update responsible person on all selected objects

6.3.4. Equipment section

# Phoenix. The database administrator. 1.34.36.1 - a
Objects | Control | References | Analysis Options Log out Register

Cl2 8B e B P

S ] %
List ‘ Card ‘ Equipment ‘ Time table | Response | Zones | Keys ‘ Resp.persons ‘ Schemes | Photo ‘ Events ‘ Transfer events

@ Search Installed Equipment
8 ~Lun-7T [380671111111]
=[] object | cr [Name [ address [ Technicians « Add device
=]
- % 0002 1 Group 1 (Exampl... 5624 California s...
Edit Delete
-
2 # 0004 0 Group 1 (7T[voic... 5624 Californias... Device Type
@
2 0005 0 ExampledT+TK.. 5624 Californias... Lun-7T Phone of CP-LUN 380671111111
= # 0006 0  Group O (Lun-9C... 5624 California s... Device version phone survey 0671111111
w
107 Orlans voice bus 1
Transmitter Type voice channel testing period 12:15:00 PM
SIM 300
set of codes
2
Date of connection
311172010
Real device version
transmitted number
mode
[1GPRS [¥| Voice [ Tel. line [ian
Additional technical information | Replacement | Replacement reminders
This field must be added to a variety of technical information about an object, such as the type of batteries, the type Edit
of sensors, equipment, etc.
< >
Object: 5

This section shows the information about the equipment installed at the objects: Control
Panel, additional technical information (sensors, power supply units, etc.), replacements made at
this objects, and next replacements reminders.

In case of change of the Control Panel type, the program generates a reminder of the correct
numeration of the objects groups, depending on the Control Panel type. For example, if “Lun-7T" is
installed at the object, for this device the numeration of groups starts with zero. When this device is
changed to “Lun-117, the following message will be shown.

Warning! X

o MNurnber of first group must be 1. Change it?

In case you click OK, the program will automatically change the group number form O to 1. If

group 1 already exists, there will be no change, and the program will warn you that you must make
the change manually.
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Attention! After changing of the group numeration either automatically or manually,
do not forget to change the name of the diagram files for each group, they are not
changed automatically by the program! You shall change the names of diagram files by
yourself.

The rule of diagram files naming: <objects number>_<group number>_<a..f>.jpg

6.3.5. Time table section

# Phoenix. The database administrator. 1.34.36.1 = B
Objects  Control | References | Analysis Options Log out Register
= — P N
gld B B & A3 B S | E
= | la 23 = W &5 ] %
List | Card | Equipment | Time table | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events
W Search .
9 Edit
_‘g [a2) | Object | Gr. |Name |Addre
=4 T 0002 1 Group 1 (Exampl... 5624 Type of work: Individual schedule
0003 0  Lun-7T voice wit... 5624 Monday from 09:00 till 18:00
- -
% # 0004 0 Group 1 (7T[voic... 5624 Tuesday from 09:00 till 18:00
] Wed d fi 09:00 till 18:00
;TR vty fomosoo
%' + 0006 0  Group O (Lun-9C... 5624 Thursday from 09:00 till 18:00
il .
= Friday from 09:00 till 18:00
Saturday Weekend
Sunday Weekend
DAutomat\c arm/disarm group according to schedule (Lun-9T version 57 and Lun-11
mod2 only)
< »
Object: 5

"Time table" reflects the object’s group schedule and additional options. This section can be
filled both at the moment of object group creation and during operation. In the first case (clicking
the desired object/group with the right mouse button and selecting "Add Group to object” or "Edit
Group”) you will see a new "Group Information” window. If you click "Next’, you will switch to

"Schedule Information” screen.

# Editing a number 0003 Gr.N2 0
Editing a number 0003 Gr.N2 0

IERRVRUERIES [ formation about the schadule

Tech. information
Choose the type of group

CP-Lun () Individual schedule () Agile time schedule ® Unknown
- (Apartments/garages, etc.)

) Armed 24h JNo Arming/Disarming
Group (panic buttons only)

Time table

Response Team

Resp.persons

Access keys

Zones

9 Help £ %) Back L4 Done 0 Cancel

In the second case, it is convenient to select "Time table” from the main menu and click on the
desired object's group.
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Current operation mode can be changed by clicking "Edit". You will see a window similar to
"Schedule Information” (see. above).

# Phoenix. The database administrator. 1.34.36.1 = =
Objects Control = References  Analysis Options Log out Register

2 | D [T pr=: @ @ ~ e

(S ; 2 < e L o ] -

List | Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events
W Search ™

g " Edit

‘g (& | Object | Gr. |Name |Addre

- % 0002 1 Group 1 (Exampl.. 5624 Typeof work: UNKNOWN

: oooz 0 Lun-7T voice wit... 5624

-

& + 0004 0 Group 1 (FT[voic... 5624

@

i | coos | o [comeor-m | sean]

:ﬁ( + 0006 0 Group 0 (Lun-9C... 5624

L)

< >
Object: 5

There are the following variants of object’s group operation.
"Individual Schedule”-you can specify individual time schedule according to which the object
group will be armed or disarmed. The schedule is arranged by days of the week, and is suitable for s

with regular daily arming/disarming mode 365 days a year.
# Schedule - o IEN]

Features of

Choose the type of group

@ Individual schedule () Agile time schedule () Unknown
(Apartments/garages, etc.)
) Armed 24h () Ne Arming/Disarming

(panic buttons only)
Additional options of the group

[[] Waiting for a call from object after disarming, waiting time
Obligatory call to object in case a Schedule violated

[] Control disarming on Schedule

Day of the Week  Type of work time (HH: MM)

Monday Work from |po:p0 | till |18:00
Tuesday [w] work from |pg:00 [+ till |18:00 2
Wednesday Work from |pg:go & till |1g:00 =
Thursday Work from |pg:pp 2| till |18:00
Friday Work from |pg:go & till |1g:00 =
Saturday [ work frem gp:oo 3 &l po:o0 X
Sunday [ work from pp:oo0 & Gl po:o0 =

Fill in by Monday

[#] Automatic arm/disarm group according to schedule (Lun-9T wersion 57 and Lun-11 mod2 only)

{ /:. Done 0 Cancel

To enable a schedule for the specific day, you must check the "Work" box in the line of corre-
sponding day and set the time — hours and minutes to arm (from) and disarm (till). If the schedule is
constant for the entire week (or most week days), it will be convenient to fill the time for Monday
only, and click "Fill in by Monday". Arming and disarming time will then be updated for every day
(check boxes must be set manually).

"Automatic Arm/Disarm group according to schedule” checkbox allows operating according to
a pre-filled schedule and without the participation of users/owners.

Attention! Automatic arming/disarming is only available for"Lun-9T" and "Lun-11"
Control Panels.
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Additional group options "Waiting for a call from the object at the opening, during XX:XX
hours:minutes” - sends a reminder to CMS operator as soon as the specified time expires (event
"Check for a call from the object" in the "Unprocessed” tab of "Duty Operator” software, and in "Ob-
ject Card" of "DB Administrator”) to confirm the legality of disarming.

"Required ring in violation of the work" - sends a reminder to CMS operator (event "Check for a
call from the site" in the "Unprocessed” tab of "Duty Operator” software) in case the established
schedule has been violated.

"Scheduled Opening Control” - sends a reminder to CMS operator (event "Disarming on sched-
ule! Send Response Team’, which is displayed in the "Unprocessed" tab) if the opening is not on
schedule.

"Armed 24-hours’ - means that the object's group is constantly armed.

# Schedule = B

Features of

Choose the type of group

() Individual schedule () Agile time schedule () Unknown
(Apartments/garages, etc.)
® Armed 24h (" No Arming/Disarming

(panic buttans only)
Additional options of the group
[ weiting for a call from object after disarming, waiting time

Obligatory call to object in case a Schedule violated

[1 Control disarming on Schedule

[ Control arming for 24h-Armed objects, time interval

L/ Done 0 Cancel

In addition to these options, you can also choose "Control-night closures of objects, the inter-
val XX:XX" - sends a reminder to CMS operator (event "Full-Time object Has Not Been Closed on
Time" in the "Unprocessed’ tab of "Duty Operator” software) in case if the time before object closing
exceeds the specified time interval.

"Agile time schedule” - suitable for private apartments, garages and other s where it is im-
possible to foresee any work schedule.

"No Arming/Disarming” - used for round-the-clock sites. In this mode, only the panic button is
monitored.

"Unknown" - used by default when creating a new object group.

Attention! Control Center responding to "Time table"” of all objects is dependent on
the settings of "Advanced"” page of "Control Center" program.
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6.3.6. Response Teams section

# Phoenix. The database administrator. 1.34.36.1 = B
Objects Control | References  Analysis Options Log out Register
o) | D - @ T ~Y E
e S y | @ w| & L JE &

List | Card | Equipment | Time table | Response || Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events

) n

8 Search Add Q Delete H Copy/Move

v

= B | Object | Gr. | Name ‘Addre Response Teams status

(5]
- #- 0002 1 Group 1 (Exampl.. 5624 #  Description Home End Type ~

: 0003 0  Lun-7T voice wit... 5624 2 Mobile Group 2 Reserve

o

2 .

E -E 0004 n Group 1 (7T[voic... | 5624 il 1 Mobile Group 1 Reserve

8 0005 0 Example 9T + TK... 5624
= + 0006 0 Group 0 (Lun-9C... 5624

W

v
Responce instructions for operator
Edit
< >
Object: 5

"Response” section displays the information about response teams assigned to a particular
object's group, as well as the operator’s response instructions. "Copy/move"” button opens a window
to move/copy a response team to another group.

Copy/Move the Respond Team from object 0002 Group 1 (Example 5C + panel) “

Click to copy/move

Select an object Select a group Select an action
0006 v 1 © ® Copy ) Move
Selected object# 0006 Group 1 (panel)

List of Respond Teams for selected object

# Group Description Start of work End of work Type

Moble Group 1 O - S
2 Mobile Group 2 Reserve

Select Respond Team to Copy/Move

# Group Description Start of work End of wark Type

O1 Mobile Group 1 Reserve

(w2 Twobiecrowpz | o
/: Done 0 Cancel

In the "Select an object” field select the object you want to transfer a response team. In the
"Select a Team" field select the object’s group to transfer the response team. "Select Action" switch
indicates how to transfer a team (‘copy” or “move-and-delete”). In the "Select Response Team to be

Copied/Transferred’ you can mark the response team switch will be moved or copied to the selec-
ted object's group.
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6.3.7. Zones section

#H Phoenix, The database administrator. 1.34.36.1 Ehat
Objects Control | References  Analysis Options Log out Register
. - = £ Y

[ - i ! b . ﬁ i

= | 2 D %) = B W 5 z (EEEEE =

List | Card | Equipment | Timetable | Response || Zones | Keys | Resp.persons | Schemes | Photo | Events | Transfer events

2 Search " Edit ™ Move zones into the group @ Assignfunassign IP came

@

-—lg ) | Object | Gr. | Name ‘ Addre |jst of zones and their status

- #0002 1 Group 1 (Exampl.. 5624 | = Status Patrol Zone Description Panic Button Zor

0003 0 Lun-7T voice wit... 5624 | 1 @ Entry door

o . . . -

o o 0004 0 | Gro pic... | 5624 I [ ] Outdoor

= R i SN[ L :

g 0005 0 Example 9T + TK... 5624 | 2 ] windows

= #0006 0 Group O (Lun-9C.. 5624 4 ® panic button v

L 5 [ ] v Patrol

i [ >

Object: 5
"Zones" section displays the information about the zones of object’s group.

If the object contains several groups, you can move a zone from the current group to another
one by "Move zones into the group” button (window is shown below).

Move - zones

Select an object's group where zones move to
Maove to the group number | 2 v

# Patrol Zone CMscription Panic Button
Select zones to

# Zone Description Panic Button

01 Entry door

0z Outdoor

3 windows

D/ panic button Yes

M 5 Yes Patrol

VY
4 Done @ Cancel

In the list on the bottom of the window you can select zones to be moved to the group, which
you can select at the top of the window.

“Patrol” field is used to control the arrival time of the response team to the object. To set the

loop as "Patrol’, you must first set the name of this loop as "Patrol". Only after that it will be pos-
sible to change the type of loop in the "Patrol’ field (value "Yes").

Button “Assign/unassign IP camera” allows you to match events on the selected zone of the
object with one or more IP cameras for later viewing the video stream from the camera in real time
or from the archive of records (depending on the service used (see Section 5.6).

To do this, first select the desired object, then press the button “Assign/unassign IP camera’,
and in the opened window select an available camera, and then check the boxes, those zones that
need to be connected to the selected camera (see picture below).

After clicking the “Finish” button, the IP camera will be tied to the device zone. You can repeat
this operation to link another IP camera to the same device/zone.

The values of any combinations of IP cameras, devices and their zones are allowed.

In order to unbind the IP camera from the zone, you need to repeat the above steps and un-
check checkbox next to the required device zone.
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|L’?%

l List
Search "4

L
&
i_
z
5_
i

@ Assign/unassign 1P camara

TRt of zanes and | d'uw status ”~
3 Status Patrol  Zone Descrgtion Parec Button  Zone byps PMS  Interval IP cameras
1 Group 1 (Sxamp - BT California street, San Franc... 1 ® zone1 o
E onnz 0 Lun-7T waice withaut axtendars 5624 Califormia strest, San Franc... 2 zoned w
2 0004 0 Group L {7T[voxe + GPRS] + 7H) 5624 Caifornia street, San Franc...
"l 0005 0 Examole 9T + TK-7 (PSTN comma... 5624 Cahfornia strest, San Franc...
B O00E 0 Graup O {Lun-3C salf} 5824 Califormia street, San Franc...

) "
| Patral  Zona Description Panic Button
[ 1 et
[ 2 ez

6.3.8. Keys section

# Phoenix. The database administrator. 1.34.36.1 = =
Objects ‘Control | References | Analysis| | Options ‘ | Log out ‘ ‘ Register |
(Y 4 T =@ D S &
List | Card | Equipment | Timetable | Response | Zones | Keys || Resp.persons | Schemes | Photo | Events | Transfer events
Search|ow ‘ o Add | ‘ * Edit | ‘ 0 Delete | | HCopy,fMove | | i Print
(& | Object | Gr. | Name |Addre.
#0002 1 Group 1 (Exampl... 5624 Access key list
- oooz 0 Lun-7T voice wit... 5624 # Name of the key holder
% _n oup 1 (7T[voic... 1 Konstantin Karnaukh
g 0005 0 Example 9T + TK... 5624
rii 0006 0 Group 0 (Lun-9C... 5624
< »
Object: 5

"Keys" section displays the information about the object owners access keys.
You can add, edit, delete, and copy/move the keys:

Click to copy/move

Select an object Select a group Select an action
|0005 E| ‘ 0 .,| @® Copy ) Move
Selected object# 0006 Group 0 (Lun-9C self)

Access keys list for the selected object

# Name of the key holder

Konstantin Karnaukh | |

Select access keys for copy/move

# Name of the key holder

Konstantin Karnaukh | |
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6.3.9. Responsible persons section

"Responsible persons” section shows the information about the persons that must be contac-
ted in different cases, for example, in case of alarm, re-closing etc.

™ add " Edit 9 Delete H Copy/Move _- Print
list of responsible
# Mame of the responsible person Address Phone type Phone #
n And Grig St. mobile 890

To add a responsible person, click "Add" button in the dialog box to specify all necessary data:

Adding a responsible person

N

2 + | |And Grig v [] Alert in case of fire
Address
St.
Phone List
Phone type Phone # Note SMS distributi... Alert in case of fire
mobile v| |890 O O + -
home v | |980 + =

£ Done 0 Cancel

You can remove all the responsible persons at a time by setting the appropriate checkbox in
the window and clicking "Delete":
# Confirmation about removing “

Are you sure you want to delete all the information
about the responsible person together with all phones?

[]Delete all responsible in a group

[] Delete from directary

Done Cancel

You can also copy or move s sand groups between the responsible persons with the help of
"Copy/Move" button:
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Copy/Move Responsible Persons from Object 0002 Group 1 (Example 5C + panel) “
Click to copy/move

Select an object Select a group Select an action
0004 v 2 > ® Copy ) Move
Selected object# 0004 Group 3 (Extender7?)

Responsible Persons list of the selected object

= Name of the responsible p... Address Phone type Phone # Note

<

Select Responsible Person for the Copy/Move

# Name of the responsible p... Address Phone type Phone # Note
@1 andGrg ISt [moble |0 |
< >

P/A Done 0 Cancel

At the top of the window you need to choose where to copy/move the responsible persons:
object and group (you can copy all groups by selecting "All"), as well as the action itself - copying
or moving. In the middle of the window you can see the existing responsible persons. At the bottom
you can select responsible persons then click "Done”".

6.3.10. Schemes section

# Phoenix. The database administrator. 1.34.36.1 = (=
Objects | Control | References | Analysis Options Log out Register

2\ | D &P @ 2 ~ ﬁ e
| W G < o & s il

List | Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons ||Schemes || Photo | Events | Transfer events
@l Search Scheme 1 Scheme 2 Scheme 3 A
o :

_‘g 0 | Object | Gr. |Name
~ + 0002 Group 1 (Example

" -lmn

=

% + 0004 Group 1 (7T[voice

g 0005 0 Example 9T + TK-
%‘ + 0006 0 Group O (Lun-9C ¢

2

Delete r Add Delete Add Delete
Scheme 4 Scheme 5 Scheme 6
Add Delete o Add Delete Add Delete
< > v
Object:5

"Schemes” section shows the diagrams for each object group. These diagrams may include ob-
ject access diagrams, burglar alarm diagram, etc. Diagrams are common graphic files that display
any information about the object. The system supports a maximum of 27 graphic diagrams. Graphic
diagram can be created in any graphic editor that supports saving of files in JPEG (*.jpg extension).
These files are automatically copied to the chart folder that contains program settings by pressing
“Add”. When copied, a new name is assigned to the file as follows:

<object_number> _ <group_number> _<a..z or &>. jpg
Example 1:1011_1_a.jpg - Object 1011, group 1, Scheme No. 1.
Example 2: 2344_2_b.jpg - Object 2344, group 2, Scheme No. 2.
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Example 3:2345_7_&.jpg — Object 2345, Group 7, Scheme No. 27.

6.3.11. Photo section

This section is used to specify and display object's photos. You can specify up to 9 photos for
each object. Photo storage path is indicated in the program settings (see "DB Administrator” config-

uration).
# Phoenix. The database administrator. 1.34.36.1
Objects | Control | References | Analysis Options Log out
62\ | RSN = & ~
c 2 & 5 @ B\ % &
List | Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons | Schemes
@ Search - Photo 1 Photo 2
] :
=R | Object | Gr. |Name
o
- + 0002 Group 1 (Example
" -lmn
hl
% + 0004 Group 1 (¥T[voice
g 0005 0 Example 9T + TK-7
== + 0006 0 Group O (Lun-9C ¢
w
] Delete Add Delete
Photo 4 Photo 5
Add Delete Add Delete
< H

Object:5

6.3.12. Events section

- o N

Register
ﬁ feass]
Photo | Events | Transfer events
Photo 3 A
Add Delete
Photo &
Add Delete

“Events” section displays the information about events sent to CMS from the object’s group.

# Phoenix. The database administrator, 1.34.36.1
Objects  Control | References | Analysis Options Log out Register
o\ | . D L=l =3 @ ':\;3\ J e
| W Q) < o <5 L JIREE
List | Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons | Schemes | Photo ||Events
& Search Date time Gr.
|5 .
a - from 21/10/15 ~ tll|23/10/15 ~ 00:00/%] 23:50/%
= B Object Gr. | Name Addre /10/ /10/
B\ 1 | Group 1 (Exampl... : Control Pa... Date time Gr. Ewvent Type
! 0003 O  Lun-7Tvoice wit. 5624 | 2310715 | 00:15:47 | 1 | Requeststate |
o % 0004 0 Group 1 (7T[voic... 5624 23/10/15 00:17:47 1 Request fault
L
g 0005 0 Example 9T + TK... 5624
= + 0006 0 Group 0 (Lun-9C... 5624
U
< >
Object: 5
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6.3.13. Event Transmission section

# Phoenix. The database administrator. 1.34.36.1 = &
Objects | Control | References | Analysis Options Log out Register
i | e D ) p=: @ & ~ =
(SN . 2 < A S -
List | Card | Equipment | Time table | Response | Zones | Keys | Resp.persons | Schemes | Photo | Events || Transfer events
W Search ™ add
|5
Q
‘6" &2} Object Gr. | Name
= I i - sF |  Event notifications
= 0003 0 Lun-7T voice without ext... Phone No or IP address Recipient Responsible
% &3 0004 0 Group 1 (7T[voice + GPR...
g 0005 0 Example 9T + TK-7 (PST...
= %‘ &3 0006 0 Group 0 (Lun-9C self)
] < >
Types of events Event List
< »
Object:5

"Event Transmission" section displays a list of message recipients from CMS. These can be
SMS notifications, event transfer to a remote CMS or events that will be sent to this recipient.

SMS from the disconnected objects will not be sent.

When you add an existing object, the program remind if the other groups of this object are

already configured to transmit events.

6.4. Control tab

:xf! Phoenix. The database administrator. 1.36.38.1 x
Objects Control References Analysis Options Log out Register
i = {ie?) ] -~ =i 0
! 2 ! L&Y o = =
Report | Arm | Disable arming | Signal strength| Fire reset |Update software | Enable arming | On output# | Off output® | Disarm
I Search| A Installed Equipment
i Lun-11 Mod3 [23432423423]
‘g (2 | Object | Gr. |Name ‘Address |
- 0003 0 Lun-7T voice witho... 5624 California str..
i 0004 0 Group 1 (7T[voice ... 5624 California str...
o
% 0005 0 Example 9T + TK-7... 5624 California str... PerETE]
o & 0006 0  Group O (Lun-9C s... 5624 California str..
[a] Power
LT_H'J' 1111 0 | Alet sfatyyrty Main power supply Exists
1112 0 Iphane Back-up Exists
ST T T s Goliomia x| IR
last test 23.08.2016 10:54:34
Faults
tamper problem N9l 12.08.2016 17:41:30
< >
Object: 7

It shows the ability to remotely control the status of the object and its instruments (main and
backup power, signal strength, GSM-module temperature, final test and other instrument paramet-
ers). Panel view (a list of available buttons) depends of the selected object, installed Control Panel

type, user permissions and involved communication channels.

For example, "Lun-11" Control Panel supports the following remote control functions (func-

tions marked as bold correspond to buttons on figure above):
* Report;
* Arm (forced, with alarm for violated zones);
* Conditional arming (if violated zones cannot armed);
* Disable arming (for one group);
* Enable arming (for one group);
* Signal strength (only for GPRS-channels);
*  Output control (on and off);
* Reset fire subsystem;
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* Update embedded software;

* Time synchronization (setting the device time in accordance with the time of CMS);
» Disarming (if enabled in device configurations);
* (onditional arming mode "Stay Home";

* Get photos from camera (for any of the cameras if enabled in device configurations).

6.5. References tab

Information on this tab uses to create/edit database as described in Section 5.

# Phoenix. The database administrator. 1.34.36.1 = =
Objects | Control References ' Analysis Options Log out Register
~Y - ml
> ot 0 v
sStaff | Codes | Lun Control Panel/Control panel Gr. Response Prohibited keys Mobile users CMS | Tablets | IP cameras
— —_—
RETerEes Add Edit € pelete
Staff
Engineers
Masters Name of the employee Position Login Status
Installers Administrator Super Administrator Administrator  Online

Legal entities

Mobile operators

Districts

Control Panels

Causes of alarm events processing
Phone #/IP addresses of recipients
Response Team status
Replacement reminders

Response Team categories

VPN

Service company

Responsible persons

Total:1

6.6. Analysis tab

The information in this tab is used for analysis of the security system and the object status in

time, display of statistics providing security services according to different criteria and other inform-
ation.

# Phoenix. The database administrator. 1.34.36.1 = B
Objects | Control | References | Analysis Options Log out Register

” 4 l = =1 i iy

/) L | @ | @& 73 ! S
Alarm analysis Revision | Charts | Statistics | Rates | Check schemes | Logs | Message queue
e 07 08 Type Version Tec.. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
No information for current request

< >
Period Select the problem
Year: 2015 v Alarm v
Month 10 v Show

6.6.1. Alarm Analysis section

"Alarm Analysis” section allows analysing of the quality of object operation, cable installation
and antenna location (see figure above).

This analysis should be carried out for the previous month (to be specified in the parameters
"Period").
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You can choose one of the next event types:
e Alarms;
e Restarts;
» Statistics by OFF, Z3,0D3, Z14 special codes;
* Coordinates are not true (for "Alet" device);
* Main and backup power supply troubles;
* Shock sensor and motion sensor alarms (for "Alet" device).
You can also specify how to sort the entire list and filter criteria in the appropriate fields.
All information display as table where days of the month placed horizontally, while the num-
ber of events for the specified day placed vertically.

The next table illustrates the existing problems for the objects.
] Phoenix. The database administrator. 1.34.36.1 = = “

Objects | Control | References | Analysis Options Log out Register

(] = s G

JiE]
i

Rates

Alarm analysis Revision | Charts | Statistics Check schemes | Logs | Message queue
07 08 Type ersion Tec.. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
-EEE__-- 28N Y O 0 I O |
172 Lun-21 145 27
6542 123 Lun-19 6 12 111
0717 30 27 Lun-9C 64 4 5 2 6
2909 18  Lun-8T 59 6 12
5711 34 11 Lun-11Mod3 58 11
< >
Period Select the problem
Year: 2015 v Alarm v
Month |8 v show

6.6.2. Revision section

"Revision" section shows the date of the last information modification, as well as the com-
puter name and user name where and who changed it.

# Phoenix. The database administrator. 1.34.36.1 = =
Objects | Control | References Analysis Options Log out Register
7 ) 7 == o=
4 + w7l ik e ]
LV LY 4 | & a3 [
Alarm analysis Revision | Charts | Statistics | Rates | Check schemes | Logs | Message queue
‘E Search Date of last changes of object information Computer User
@
= |6 Object er. | Name A rms 10/12/2015 DIMKO Administrator
,2, 0002 1 | Group 1 (Bxample 5... | 5824 califor Date of last changes of payer information Computer User
- 0003 0 Lun-7T voice without... 5624 Califorr | 10/12/2015 DIMKO Administrator
=1
B + 0004 0  Group 1 (7T[voice + ... 5624 Califorr Select the object version
g 0005 0 Example 9T + TK-7 (... 5624 Califorr ~ ‘® Object () Payer
= 3 0006 0 Group 0 (Lun-9C self 5624 Califorr
i PO ) Enter the date11/ 3/2011 v | Apply  entire list by date
N Date of last. Ed. T ne Date of last. Ed. User
Enter the date
< >
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6.6.3. Logs section

# Phoenix. The database administrator. 1.34.36.1 = B
Objects | Control | References | Analysis Options Log out Register
(V] h B LR
Alarm analysis Revision | Charts | Statistics | Rates | Check schemes ||Logs || Message queue

Logs Field Condition value
= Systems Action v | coincides with v + -

Event change log

List of SMS recipient

Story of engineer's visit...

Apply Reset Print Records: 1
B Action Object Object nu. Group nu. Entity Field Old value Mew v... Date

I T T I = S N T 72

This section displays various logs grouped in the list. You can select a category of logs, then a

particular log itself. Log types:

) Response Teams log:
* Response team visits;
* Temporarily unsupported objects;
* Unsupported objects.
System log:
* History of object changes;
* List of SMS recipient;
» Story of engineer’s visits to the objects.

Response team visits log displays all visits of response teams. The log can be filtered by:

* Object;
* Group;
e Event time;

* Acceptance for processing;
* Response team sent date/time;

* Response team number;

e Arrivals;
* Result.

Group send

17.06.2014 7:42:55
17.06.2014 5:09:39
17.06.2014 0:09:04
17.06.2014 0:32:02
17.06.2014 10:31:08
17.06.2014 0:50:32
17.06.2014 9:00:21
17.06.2014 11:19:44
17.06.2014 11:20:24
17.06.2014 10:56:01
17.06.2014 8:49:31
17.06.2014 2:02:46
17.06.2014 9:42:55
17.06.2014 3:40:05
17.06.2014 7:17:22

17.06.2014 9:49:35
17.06.2014 11:07:41

Group resp...

Gr.1 (nc Battery)
Gr. 15 (no Battery)
Gr.15 (no Battery)
Gr.15 (no Battery)
Gr. 1 (no Battery)
Gr.2 (no Battery)
Gr.27 (no Battery)
Gr.8

Gr.23

Gr.15 (no Battery)
Gr. 1 (no Battery)
Gr. 1 (no Battery)
Gr.2 (no Battery)
Gr.27 (no Battery)
Gr.2 (no Battery)

Gr. 16 (no Battery)
Gr. 16 (no Battery)

B Object Group Event Date Event ... Event processing
10312 0 17.06.2014 7:42:34  17.06.2014 7:42:35
1056 1 17.06.2014 5:08:53  17.06.2014 5:08:57
10859 0 17.06.2014 0:08:39  17.06.2014 0:08:43
11023 0 17.06.2014 0:31:38  17.06.2014 0:31:41
1201 1 17.06.2014 10:30:51 17.06.2014 10:30:57
1206 1 17.06.2014 0:50:14  17.06.2014 0:50:16
12076 1 17.06.2014 8:59:47  17.06.2014 8:59:50
12105 0 17.06.2014 11:19:18  17.06.2014 11:19:20
12105 0 17.06.2014 11:19:18 17.06.2014 11:19:20
12209 0 17.06.2014 10:55:44 17.06.2014 10:55:47
1225 0 17.06.2014 8:49:03  17.06.2014 8:49:07
12297 0 17.06.2014 2:02:01  17.06.2014 2:02:04
12419 0 17.06.2014 9:42:40  17.06.2014 9:42:42
12446 0 17.06.2014 3:35:18  17.06.2014 3:35:21
1709 0 17.06.2014 7:16:56  17.06.2014 7:17:01

(1050 — T3 117062000 [ 11:23:53 | 17.06.201% 11:23:59 | 17.06.2014 11:29:43 | Gr27 (o Batery) |
20968 0 17.06.2014 9:49:18  17.06.2014 9:49:19
21116 0 17.06.2014 11:07:23 17.06.2014 11:07:27

¥ Phoenix. The database administrator. 1.35.38.1 - [m]
Objects Control References Analysis Options Log out Register
P - !
v | ‘l s 5] @ S
Alarm analysis Revision | Charts | Statistics | Rates | Check schemes ||Logs | Message queue
Logs Field Condition value
= Mobile groups Object ~ | coincides with ~ + -
Mobile group dispatch
=+ Systems
Event change log
List of SMS recipient
Story of engineer's visits to the objects Apply Reset Print Records: 0

Arrive

17.06.2014 7:45:04
17.06.2014 5:10:45
17.06.2014 0:15:44
17.06.2014 0:34:41
17.06.2014 10:33:24
17.06.2014 0:53:07
17.06.2014 9:03:02

17.06.2014 11:31:52
17.06.2014 11:03:12
17.06.2014 8:52:55
17.06.2014 2:06:22
17.06.2014 9:46:10
17.06.2014 3:48:52
17.06.2014 7:20:13

17.06.2014 9:57:15

History of object changes log is used to display the object changes (all information), as well as
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any change in ContactID codes:

Field Condition value

Action v | coincides with v +

Reset Print Records: 182

B Action Object Object number Group number Entity Field Old value New v... Date User

1  Adding CcMS Pult CMs Name Pult 10/12/2015 11:52:12 AM Administrat *
2 Adding Object 0003 Object CMS name Pult 10/12/2015 11:52:18 AM Administrat
3  Editing Object 0004 0 Group Group description Group 1 (7... Group... 10/12/2015 11:52:47 AM Administrat
4 Adding Object 0005 Object CMS name Pult 10/12/2015 11:53:04 AM Administrat

5 Editing Object 0005 0 Group Group description Example 97 ... Exam... 10/12/2015 11:53:22 AM Administrat

6 Adding Object 0006 Object CMS name Pult 10/12/2015 11:56:44 AM Administrat .

% - - - . - e oo

You can filter by all the fields, namely:
¢ Action;
* Logged object (object, personnel, engineers);
* Object number (name);
* Group number;
* Entity (what was edited);
¢ Old and New value;
* Date and Time;
* User name (for Phoenix-4);
» Computer (used for editing).

The same log shows changes in the codebook:
Codes “

code type ContactlD
[E391 System v [E391

Y

Code info
D

set of codes code description

7 v | Sensor control error
number of zone

0

Sound file name

[] Auto restoration [ System Code
["] Responce Team Request

[[]1s the access key

f\ Edit 0 Cancel

List of SMS recipient log displays the list of persons receiving SMS about the events on ob-
jects.

¥ Phoenix. The database administrator. 1.26.38.1 - a x
Objects Control References Analysis Options Log out Register
- l =] = Sl 5 Ty
& ] | FE 73 - b
Alarm analysis Revision | Charts | Statistics | Rates | Check schemes ||Logs | Message queue
Logs Field Condition value
* Response teams Phone number ~ | coincides with ~ +
=" Systems
Event change log
= st or sws recpent |
Story of engineer's visits to the objects
Apply Reset Print Records: 0
2 Phone number Object number Group number Message Address

The list can be filtered by phone number, object number, group number, object name and ad-
dress. If no search criteria is specified, after clicking "Apply", you will see all the recipients of SMS-
messaging (their phone numbers). In addition, you can print the list by pressing the "Print" button.
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Story of engineer’s visits to the objects log used to display information about the visits of
maintenance engineers (technicians). In order to do this, operators must use appropriate functional-

93

H . " "
ity in the "Duty Operator” software.
¥ Phoenix. The database administrator. 1.36.38.1 - [m] x
Objects Control References Analysis Options Log out Register
”m 2 1 = o=l =
(v Y] 5 = 5] i 5]
Alarm analysis Revision | Charts | Statistics | Rates | Check schemes | Logs || Message queue
Logs Field Condition value
Mobile groups Line ~ | coincides with v
= Systems
Event change log
List of SMS recipient
Story of engineer's visits to the objects
Apply Reset Print Records: 0
=] Object Code Code type Date Time Group Zone State  Event description
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7. “Duty Operator” software

7.1. Main window

Duty Operator is used to receive and process alarms, send response teams and track the ob-
ject status. This is the main program of CMS operator.
Main window contains of toolbar and tabs:
® Reception:

Phoenix 4. The duty operator. 1.34.36.1 - g
- = Friday
0o .l | e = 1:24
Card Status Schemes | Photo | Stands | Response | Log out | Options | Control | Print .
Objects | Reception
- Object Password District Alarm type Technic CP-Lun No test: 1
Name Transmitter
Address Version Lun-5C 1
Phones CP-Phone
Director CP Type
Responsible mode
Notes  Advanced | Replacement | Equipment Rentals
[v] CP-LUN [] Control Pi
Event Processing
[¥] Display all
B Lne Object (] code type Date time Gr. Zone. Object Name Conditien Description of the event
.Uﬂprucessed (0) Archive
Operator: Administrator Communication with the CO: YES
® Objects:
i Phoenix 4. The duty operator. 1.34.36.1
| H =2 Q
0 UL 0 ___,I = ’ b=l
Card Status Schemes | Photo | Stands | Response | Log out | Options | Control | Print
Objects | Reception
all Status | Mot protected In time | MNot tested in time | Baned | Faults
|
@ Object Gr.  Object Name Address Status time Today f... Untill
0002 1 Group 1 (Example 5C + pa... 5624 California street, Sa... 09:00:00 18:00:00
0002 2 Group 2 (Example 5C + pa... 5624 California street, Sa... 00:00:00 23:59:59
0003 o] Lun-7T voice without ext... 5624 California street, Sa... 00:00:00 23:59:59
0004 o] Group 1 (7T[voice + GPR... 5624 California street, Sa... 00:00:00 23:59:59
0004 1 Group 2 (Extender 77) 5624 California street, Sa... 10:00:00  19:00:00
0004 2 Group 3 (Extender??) 5624 California street, Sa... 00:00:00 23:59:59
0005 0 Example 9T + TK-7 (PSTN... 5624 California street, Sa... 09:00:00 18:00:00
0006 0 Group 0 (Lun-9C self) 5624 California street, Sa... 00:00:00 23:59:59
0006 1 Group 1 {panel) 5624 California street, Sa... 09:00:00 18:00:00
0006 2 Group 2 {panel) 5624 California street, Sa... 00:00:00 23:59:59

In the Search bar, on the Objects tab you can search all objects by
* Number;
* Name;
e Address;
* Sim-card number/ IP-address.
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7.2. Toolbar

Toolbar is on the top of the window:

Q@ W

Card Photo | Stands

7.2.1. Card button

<

Response

iUJJ

Status Schemes

Log out

=

Print

<

Options | Control

Card shows the complete card of the group selected in "Objects” or "Reception” tabs. At the top
you will see a card navigation bar; in each section you can see the necessary information, just as in

"DB Administrator” software.
Object card 0002 - "Orlan LLC" Lun5C+panel

P 3 D L= 7] = @ & ~
u 20 e o ™ e
Card | Equipment | Timetable | Response | Zones | Keys | Resp.persons | Schemes | Photo Status
- Object 0002  Password District Alarm type Example for L|  Technic

Name |"Orlan LLC" Lun5C+panel
Address 5624 California street, San Francisco, CA 94121 CMS Pult
Phones +16502402762
Director Konstantin Karnaukh
Responsible Daria Guliakina

Motes | Advanced | Replacement Replacement reminders | Equipment Rentals

Description of replacement
P} Battery replacement

7.2.2. Status button

IEI Friday
Events 1 . 29
Master
Installer
Shutoff

Date of replacement
3/11/2010

| 0 Close

Status button shows the object's Control Panel system status (main and backup power source,

basic info and faults, zones state):

Phoenix-4 Operation Manual (en)

state of an object 1113 - Lun 11 X
Installed Equipment
----- Lun-11 Mod3 [23432423423]
Advanced
Power
Main power supply Exists
Back-up Exists
Basics
last test 23.08.2016 10:54:34
Faults
tamper problem No1 12.08.2016 17:41:320
List of zones and their status
Group Zone Status Zone Description Panic Bu
B 1 Lun 11
1 @ Dining room window
< >
0 Close
Revision 9 95



7.2.3. Schemes button

Schemes button shows all object’s schemes that have been created and added to object in

“DB Administrator” software (see section 6.3.10).
Photo 1113 - Lun 11 x

Scheme 1 Scheme 2 Scheme 3 ~

FIR

&
@
&

Scheme 4 Scheme 5 Scheme &

7.2.4. Photo button

Photo button shows all object’s photos that have been created and added to object in “DB Ad-

ministrator” software (see section 6.3.11).
Photo 2571- Lun 11 et

Photo 1 Photo 2 Photo 3 ~

W
%
W

Photo 4 Photo 5 Photo &
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7.2.5. Stands button

Stands button shows the objects where security system repairs and the time until the end of
them. For these objects, all events are auto-recovery. If any engineer present at the object, its name
appears in the "Technician” column.

7, Stands/Prohibited keys/Ignored O X

Stands Pprohibited keys Ignored

Add to stands Remove from the stands

MNumber Gr. Zones Remaining time Technic
1113 1 00:01:54 J.JAbrams

From this window you can make an object as a stand by clicking the appropriate button. Then
you will see the following window:

A Make object as a stand

Warning! All events from objects as stands will be auto restored!

Object |Administrator v
Groups |0
Zones

Time interval (00:02 31| HH:MM

Technician works
J.J Abrams b

[[] send all events to technician's notebook

@ pone 0 Cancel

You can specify the object number, groups, zones (separated by commas) and the time interval
while it will be as stand. You can also specify that a technician works at the object at this time. If
the technician use the "Phoenix Tech" software on personal laptop, all object’s events can be send
to technician’s laptop by "Send all events to Technician” option.

After the object made as a stand (or vice versa), this action is saved in the event log.

Unauthorized keys tab displays the keys that have been banned in CMS (lost or stolen), so any
arming/disarming with these keys will come with alarm and "Arming/Disarming with unauthorized
key" message. CMS operator can add an unauthorized key, but only administrator can remove it.
™, Stands/Prohibited keys/Ignared O *®

Stands Prohibited keys Ignored

Add Prohibited keys 0 Close
Number Gr. Zones CObject Name
1113 1 1 M.Scorsese

On the Ignored tab, you can add objects, groups, or zones, then all their events will be ignored
and not be saved to the archive database, though the device will send these events to the CMS.
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7.2.6. Response team/Technicians button

Response button shows response teams (on the corresponding tab), as well as their location
and status. It also displays information on the "Alet-9" devices, which are set on the team’s cars.

2%, Response Team"Technicians [m] x
&3 Response Team :1‘; Technicians
| ’) Change to a new state | 0 Close
Group Description  Status Object  Address Installed Aleta
Mobile Group 1 Available [JDevice is disabled
Mobile Group 2 Available IP-address last test
Av ANk || | [12.08.2086 17:55:26 |
gr2 Available
Phone of CP-LUN Test Period (HH: MM) —— <
3242342342423 00:00 =
phone survey Main power supply
2342342342 Back-up
Version Signal Levell:l
read:
List of zones and their status
& Status  Zone Description Panic ...

In Technicians tab you can see a list of technicians/engineers and objects where they are cur-

rently located.

»

5" Response Team .&» Technicians

Response Team\Technicians

_—]

| Edit €9 pelete
Technic Object
(Engineer1 /33223 | |

To change the object number, where technician is currently located, click Edit. To specify that
the technician left the object, click Delete. These actions can also be performed using the context
menu by selecting an object from the list and opening the Technician field:

' P

i | 204

[ @) object card F2 sfgf
Control

123

Make as a stand
Remove from the stands

Send response team

Mew engineer's request

Technician

Eﬁ Show chject at the map
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7.3. Reception tab

B Phoenix 4. The duty operator. 1.34.36.1 - g
Friday
| conston | Schees | photo | Stands | \ \ | contm | | | 1:33
Card | Condition | Schemes | Photo | Stands | Response | Log out | Options | Control | Print :
Objects | Reception
- Object 0002 Password District Alarm type | Example for L|  Technic| €P-Lun Lun-5C Notest: 1
Name "Orlan LLC" Lun5C+panel Transmitter SIM 300
Address 5624 California street, San Francisco, CA 94121 Version 61 — t
Phones +16502402762 CP-Phone 777
Director Konstantin Karnaukh P Type 272
Responsible Daria Guliakina mode
Last. test 5/18/2010 9:54:54 AM from 09:00 till 18:00
Notes Advanced Replacement | Equipment Rentals
This field must be added to a variety of technical information about an object, such as the type of batteries, the type of sensors, equipment, etc.
[¥lCP-LUN [] Control Py
Object Gr Zone. Date time ) Line
from21/10/15 v/ till [23/10/15 +|[00:00 %]23:50 1% R Apply | Reset Scroll to the new
B Llne  Object D codetype Date time Gr Zone. Object Name Condition Description of the event
6101 AAMA  Z11  Orlan-GPRS error 22/10/15 05:18:18 0 Processed Problem with Orlan-GPRS is available or with its connection to GPRS networkReconnect the... ~
0 0000 782 System error 22/10/15 05:12:00 0 Processed Loss of communication with the client 127.0.0.1
100 orlan-M  ©ZZ  System error 22/10/15 05:21:36 0 processed COM port could not be opened
G101 AAMA  Z11  Orlan-GPRS error 22/10/15 05:21:37 0 processed Problem with Orlan-GPRS is available or with its connection to GPRS networkReconnect the...
0 0000 Z82  system error 22/10/15 05:22:19 0 processed Loss of communication with the client 127.0.0.1
0 0000 Z82  system error 22/10/15 05:25:13 0 processed Loss of communication with the client NTO-TEST
0 Admini... LIN  System 23/10/15 00:03:25 0 processed User system access
[ Toooz Z50__ Request state 23/10/15_00:15:47_1 Group L (Example 5C_.._Processed Request state of the object (CMS): Report and enable arming |
o Admini... LIN  System 23/10/15 00:16:25 0 Processed User system access
0002 751 Request fault 23/10/15 00:17:47 1 Group 1 (Example 5C... Processed Remote request failed Report and enable arming S

.unpmcessed (0) Archive (27)

Operator: Administrator

Window content is divided into two parts. At the window's bottom part you can select some
object’s event, then in the window's upper part you will show the information about selected ob-

ject.

Communication with the CO: YES

The window's lower part shows lists of events in Unprocessed and Archive tabs.

7.3.1. Unprocessed

There are all events that require operator’s assistance. Events colour is corresponding to “DB
Administrator” software (see Section 4.2). After the operator selected event, then click Get to the
processing button and finished processing with some action (in the associated window) - this event

will be deleted from Unprocessing tab (but it is always stored to Archive database).

Event Processing

./ Get to the processing

Display all

B Lne Object o] code type Date time Gr. Zene. Object Name Condition Description of the event
I 001 10003 002 Alarm 28/10/15 01:33:28 0 2 Lun-7T voice withou... new SRPG
.Unprocessed (1) Archive

Operator: Administrator

7.3.2. Archive

Communication with the CO: YES

As usual it shows last 50 events was received to Database (with no filters applied).

Object Gr. Zone. Date time U] Line
from26/10/15 ~| til |28/10/15 v||00:00 2 23:50 |2 - Apply | Reset i scroll to the new
B Lne Object D code type Date time Gr. Zone. Object Name Condition Description of the event
1] Admini... LIN System 28/10/15 00:15:06 O Processed User system access
0 0000 Z82 System error 28/10/15 00:15:18 0 Processed Loss of communication with the
0 Admini... LIN System 28/10/15 00:16:03 O Processed User system access
0002 Z50 Request state 28/10/15 01:23:23 1 Group 1 (Example 5C... Processed Request state of the object (C
o001 0003 001 Alarm 28/10/15 01:25:03 0 Lun-7T voice withou... Processed Entry door
001 0003 002 Alarm 28/10/15 01:25:11 0 2 Lun-7T voice withou... Processed SRPG
0002 Z51 Request fault 28/10/15 01:25:22 1 Group 1 {(Example 5C... Processed Remote request failed Report ar
CMS Z181 System error 28/10/15 01:27:53 0 Processed Connection lost with FM4Servet
0 0003 Z32 System 28/10/15 01:32:34 0 1 Lun-7T voice withou... Processed Forbidden keys - added 12:00:(
| 001 0003 002  Alarm 28/10/15 01:33:28 0 2 Lun-7T voice withou... new SRPG

.unpmcessed (1) Archive (37)
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Scroll to the New checkbox allows to follow CMS receiving events and show their according
with applied filters by Object, Group, Zone, Code (ID) and communication Line. If no filter applied, it
show all events that CMS received. To set a filter, you should fill in the required values and click Ap-
ply. To reset filters, click the Reset button.

7.4. Objects tab

Objects tab contains 5 sub-tabs as a specific filters:
Objects | Reception

all Status Mot protected In time | Mot tested in time | Baned | Faults

All tab displays all the CMS registered objects. In the Search bar you can search for objects by
number, name and address. Esc key clears the filter. Update button updates the objects status. The
Status column displays the status of the object: Armed or Disarmed and time since which it is
armed/disarmed, as well as the current schedule of the object.

%, Phoenix 4. The duty operator. 1.36.38.1 - O X
= Friday
P | & ye =
0 .u B b < _ =) 14:42
Card | Condition | Schemes | Photo | Stands | Response | Log out | Options | Control | Print L]
Objects Reception
all Status Arming Schedule violated Testing Schedule violated Baned Faults
I|Enter the number, name, address, phone number, or P, and press En || Find Reset : Update Total: 11
@ oObject Gr  Object Name Address Status time Today from untill
0003 0 Lun-7T voice without ex... 5624 California street, Sa...
0004 0 Group 1 {7T[voice + GPR... 5624 California street, Sa... 00:00:00 23:59:59
0004 1 Group 2 (Extender 77} 5524 California street, Sa... 10:00:00 19:00:00
0004 2 Group 3 {Extender7?) 5624 California street, Sa... 00:00:00 23:59:59
0005 1] Example 9T + TK-7 (PST... 5624 California street, Sa... 09:00:00 18:00:00
oooe 0 Group 0 {Lun-9C self) 5624 California street, Sa... 00:00:00 23:59:59
0006 1 Group 1 (panel) 5624 California street, Sa... 09:00:00 18:00:00
0006 2 Group 2 (panel) 5524 California street, Sa... 00:00:00 23:59:59
1112 0 Iphone 00:00:00 23:59:59
1113 1 Lun 11 123, California st. 00:00:00 23:59:59

Status tab divides objects into 2 categories: Armed and Disarmed.

Arming Schedule violated tab displays the objects that haven’t been armed with schedule vi-
olated, and includes 3 switches:

vujouLls | Kecepuon

all Status Arming Schedule violated Testing Schedule violated Baned Faults
@ Need call O A full schedule O unknown
f Object Gr. Object Name Address time

Need call - objects, where Obligatory Call to object in case Schedule violated option is set in
the object's Time Table section (see Section 6.3.5). These objects must be called by operator to
know when the object will be armed, and why they haven’t been armed yet.

A full schedule - objects that have an arming schedule, and according to this schedule, they
should already be armed.

Unknown - unknown schedule, only for connected objects or objects with unknown schedule.

Testing Schedule violated displays the objects, where the test was lost at the time specified in
Date and Time column.

5 Phoenix 4. The duty operator. 1.34.36.1 - B
= Frid
% O e = ray
Schemes | Photo | Stands | Response | Log out | Options | Control | Print 2 H 00
Reception
all Status | Arming Schedule violated | Testing Schedule violated | Baned | Faults
(® No test from Lun CP () No test from another CP - Update Total: 1
B oObject Object Name Phone # device Date and Time Note from operator
0002 "Orlan LLC" Lun5C+panel 380670000000 Lun-5C 5/18/2010 9:54:54 AM
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Baned tab shows the objects with disable arming for some reasons.

Faults tab contains 3 switches. Zone Problems displays the objects with zone violated, which
means that the service required. Power Problems displays a list of objects where the main and/or
backup power is lost. They should draw the attention of operators, so the Control Panels at these
objects were not left completely without power. Loss due to the Extender shows the objects with
communication problems between the Control Panel and zones extender module.

ko Phoenix 4. The duty operator. 1.34.36.1 - B
=} - Wednesda
(i) W T < > = ‘
sl = =l 1:38
Card | Condition | Schemes | Photo | Stands | Response | Log out | Options | Control | Print .
Objects | Reception
all Status | Arming Schedule violated | Testing Schedule violated | Baned = Faults
- - = Total: 2
®) Zone Problems ) Power Problems _Jloss due to the extender - Lrimi ota
f Object Gr Object Name Z... Zone Description Condition Date and Time Note from operator
0003 0 Lun-7T voice without extenders 1 Entry door Alarm 10/28/2015 1:25:03 ...
0003 0 Lun-7T voice without extenders 2 SRPG Alarm 10/28/2015 1:33:28 ...

Operator can leave their own notes in these windows. To do this, right-click on the object and
choose Note: Operator -> Add Note, then the following window will appear.
& Y |

X Add an operator's note
text notes

Zones 2 and 3 always violated.

||:|Spec\fy the date to which the relevant Note |

Q cancel
Operator can add a note regarding the trouble and the date to which this note is valid.
The trouble will be marked green if the note date has not expired, or red when the date is ex-
pired, and the operator must pay attention why this trouble has not been eliminated:

Phoenix 4. The duty operator. 1.34.36.1

ollll i =l
Card | Condition | Schemes | Photo | Stands | Response | Log out | Options | Control | Print
Objects | Reception

all Status | Arming Schedule violated | Testing Schedule violated | Baned = Faults

® Zone Problems O Power Problems loss due to the extender
M Object Gr  Object Name Z... Zone Description Condition Date and Time Note from operator
9 0003 0  Lun-7T voice without extenders 1 Entry door Alarm 10/28/2015 1:25:03 ... Test

9 0003 O  Lun-7T voice without extenders 2 SRPG Alarm 10/28/2015 1:33:28 ... Test

7.5. Context menu

All searches provide a context menu opened with the right button:
@ objectcard F2
Control L4
Add to stands
Send respanse group

Event
Print
Batch
Technician L4

."'__lt: Show object at the map

For the objects that do not contain any equipment, you can use another context menu item
Generate Alarm, but Control menu item will be unavailable for them:
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@ obiect card F2

Add to stands
Remove from the stands

Send response group

Mew engineer's request

Technician L4

Generate alarm

f'_le Show chject at the map

By clicking Generate Alarm, you will generate an artificial Zone 1 alarm.
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7.6. Event Processing by CMS Operator

As soon as a new event is received, it goes to the Unprocessed tab, and a siren is activated. If
operator was in any other tab, within 30 seconds he will be automatically switched to the Unpro-
cessed tab with activated Get to the Processing button. In the list below you will see the first un-
processed event, and in the top of the screen - the object's card will be displayed. In the event
status column you will see New.

Show All option is used to display all unprocessed events intended for all computers (clients),
not only for the current one. This option is directly related to the user settings of “Control Center”

software.

Event Processing

|‘ /4 Get to the processing

B Lne Object (o] code type Date time Gr. Zone. Object Name Condition Description of the event

| 001 10003 002 Alarm 28/10/15 02:05:16 0 2 Lun-7T voice withou... new SRPG

.Unprocessed (1) Archive

Operator: Administrator

After clicking the Get to the Processing button, you will see the object's card, the siren will be
turned off, event background will turn white and the available operations for events will be dis-
played: Send Team, As Stands, Cancel Alarm. Event status will change to Accepted.

Event Processing

Communication with the CC: YES

=
@ Cancel Alarm | | ga Forward via Contact-ID ‘

- =]
‘ l_'f;Send Team | | ] In stands

B Line Object D code type Date time Gr. Zone. Object ......Cnnditinn Condition Description of the event

| 001 0003 002 Alarm 28/10/15 02:05:16 0 2 Lun-7T voice withou... Accepted SRPG

—‘.Unpro:essed (1) Archive

Operator: Administrator

The operator can forward this event to third party CMS software via ContactID by clicking the

Forward via ContactID button.
The operator can make the specified object’s group as a stand by clicking As Stand, and can-

cels the alarm by clicking Cancel Alarm.
By clicking Send Team, the operator can send a Response Team to the object. In this case, you

will see a window displaying information about the object, the list of teams and their status, as well
as the operator’s response guide.

Communication with the CC: YES
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Sending teams to respond to the object X

Object(1113 Object Name [Lun 11 |

Address|123, California st. ‘

Number  Group Description Type Condition Object Address
remaining response team

OM: Mobile Group 1 Available

Oz Mobile Group 2 Available

Oz ot Available

m] E gr2 Available

User Response

g;i's Send Team @ Show on the map 0 Cancel

Operator can choose one or more teams to send to the object from the list of response teams.

In order to immediately send a team, click Send Team. To show the alarmed object on the map,
click Show on the map. Event status will be changed to Team Sent, and you will see the following
options Send Teams - send another team to the object, Teams Arrived - to mark the teams that ar-
rived to the object, Cancel Teams - to cancel sending teams.

Event Processing

&% Send Team &7 Teams Arrived | &3¥ Cancel Teams
B Line Object jin} code type Date time Gr. Zone. Object Name Condition Description of the event
|-_'.- 001 0003 Q02 Alarm 28/10/15 02:05:16 0 2 Lun-7T voice withou... Group depar.. SRPG

.Unprocessed (1) Archive

Operator: Administrator Communication with the CO: YES
Operator selects the teams, which arrived to the object by clicking Team Arrived.
Response Team Arrived to the object
MNumber  Team Description Type Status Object Address
‘ 1 Mobile Group 1 Reserve On dispatch 0003 5624 California street, San Francisc... ‘

User Response

f:! Team Arrived Q Cancel

Event status will be changed to Group at Object. The available action — Processing Complete -
processing completion and alarm reasons display, Cancel Teams - if one of the arrived teams needs
to move to another location or return to the CMS.

Event Processing

Processing Complete {% Cancel Teams
B Line Object i code type Date time
I'_'.f 001 10003 002 Alarm 28/10/15 02:05:16

—‘.Unprocessed {1)‘ Archive
Operator: Admimstrator

When the operator clicking Processing Complete, the alarm reason must be selected.
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The list of alarm reasons can be edited in the References tab of "DB Administrator” software:
Alarm termination causes

Choose a category causes

MNormal

Alarms when arming

Panic button -conflict

Panic button - mistaken
Panic button - self activated
Rearming

Panic button - test with owners
Patrol

Engineer work

Installer work

220V monitor

MNew object installations
Other

Automatic processing

For more information about the cause of

L/ Done 0 Cancel

After clicking Done, the event state will be changed to “processed” and will be removed from
the Unprocessed tab. The Available status will be assigned to all the teams sent to the object. In or-
der to view information of event processing, you can right-click on an event in the Unprocessed or
Archive tabs and select Event command.

':' Information about the event x

Date|26.08.2016 |  time[10:08:51 ID set ofcodes

Zone Description ‘ |

Description of the & panel was set a temporary test panel

%,

information about handling events
Stage event Operator Computer Date time
P} End of processing: Administrator DESKTOP-FR4QP4” 26.08.2016 10:08:51

| €3 close |

If an alarm event was generated in the “Panic button” application, the button on the smart-
phone screen is pressed and locked. After the processing of this event is completed by the CMS op-
erator, the Control Center software automatically sends the Z50 “Transfer of the tracker to normal
mode” request. The application will unlock and release the panic button on the smartphone screen
by this request, so the user will be able to press it again.

7.6.1. IP-cameras video view

If an IP-cameras are assigned to the Control Panel’s zone, and an alarm  |P-camera cp Tvpe
occurs on this zone, operator can watch the video from the corresponding
camera. The presence of an assigned IP-camera is displayed in the object card
as a camera icon. b

The camera is accessed from the context menu of the alarm event (it is
called by right-clicking on the event), the “Show video from IP cameras” item.

If no IP-camera is attached to the current alarm event, a message about the absence of cam-
eras will appear instead of the video.

Video from the IP-camera opens in a separate window, on the left side of which a list of IP-
cameras of the object is displayed. The right part is occupied by the interface of the IP camera,
which is determined by the used service:

: mode

from
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Object Nams Service
Camera 01 RTSF

| Camera02 | Eviz ]

Obyect IF cameras

Object Mames Service Group
Camera 01 RTSP Ortus
Camera 01 RTSP artus
Camara (2 Ezviz Ortus
Camara 02 Ezwiz Orius

nE e Q el E ek L] camera ADD5-3
| Day
=0 O T W60l (GRS 1200 00 o
carmera 3054
11w - 3 - 1 w4 5 = - L

The assigning of IP-cameras to devices zones is described in Section 6.3.7. More information
about the settings of IP-cameras can be found on the website http://hikvision.com.

The operator can save the viewed video or individual frames to a local disk. By default, the
entry is made in the Hicloud folder of the current user. You can view the contents of this folder by

pressing the button “ in the IP-camera interface.
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7.6.2. Show object on the map

If the "Phoenix-GPS" software is installed, then you can display the object on the map where
the alarm occurred. This function works only for objects where the coordinates are set.

You must specify the coordinates in the “Database Administrator” software, on the “Objects”
tab - “Card” - “Information about the object”...

B Phoenix. The database administrator. 1.42.44.1 - [m] X
Objects Control Refersnces Analysis Options Log out Register
) e - P @ - _ T
S 2 @ B % B i S
List | Card ‘ Equipment ‘ esp. uf‘ Response | Zones ‘ Keys ‘ Resp.persons ‘ Schemes ‘ Photo | Events ‘ Transfer events
saamh| Object information
@ | object | cr [Name | Address | Techniciar Obj“tizf"""algg%—
! oo o eaemrd D‘SmcrE MasrarE
= 0003 0 Lun-7T voi.. 5624 Califo... Password Engineer Installer
£ % 0004 O Groupl(7... 5624 Calfo... Create Date|11.03.2010
2 0005 0 Example 9... 5624 Calfo...
=l o 0006 | 0 [Group O(L.[5624Calfo.. | | Alarm type|9C + panel | cms|pur
L)
" 999999 0 PB Name Orlan LLC
5 Address| 5624 California street, San Francisco, CA 94121
E Phones|+16502402762
2 Director |Kenstantin Karnaukh
= Responsible Daria Guliakina |—
Motes | = | pascription Event Date Auto-removal M
Equipment
Rentals
Partial shutdowns
Contract | contract num Event Date Doc. expires legal entity Note '+
0002 11.03.2010 —
[ GPS‘ Show on map ]
< >
Object:6
...or while an object is edited:
# Editing 2 number 0006 Gr.N2 O *
Editing a number 0006 Gr.N2 0
Inf. about the objEeIPIa T et
Tech. information N
Information about the payer
CPLun Object number District Master GPS coordinates
Group Password Engineer Installer
~ ~ [ Moving an object
asp. of Alarm type S
|9C + panel Pukt v
Response team Partial disconnection
Resp.persons |
Lun type of device is installed on objectDevices mounted on the object
7 CP-
Access keys Gr=Ln o ) [} antrol .[Jan.el
(Lun type of device is installed on object) (Device which installed on an object works on
a phone ling)
Zones
[]permanent Stand [ Object is disabled Redirect events by Number for 0006
ContactID ContactiD:
Notes
#  Note Event Date Auto-removal ™ Add
" Edit
@ Delete
Description of replacement Date of replacement ™ add
Replace accumulator 11.03.2015 ™ edit
@ Delete
9 Help Done @ Cancel
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To display an alarmed object while an alarm processing, click the Show on Map button:

?\ Sending teams to respond to the object

Object|0006 Object Name Orlan LLC |

Response group #I:l Address|5624 California street, San Francisco, CA 94121 |

*

Number  Group Description Type Condition Object Address Distance
Response Team assigned to the object

M2 Mobie Group 2 Reserve Available

The nearest free response team

Ot  Mobie Group 1 Main Available

User Response

{;s Send Group L@ Show at the map J

The "Phoenix-GPS" program window
will open and the alarmed object
(object number is 0004 in the screen-
shot) shows on the map:

Then, select a free response group and mark it in the list of response groups:
— x

) @ Logout % \ )

Current map:

|Dn|ine map v|

[~] Aautomatic map change
Manual addition of the abjects

| @

Response Teams Type
B+ Catl
O . Mobile Group 1 main
O . Mobile Group 2 bacup

Click “Send response groups” button.

Send response
teams.

Cancel

Then the “Duty Operator” software window will open, the response group you selected before
will be marked.
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,?--, Sending teams to respond to the object

Object|0006 Object Name|Orlan LLC |

Response group #| | Address|5624 California street, San Francisco, CA 94121 |

Number  Group Description Type Condition Object Address Distance
Response Team assigned to the object

Om:2 Mobile Group 2 Reserve Avaiable

The nearest free response team

M1  Mobie Group 1 Main Available

User Response

% Send Group L@ Show at the map 0 Cancel

Click “Send groups” button, then the response group will be sent and the "Phoenix-GPS" con-
firm it by short message.

Object: Mobile Group 1
response teams departure on alert!

Further actions are doing as described in the Event Processing by CMS Operator Section.
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8. Fixed object creation

8.1. Simple fixed object creation

Fixed objects can be created using the "DB Administrator” software. You can run the program
using the desktop icon or from the list of all programs in the "Start” menu.

You will see the main application window. Log in and click Objects -> List. Right-click the ob-
jects list to open the context menu, and select Add object:

™ Add object ‘\

Connect an object to Control panel

Connect all objects to Control panel

Add group object

Edit group

8 Delete Group

Add/delete mobile user 4

Card

Print ... 4
Export ... 4

Refresh List

You will see a wizard to create new object with several steps.

1. Object information.
#

Add a new place.
PLEELE R product Information

Tech. information
Information about the payer

Object number District Master GPS coordinates
Password Engineer Installer
| | v ~ [] Mobile object
Gr. Response Alarm type CMSs
Resp.persons Partial disconnection
Access keys |
Lun type of device is i lled on objectl i d on the object
e [1CP-Lun [] Control Panel
AR (Lun type of device is installed on object) (Device which installed on an object works on

a phone line)

O Redirect events by

[J Permanent Stand [] Object is disabled Number for ContactID:

ContactID
Notes
#  Note Date Auto-removal M pdd
Edit
0 Delete
Replacement reminders
Description of replacement Date of replacement ™ add
Battery replacement 29.08.2016 —_—
| Edit
0 Delete
F o

Enter the payer’s information:

Object # - select object number you are creating;

District - district where a new object will be placed;

Master - person (security service provider), representing the interests of the security company.
As a rule, he is authorized to manage the service agreement;

Password - a secret word that the consumer must tell to CMS operator;

Engineer - service engineer, whom a particular object is assigned to;

Installer — person, who install Control Panel at the object;

Alarm type - brief description of alarm type installed at the object;

Partial Disconnection - this field describes all disabled features of the Control Panel (if this
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features exists while a new object creating).

Mobile object - set if the object needs a fire monitoring. This option is used to cooperate with
the firemen of “Orlan-P” CMS.

CMS - you must select one of the registered CMS assigned to the created object.

The next information describes the Control Panel installed at the object:

CP-Lun - set checkbox if a "Lun” Control Panel is installed at the object.

Control Panel - set checkbox if the Control Panel installed at the object uses the wired phone
line.

Permanent Stand - set this checkbox, if the object you create will be as a stand.

Object is disabled - you need to check this box, if you want to disable the object.

Redirect events by ContactID - set this checkbox, if you want to transmit events via ContactlD
protocol to a third-party CMS software. If you select this option, you must also specify the following
parameter.

Number for ContactlD - object number, this value will be transmitted to the third-party CMS
software. In general, these numbers can be different.

Notes - this field contains additional information about the new object.

Replacement Reminders. In this field you can enter information about the spare parts replace-
ments on the object (for example, battery replacement).

Notes and Replacement Reminders fields are filled and edited using the buttons located to
the right.

Notes may be temporary (valid until a certain date), and can be automatically self-deleted
after that date:

Motes

N2 Enter the text notes
1 = Test

[¥] Temporary Mote

Select the date to which the note will be valid
10/28/2015 [~ | [¥]Automatically deleted after timeout

2 add 0 Cancel

To continue, click Next.

2. You will see the Technical information window:
* Add a new place.

Add a new place.
IAELLRRUERES The additional technical features

Tech. information
CP-Lun

Group

asp. of

Technical information window contains the information about the object's technical features.
To continue, click Next.
3. You will see the Control Panel window:
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Add a new place.

Inf. about the obje transmitted number CP Type Phone Number
| v
Tech. information Type of test options for experts
® 1 time per day [] Specify a set of codes

Control panel
. not tested

) set the test period
by object protect status

Group

esp. of

Resp.persons

Access keys

9 Help [ Back Next @ Cancel

Transmitted Number - number of the object created, be use for object identification;
CP Type - type of device operating via a telephone line (PSTN number);

Phone Number - CP phone number;

Type of test - set the testing messages period from the Control Panel;

Specify a set of codes - this option is for experts only and uses for specify a non-standard
codes set for events from Control Panel.
4. Then specify Lun Control Panel parameters. You can either select Lun Control Panel type
from the list or create it by clicking Add:

# Add a new place. ﬁ

Add a new place.
PAELLIRERBLE 1nformation about IPC-Lun

£ ControlPanel-G5M < ]

Tech. information :
Available CP-Lun Infori |a
<
<
L.

Control panel

CP-Lun

Group

esp. of

Gr. Response

Resp.persons

Access keys

Zones

(x]

next
Edit &9 pelete

9 Help (&) Back () Mext @ Cancel

You will see another master to create a Lun Control Panel.

In the first box select the Lun Control Panel type, its transmitter type and embedded software
version value, then click Next.
In the next step specify the communicate channels to connect to the CMS:
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# ControlPanel-GSM

Select panel mode of work Use Voice/CSD channel

Use either GPRS
Use the phone line

Use Lancom

control rooms Orlan-GPRS modules to test their own performance should be periodically share
information from object instruments Lun-i. These devices Lun - the most common devices, but they
must be installed in an area with good signal quality at sites with high quality wall mounting. The
number of such devices must be within 5 .. 10

[] Make this panel as "reference"”

9 Help ™ Back Next £ 2 0 Cancel

If you select GPRS/3G channel, it is possible to make the Control Panel as "reference’.

"Reference” means that the Control Panel serves as a "gauge” for "Orlan-GPRS" modules - every
"Orlan-GPRS" module periodically try to connect with the reference Control Panel. If this connection
is not established then it's mean the “Orlan-GPRS” module need to restart, so Phoenix-4 software

will restart this module then reconnect it.

Attention! The more Control Panels make as references ones, the less false restarts of
"Orlan-GPRS" modules will be made and, correspondingly, the higher the system fault-tol -
erance will be. We recommend 5 to 10 Control Panels make as “reference”. This Control
Panels should be the devices with the best operating conditions, such as consistently high
signal level, stable power supply, and reliable cable installation.
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Then specify parameters for each communication channel:

# ControlPanel-GSM EX
SIM 1

Phone of CP-LUN |389995551122 ||{| mobile network operator Operator 1 v
Test Period (HH: MM)

phone survey | 99895551122 L7 ]

GPRS channel(01:15 |3 Voice/CSD 12:15 [2
IP-address |10.0.0.9 channel
N_Etwork Type * If any test mode Z2 is generated by 12:17:00 PM for voice
(® VPN () Internet channel and for GPRS channel after 1:17:00 AM accordingly
® Voice O csp
¥ reminded of a deposit 10/29/2016 [~ VPN | Default VPN v

installed two SIM cards

SIM 2 (Reserve)

Phone of CP-LUN |387775554455 | \ig mobile network operator Operator 2 v
phone survey | 7775554455 7 ) Test Period (HH: MM)
GPRS channel 01:15 |7]| FonocoBoit Kakan |12:15 |3
Network Type ) . )
I VPN @® Intermnet If any test mnd.e 72 is ggnerated by
Use alternative testing
O Voice ® CsD Testing period, if Sim is not active (HH: MM) |00:00 3

[Jreminded of a deposit
TC data (phone dialer)
Version communicator |1 Test Period (HH: MM) 23:59 =

Data LanCom (Lan communicator)

\ersion communicator |2 Test Period (HH: MM) 01:00 =

Transmitted number|12BB

9 Help ™ Back H Done 0 Cancel

SIM 1 parameters.

Phone of CP Lun - Control Panel's SIM1 phone number in the international format (without “+”
sign).

Phone survey - the same phone number, but in the dialing format.

IP address - it displayed in case of “VPN” mode in GPRS/3G-network. In case of “Internet”
mode, you must specify “Transmitted Number" instead of this parameter.

Network Type - select network to operate via GPRS: VPN or Internet.

Test Period for GPRS and voice channels - time interval for testing messages from Control
Panel; the appropriate parameters shall be set when configuring the device.

SIM2 parameters.

This parameters need be set if the SIM2 (as reserved card) is used.

Use alternative testing - this parameter is used for Lun-11 Control Panel based objects only. It
switch testing messaging algorithm creation in accordance to Control Panel settings. More details
see in the Lun-11 Control Panel Operation Manual.

TC Data (phone dialer) parameters.

Set the Phone Communicator embedded software version, testing period and transmitted
number (its field placed at the bottom of the window).

LanCom Communicator Data parameters.

Set the LanCom (Ethernet-communicator) embedded software version, testing period and
transmitted number (its field placed at the bottom of the window).

Attention! You can't use Internet mode (by SIM or LanCom) and Phone Communicator
for Lun-73T simultaniously.

Transmitted Number - used for Control Panel identification by LanCom (Ethernet Communic-
ator), TK-17 (Phone Communicator), GPRS (on SIM-card) via Internet mode.
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Group window:

# Edit group Ne 1 Object.Ne 0002
Edit group N2 1 Object.N? 0002
Group Group Details

Time table .
Information about the payer

Response Team Object Name |
Address 5624 California street, San Francisco, CA 94121
Resp.persons Phones +16502402762

Director Konstantin Karnaukh

Access keys

Responsible Daria Guliakina

Zones Notes =  Note Date Auto-removal ™ add
Edit
€3 pelete
P Date expires legal entity Rent ™ ndd
Contract = 0002 3/11/2010 Lun-5C...
Edit
G 5 || €3 pelete
[ transfer events [ disabled group

Manually specify the parameters of
Number 1 % | Group Description |Group 1 (Example 5C + panel)

Phoenix-MK

[] Alarm button

9 Help o Next () Done @ Cancel

Group shall contain all the necessary payer’s information; make sure you filled in all the fields.

If you want to configure e-mail messages in case of activation, set the appropriate option in
the Transfer Events, and a Send Messages step will be added to the wizard. See below.

Another important option is Disabled Group. If set, all alarm events will be transferred to non-
alarmed, i.e., will be archived without processing.

Alarm Button specify the "mobile alarm button” be used in "Phoenix-MK" mobile application.
When you click this button, the application will receive an "alarm button” alarm from this particular
group. For more details, please, see "Phoenix-MK" manual.

Connected to Lun CP checkbox is available only for the objects where "Lun-7T" CP installed.
After you set this checkbox, you must also select the extender type (Lun-5A, Lun-5N, Lun-7N) for
this group.

In the Time Table window you should set the object's operation schedule.

# Edit group N2 1 Object.N2 0002

Edit group N2 1 Object.N2 0002
Groin. Information about the schedule
Time table

Choose the type of group
es| se (® Individual schedule _ Agile time schedule 2 Unknown
Response Team (ABertments/garages, etc.]
) Armed 24h () No Arming/Disarming

Resp.persons (panic buttens anly)

Additional options of the group
Access keys [] Waiting for a call from object after disarming, waiting time

[] Obligatory call to object in case a Schedule violated

Zones [[] Control disarming on Schedule

Day of the Week  Type of work time (HH: MM)

Monday [¥] Work from |0g:00 = tll 18:00 |3
Tuesday [¥] Work from pg:00 & Gl 18:00 &
Wednesday [+ Work from |pg:p0 2| &Il 18:00 =
Thursday [+ work from pg:00 5 tll 18:00 &
Friday [v] work from pg:00 & Gl 18:00 3
Saturday [] work from oo & &l go:oo 3
Sunday ] Work from pg:o0 & il

Fill in by Monday

[¥] Automatic arm/disarm group according to schedule (Lun-9T version 57 and Lun-11 only)

Q Help (&) Back (S ) Next (V) Done @ Cancel

In this window you must select one of the following types of operation:
@ individual schedule (typical for offices or shops);
® 24-hours protection (for example, ATMs, substations of communication providers);
® free schedule (private homes, cottages, apartments);
® no arming and disarming (alarm buttons at box offices);
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® unknown (possible to specify in the future).

In addition to the type of operation, you can specify the additional options:

Waiting for a call from object after disarming - after this time interval, the device will gener-
ate an event for the operator: "Check for a call from the object”

Obligatory call to object in case a Schedule violation - objects with this option set go to a
special list "To be Called" of the "Arming Schedule violated" tab of "Duty Operator” software.

Control disarming on Schedule - when this option is set, operator will receive alarms upon
opening (disarming) of the object. Otherwise, usual events will be archived at once.

Armed 24-hour objects (this option is available only for full-time armed objects) - after the
specified time interval, Phoenix-4 software will generate a reminder.

Attention! Automatic Arm/Disarm group according to schedule option allows to arm
and disarm objects according to the specified schedule. This option is available for
"Lun-11" Control Panel only.

Response Team window:

# Edit group Ne 1 ObjectNe 0002
Edit group N2 1 Object.N2 0002

Group Information about the groups to respond

Time table

Response Teams to send to the object
Object Name Type Start of work  End of work ~ # ™ ndd

Mobile Group 1 Reserve
Resp.persons Mobile Group 2 Reserve 2 €) pelete

Responce instructions for operator

9 Help | Back Mext 4] Done 8 Cancel

In the Response Team window you must select a team that visit the object if necessary. In the
Response Instructions for operator field you should specify the additional information about the
CMS operator’s actions in case of alarm activated.

Responsible Persons window:

Adding a responsible person
N2
1 %+ |And Grig v [] Alert in case of fire
Address
St.
Phone List
Phone type Phone # MNote SMS distribution Ale...
mobile v 890 At night, do not bother O O +
L 4 Done Q Cancel
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In the Responsible Persons window you must specify the information about responsible per-
sons using the Add button:
* phone type;
* phone number;
* text notes.
Access Keys window:

# Edit group N2 1 Object.Ne 0002
Edit group N2 1 Object.N2 0002

Group Information about access keys

Time table

Add

i Edit € pelete

h Adding access code number

Team

Number of access codes
2 =

Name of the owner

- F E
Done | €3cancel |

9 Help (&) Back > ] Next @ Done @ Cancel

In the Access Keys window you must enter the access codes using the Add button.
In the window that opens, enter the access code number and the owner's data. If you set the
Transfer events option when group created, you will add one more step - Event notifications.

/] Editing a number 0005 Gr.N2 O
Editing a number 0005 Gr.N2 0

AR 1nformation transfer events

Tech. information

sroup T Edit € pelete

Phone No or IP address Recipient Responsible
Time table

Response Team

Resp.persons

Access keys

Event notification:

Zones

. Y -~
9 Help | Back Next Done @ Cancel

In this window you can see a list of event recipients. You can add, change or delete recipients

with the menu buttons.
Click Add if you want to add an event recipient. You will then see the following window:
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L] Event notifications
Notice
® Object owner(SMS)
) Remote panel (SMS)
J Remote panel (GPRS)

Name of the employee Phone =

And Grig

! Phone number should be
nal format!

@ rep © next € cancel

Notice - specify persons to be notified.

Enter the phone number to send the message to. When entering of numbers, the device auto-
matically searches from the existing numbers. If the number is not on the list, you can create it by
clicking "New Number/IP address".

Click Next. You will see the following window:

] Event notifications

Select events

Mark the types of events Select events manually [[] Specify zone number
Mark all

¥ Alarm A ¥ 1-$AR - Mains power restoral A
~ Restore “ 1-$AT - Mains power lost

¥ Remote open “ 1-3BA - Zone alarm

¥ Remate arming ¥ 1-$BH - Zone alarm restoral

~ Open by banned key “ 1-$B] - Zone fault restoral

¥ Disarming start ¥ 1-$BR - Zone restoral

¥ Disarming “ 1-$BT - Zone fault

~ Close by banned key ™ 1-$BV - Alarms in several zone

¥ Arming start ¥ 1-%CE - Arming

~ Arming “ 1-5CF - Arming

~ Access level removal ¥ 1-$CJ - Arming

¥ Test ¥ 1-%CK - Arming
¥ 1-%CL - Arming

| Mains power loss

marked:114 marked:3332

0 Help 0 Back ) bone 0 Cancel

In the left list select the events type set to be sent. In the right list you can select the specific
events to be sent.
Zones window:

# Add a new place

Add a new place.
RUREEBIMERLIEES 1nformation about zones

Add zone after Add zone before Delete

£ Zone Description Patrol Panic Button Zone type
Time table |

Response Team

Resp.persons

Access keys

Zones

In Zones window you must add zone's descriptions. If a zone is an "Alarm Button” or a "Patrol”
sensor, you need to set the appropriate option.

"Patrol” - 24-hour zone used to control the arrivals of teams to the object. It is a sensor of
‘reed” type installed, for example, in the door box. A response team presses a magnet to the "patrol”
sensor, and as a result, CMS receives a "patrol event" message, thereby confirming that the response
team arrived to the object.

8.2. Fixed object with Ethernet Communicator creation

8.2.1. Lun Control Panel with LanCom as Communicator

You must create the new object based on the selected Control Panel (Lun-7T, Lun-11).
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# ControlPanel-GSM

Choose the type of panel
| Lun-11 Mod3 v

Short description about selected panel

The first steps for object creation are the same to simple fixed object creation. The differences
begins from the Lun-CP window:
# ControlPanel-GSM [ x|

Select panel mode of work []woice channel is used

Use either GPRS
\ [Juse the phone line
Use Lancom
control rooms Orlan-GPRS modules to test their own performance should be periodically share
information from object instruments Lun-i. These devices Lun - the most common devices, but they

must be installed in an area with good signal quality at sites with high quality wall mounting. The
number of such devices must be within 5 .. 10

[] Make this panel as "reference"

Attention! When a LanCom device used, you mustn't use the Internet mode via GPRS
channel, only VPN is allowed.

Click Next.
Fill all the necessary fields. Pay attention to the Transmitted Number field; this number used
for events via LanCom identification.

SIM 1

Phone of CP-LUN |3800003 IEI mobile network operator Operator 2 v

+ 3000000 IEI Test Period {HH: MM)
GPRS channel 01:15 E
IP-addres{9.9.9.9.

Twn ceTh * If any test mode Z2 is generated by 12:17:00 PM for voice
® VPN ) Internet channel and for GPRS channel after 1:17:00 AM accordingly

[ reminded of a deposit VPN |Default VPN v

: The device supports two Sk cards.
installed two SIM cards YWhen selected voice channel or both channels

Data LanCom (Lan communicator)

Version communicator Test Period (HH: MM) 01:00 E

Transmitted number|13EiB |

‘ Q Back ‘ ‘ o Done ‘ ‘ 0 Cancel

Click Done.

Attention! If you connect LanCom Communicator to "Lun-73T", you must create group
"0" (the Control Panel main group) and group "30" (use the “Manually Specify Group Para-
meters” option) - this group will transmit events from the communicator.
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8.2.2. LanCom as Control Panel

In this case you must create object based on «LanCom» device:

# ControlPanel-GSM
Choose the type of panel
LanCom v

Short description about selected panel

Fill in all required fields and click Finish. Pay attention to the Transmitted Number field; this
number used for events via LanCom identification.

Phoenix-4 Operation Manual (en) Revision 9 120



9. Software Update

Attention! It is recommended to update the software from time to time (if any new
version is available at the web-site). The update is available at Ortus website:
www.ortus.io, as well as on the supplied CD (current version). "Orlan” CMS software has
three main programs:

“Duty Operator” (Ph4Operator.exe) — a program which receives and processes events from the
objects. With this program operators can remotely control the object Control Panels.

“DB Administrator” (Phoenix4.exe) — a program to create and edit the CMS database.

“Control Center” (ControlCenter.exe) - driver of all CMS receivers, as well as a processing
centre for all CMS commands.

Update procedure:

1. Be sure to make a backup copy of the database, it is important!

Use the "Backup DB" from the main program menu. Select the "Make copy right now". In this

case, it is not necessary to stop SQL Server to perform a database backup.

. FileZilla Server | user

, Google Chrome Documents
. Maintenance Pictures
. Microsoft Office Pusic

; Microsoft SQL Server 2008
. Microsoft SQL Server 2008 R2
; OrtusGroup

. Phoenix 4

7. Backup DB Contrel Panel 3
= Devices and Printers

Games
Recent ltermns 3

This PC

a;4 Canfigure GPRS connectior

@ Control center Default Programs

‘.‘ Duty operator Help and Support
# Phoenix 4. Administator Run...
2} Restore DB

| Skype

. Startup

. Windows Accessories "

4 Back

| Search programs and files |}J Shut Do... | »

2. Make sure to create a backup copy of "Phoenix 4", it is important!
Default folder - C:\Program Files\OrtusGroup\Phoenix4.

Note. Backup copies of the database and folders can be created independently by
"Updater” program.

3. When necessary, update HASP protection driver. The update is available at http://ortus.io
4. Unzip and Run the "Updater” program.
Do not run this program from the archive - it leads to incorrect operation.
Remember! After the update is complete, it will be impossible to return to the previ-
ous version if you do not perform steps 1 and 2.

Attention! "Updater” must be installed on the local computer with SQL-server and
CMS database installed.
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© Update Phoenind — o
"Phoenix 4" updater
It should be run on the computer with the installed Phoenix 4
Updating the database structure is supported only for versions don't lower than SQL Server 2008
Support: support@ortus.io T. {+38 057) 714 9133, 714 9267, 714 3964
Ortus group, San Francisco, CA, USA

SQL server settings

SQL server name: |127.0.0.1\PHOENIX4 ‘ Database: ‘Pult4DB ‘
Authentication: |SQL Server Authentication V‘
Username: |Ea ‘ Password: ‘ ‘

Updater options

[ The database is located on this computer
[ Update the database structure

< Create a backup of your database before upgrading
[] Restore to default codes (codes with set from 26 to 99 inclusive leave without changes)

[ Update the program files

< Create a backup folder of programs "Phoenix 4" before updating

Update "Phoenix 4"
Folder with the installed "Phoenix 4"
|C:\Program Files (x86)\OrtusGroup\Phoenix4}, |

[ install an FTP server

[] update "Phoenix- GPS":

9 Help @ Run 0 Exit

"Updater” does the following:
® (Changes the database structure;
Records new codes;
Replaces program files with new versions (overwriting the previous);
Sets FTP-server, if checked;
Updates Phoenix-GPS software, if this option is set;
® Restores the original code, if this option is set.

| Attention! Information about the objects is not changed! I

The program always creates a new backup of all databases (objects, archives, tracks) before
updating. If there is not enough space on a disk, the earliest copy will be erased. The path to the
backups will be listed in the summary window at the end of update.

Q) Update completed *
Updade completed successfully!

UpdatelLog:

C:\Users\Al der\, \ ing\Protecti dSecurity\UpdateLog.txt

Changes and fixes:

E:\36.38\Phoenix4_En\Disk image\Updater\ReleaseNotes.bxt

Path to backup the database before you upgrade:
Ci\Users\Alexander\AppData\Roaming\ProtectionAndSecurity\DatabaseBackuph
Path to backup software before updating:
C:\Users\alexander\AppData‘\Roaming\ProtectionAndSecurity\BackupFiles

Close

Attention! If the Phoenix-4 software installed on the some computers, you must up-
date it all, so that software and the remote database versions matched.

Attention! If the new version does not run, does not work or malfunctions, you should

downgrade to the previous version.
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10. Automatic Backup

Database backup algorithm consists of two steps. During the first step, a database backup is
created, while during the second step it is copied. This process is automated, and you need to spe-
cify how often the database should be copied and where.

Attention! To backup the database using "Backup DB", you will not need to stop SQL-
server.

To configure automatic DB backup and copy, you must use "Programs-OrtusGroup-
Phoenix 4-Backup DB". You will then see the following window:

7} Phoenix 4 database backup v1.9 = B

Attention! This program must be run on the PC with database!

Backup device

Add

Edit

Remowe

i

Frequency of badkup

{* Execute at specific time 12:00:00 AP
" Repeat backup every 1 hours
Folder for temparary files
|C: \Program Files (x36)\OrtusGroup \Phoenix4\BackUp, v
[ Badkup now
Read | Cancel ‘ Settings | Help |

In this window, you must select how often database copy shall be created. It can be done
either at the specified time every day or periodically at the specified time interval. In addition, there
is an option to back up the database manually at the time of configuration, by selecting of the "Back
Up Now" option.

"Temporary Files" folder sets the path when the database will temporarily store while backup
process. In case of multiple users on a single workstation, it is necessary to grant full access to all
users.

Attention! If access to this folder is granted only to one user in multiple user com-
puter, creating of backup in the automatic mode is not possible.

You can copy the database to any media connected to computer (CD, DVD, removable hard
disk, flash memory card) with memory enough. In addition, you can back up the database on a net-
work drive.

Select where you would like to copy the database by clicking Add.
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B savens 3

T » ThisPC » Local Disk (E) » BaseBackup w @ Search Base Backup y-l
Organize = Mew folder Bz =
* Downloads & Mame Date modified Type Size
5] Documents Phoenix DB_Backup_2016-08-31-17-25-40  £/31/2016 17:25 File folder
[&] Pictures o
icons
Phoenixd
Phoenixd_Es
Phoenixd_Es
#@& OneDrive
[ This PC
= Network &

File name: | rezerv.bak w~

Save as type: | Backup Files ("bak) i

'~ Hide Folders | Save | Cancel

In this window, select the location and file name as mask “XXXXXX.bak", where "XXXXXX" is
the file name you choose. (for example, rezerv.bak or 03_11_08.bak). Click Save.

Attention! This program must be run on the PC with database!

Backup device

Edit

il

Remaove

Frequency of backup-
{* Execute at spedfic time 0:00:00 ==
(" Repeat backup every 1 hours
Folder for temporary files
|C: \Program Files (x868)\OrtusGroup\Phoenix4\backup, !
| Backup now
Read Cancel Settings | Help |

You will return to previous window, where a new record with the selected path to keep the
database will show. Mark this record with a checkbox, and select the frequency of backups. Activate
the Back Up Now option and click OK.

After the backup is completed, you will see a message notification and a new backup file will
be created. This file will be updated according to a schedule that you choose.

Settings button is used to specify of SQL-server access parameters and is intended for system
administrators only. It uses in cases when SQL-server is installed on separate computer or if a
named instance of the server is installed.
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11. Downgrade to previous version

1. Database Recovery

If you make a backup using "Backup DB’, database recovery is performed using the "Restore

DB’ program. You can don't stop SQL-server.
2. Recovery section.

Restore Phoenix folder copied before the update procedure. To do this:

Close "Duty Operator”,"DB Administrator” and "Control Center” programs;

Copy the whole folder back.

3. Run the software.

“Updater” makes a backup copy of the database and all program files before updating the soft-
ware. If the update is unsuccessful or you just want to restore a previous version, you can find data-
base backup at the location indicated by “Updater” program after the update or update failure.

In case of update failure, database is not upgraded, and you can try to run the program. If you
see "Application is not compatible with database" error, you can copy the files from the backup file
according to the path, where "Phoenix 4" software installed

(default path: C:\Program Files\Ortus Group\Phoenix4).
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12. Database Recovery

To restore CMS database, you should use the "Restore Database” program installed automatic-
ally when you install "Phoenix-4".

Attention! You can don’t stop the SQL-Server while restore the database by "Restore
Database"” program.

Run the program from the "Start” menu.

. FileZilla Server | user

. Google Chrome Documents

Maintenance Pictures

. Microsoft Office Music
. Microsoft SOL Server 2008 r
. Microsoft S5QL Server 2008 R2 Recent ltems 5
. OrtusGroup This PC
Phoenix 4 —
@ Backup DB Control Panel 4
&4 Configure GPRS connectior Devices and Printers
@ Control center Default Programs
.?-. Duty operator Help and Support
# Phoenix 4. Administator Run..

. Skype
Startup

. Windows Accessories W

4 Back

| Search programs and files |}J Shut Do.. | »

You will see "Database Recovery” window, where you must specify the path to the database
backups and the path where you want to restore the database by clicking the "Browse" button.
You can also specify the path to the database file storage (this is an optional parameter)
(default path: C:\Program Files\Microsoft SQL Server\MSSQL\Data).
To change connection settings for SQL-Server database, click "Connection Settings” and specify
connection parameters - server name, authentication method, login and password. It is recommen-
ded to leave the default settings.

Click "Restore” to start the recovery process. After the process completed, you will see a noti-
fication message.

Attention! Recovery may take a long time (depends of database size), do not interrupt
the program running during the recovery!
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13. Uninstalling of Archive Data

§ Archive databases size managament = O x
Database Pult4DB on server (local)\PHOENIX4
Pult4DB ~| Connection settings

Filled: 12.00 MB from 10 Gb available
Archives

Archive type Used space Number of rows
| & Event archives

¢ [0 2016 year 08 month 96 KB 312
L[] 2016 year 09 month 0 KB o
Video archives

+[] 2016 year 08 month 0 KB 0

| © [0 2016 year 09 month 0 KB 0
| B+ GPS archives
|:| 2016 year 08 month 10.56 MB 0
“[] 2016 year 09 month 10.56 MB 0

Attention! Before deleting archives you needed to close all application of
Phoenix 4 system.

Delete checked archives Exit

This program is used to clear the database from files that, for one reason or another, are un-
necessary. This can ensure free space for new archives in the database. Depending on the database
version of Microsoft SQL Server, the maximum database size can vary between 2GB and up to the
total volume of the hard disk. The program displays the filled and available space and shows the
size of each file. The drop-down list of databases is required for an overall assessment of the data-
base capacity and size.
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14. Appendix 1. Binary code for address selection

Table 2. Binary code for address selection

DIP-switches settings
Address (1=ON; 0=0FF)
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15. Appendix 2. GPRS Connection Errors

Error 619: Port is not opened - there was a temporary glitch with the phone (modem) or PC.

Shut down and restart the "Orlan” module, or restart the computer.

Error 633: The modem or other connection device is already in use or not configured - Network Remote
Access tries to use the COM-port that is used by the active network connection or another program (fax, telephone
or HyperTerminal program). Modem driver is not installed or is installed incorrectly.

Close all programs that can use COM-port and remove them from the startup. Restart the
computer.

Error 678: Remote computer is not responding - connection process freezes on a set of numbers, then an
error message appears. This error occurs when subscriber's account doesn't have enough funds (the balance is
zero or negative).

It is necessary to refill the account balance and restart “Orlan” module.

Error 692: A hardware error occurred - modem initialization line or access point to the phone menu are
filled incorrectly, wrong module selected in the properties of remote connection (for example, PCl-modem) or the
modem is configured incorrectly, the cable is defective. Incorrect driver of the cable or modem is installed.

It is recommended to reconnect the phone and cable, turn off and restart the phone, restart
PC, check the modem initialization line (AT + CGDCONT = 1, "IP", "internet.provider.ru"), replace the
cable or update the driver of the modem or cable. Make sure you closed all the programs that may
use the port used by the modem.

Error 711: Failed to connect with this phone book element - this occurs, if some services are disabled.

Open the Control Panel, Administrative Tools, Services and start (or restarted if already run-
ning) Plug and Play service (enabled, auto), Remote Access Connection Manager (enabled, manually)
and Remote Auto-Connection Manager (enabled, auto).

Error 718: TCP/IP protocol reports an error - “Orlan” module crashed or insufficient mobile signal.
Move "Orlan” module to another location and try to reconnect to the Internet.

Error 734: PPP-connection Control Protocol was interrupted — may occur in case of insufficient network
signal, incorrect login or password, incorrect modem initialization line or incorrect security settings. In addition,
error 734 (along with error 777) can occur due to non-activated GPRS-access for the phone number. Furthermore,
error 734 may occur in case of insufficient amount of funds at subscriber's account, or in a situation where the
balance during the last 24-48 hours (usually no more than a day) has been zero or negative.

You must move the phone to another location (if possible, closer to the window), check your
login and password and double-check the modem initialization line (AT + CGDCONT = 1, "IP", "inter-
net.provider.ru”). Make sure that GPRS-access services are active on your phone number.

Refill your account balance or wait until access to GPRS is resumed (for the changes to take
effect, please restart the "Orlan” module).

Error 777: Connection attempt failed because the modem or other communication device assigned to re-
mote computer is out if service - usually occurs in a situation where you try to connect to the Internet without be-
ing connected to GPRS services.

You must make a request for service enabling.

Error 797: Failed to connect because the modem was not found or busy - no communication with the
modem.

Reboot "Orlan” module and/or restart PC.
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