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Checking "open Internet" communication channel configuration 
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Global computer network (WAN) and GSM network The slide shows a variant of the work in an open Internet mode. 
To do this, you will need to purchase from your Internet service 
provider "static IP address" and set up port forwarding. For 
example 3030, in a router or server, to a computer, with IP 
address 192.168.1.15, where "Control Center" of the  
"Phoenix 4“ is  running. 

Further will be presented examples of port forwarding 
settings in some routers 



Port Forwarding 
 

If this is your first time port forwarding 

chances are you may be able to find a port 

forwarding guide for your particular 

router/application on portforward.com. You 

may also be able to find a guide online by 

searching your router’s model number with 

“Port Forwarding Guide” after it. 

To start, you will need to figure out what 

your network’s default gateway IP address 

is. You will use this address to access your 

router’s configuration page and 

administrative tools. If you need assistance 

locating the default gateway IP address you 

can use this guide for help. 

It is important to remember that each router 

is different. You may even see slight 

differences between each router from a 

particular manufacturer. Most routers will 

ask for the same information; 

Service/Application Name, External Port, 

Internal Port, Protocol and Device IP. 

Service/Application: The name of the 

device/service. 

External Port: Normally you would select a 

single port; for example 3030. 

Internal Port: Normally you would select a 

single port; for example 3030. 

Protocol: Depending on the device this 

could be either “TCP” or “UDP”. If unsure 

set this as “Both”. 



More Port Forwarding examples 



Set the option to enable event source 

Enter the "Control Center" application 
settings. Select the menu item «TCP / IP 
connection». Click "add event source" 

and enter the settings 



Step 1. Launch the 
«Configurator» 

program 

Step 2: 
Connect the 

cable 

Step 3. Turn 
on the power 

After powering on the device in 
the «Configurator»  window  
template of devices factory 

settings is displayed 

The status bar will display the 
connection status and the device 

version 



First minimum necessary device 
settings for connection to the CMS.  

«The transmission number» and 
«Period of sending a test by GPRS» 
Values  will be needed in the future 
when you will be creating the object 

card in the "Phoenix 4" program. 

This and the following 
slide shows minimal 
configuration that 
allows quickly test 

device performance 
and communication 

channel. 



The second Minimum required 
configuration for communication with 

CMS. After entering the settings, click the 
«Record» button 

After recording, settings in the device, power off the device and 
unplug the configuration cable. Insert into the device (SIM1 slot) SIM 

card with a disabled PIN code request and turn on the power. 



If everything was set up correctly, in a 
couple of minutes after turning on the 
device, in the "Duty operator" in the 

"unprocessed" tab will be an event with 
an object number, for example "1111", 

which you have made in the 
"Configurator" in «The transmission 

number» field. All fields in a object card 
will be empty, since this «The 

transmission number» is not linked to a 
particular database object. 



Right-clicking on the 
object list field, call 

drop-down menu and 
select «Add object» 

Enter the object number, 
select monitoring station 

from the list, set «CP-Lun» 
and click the «Next» button 



You can skip Tech. 
information by clicking 
«Next» button. Or you 

can enter description of 
the hardware installed 

on the object. 

At the «CP-Lun» 
stage click the 
«Add» button 



From the drop-down menu, select 
«Lun-11 Mod 2", modem type 

«SIM900R», and specify the device 
version (this data can be found on 

the device label) and click the 
«Next» button. 

In this window, select «Use either 
GPRS» and click the «Next» button 



Setup testing period for a few minutes more than was set «Configurator» program 

From the drop-down menu, select «Operator 1» 

Select the network 
type «internet» 

Enter the phone number in 
the format 

38 067 1112233 

Country code 
without «+» 

Operator code 

Phone number 

Enter the transmitted number specified in the «Configurator» 
program and click the button «Done» 

Check the entered 
data and if entered 

right, click  the 
«Next» button 



Fill in highlighted 
fields and click «Next» 

Click «Next» on this 
stage 



Click «Next» 
on this stage 

Adding any Response team 
and click the «Next» button 



Click «Next» on 
this stage 

Fill in the 
description of 
the first zone 
and click the 

«Done» button 



Once again turn 
on the device. 

Now events from 
the device will 
displayed as a 
number of the 
object in the 

database and be 
accompanied by 

detailed 
information from 

the database 


