1 mod2 Quick start
guide

Checking "open Internet" communication channel configuration




WAN

- The slide shows a variant of the work in an open Internet mode.
To do this, you will need to purchase from your Internet service
provider "static IP address" and set up port forwarding. For
example 3030, in a router or server, to a computer, with IP
address 192.168.1.15, where "Control Center" of the
"Phoenix 4“ is running.

WAN static IP address I;

Further will be presented examples of port forwarding OHCP Enatied .

settings in some routers

Network Connection Details

Network Connecton Details

Pvd Address 192.168.1.15 ‘

IPv4 Subnet Mask 255 265 255 0




Port Forwarding

If this is your first time port forwarding
chances are you may be able to find a port
forwarding guide for your particular
router/application on portforward.com. You
may also be able to find a guide online by
searching your router’s model number with
“Port Forwarding Guide” after it.

To start, you will need to figure out what
your network’s default gateway IP address
is. You will use this address to access your
router’s configuration page and
administrative tools. If you need assistance
locating the default gateway IP address you
can use this guide for help.

It is important to remember that each router
is different. You may even see slight
differences between each router from a
particular manufacturer. Most routers will
ask for the same information;
Service/Application Name, External Port,
Internal Port, Protocol and Device IP.
Service/Application: The name of the
device/service.

External Port: Normally you would select a
single port; for example 3030.

Internal Port: Normally you would select a
single port; for example 3030.

Protocol: Depending on the device this
could be either “TCP” or “UDP”. If unsure

set this as “Both

Wm'm Enghsh ¥

' 'Qllickmamet

Sctup

General

Nelwork Map
Guesl Nelwork

£3

/3

R
F p——
v
&

USB application

g Adminislralion

Operation Mode: wireless router [irmware Verson: 3.0.0.4.372_67

Q N
S51D: ASUS ASUS_S6 8 o< 8

Internel Connacton  Porl Trigger Virtual Server / Porl Forwarding DMZ DDNS  NAT Passthrough

WAN - Virtual Server / Port Forwarding

Virugl Server ) Pot forwarding allows remats computers to connect 10 @ Specific computar or senice within a prvate local
arsa natwork (LAN). For a faster connection, some P27 applicat ons (such a3 QitTorent), may al3o require that you setthe
port forwarding selling. Please refer lo the P2P applicalion’s user manual for delails. You can open the mulliple port or a
range of posts in routsr and redirect data through those pors 1o 2 single chient on your nemwork.

It you want to specity a Por Range for clients on the same network, enter e Service Name, the Port iRange (8 0.

10200 10300), he LAN IP address, and leave the Local Post emply

« When your network’s firewall is Sisabled and you se! 80 as Ihe HTTP sever's porl range for your WAN selup, then your
hilp serverfweb server would be in conflicl with RT-ACS6U's web user inlerface.
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RT-ACE8U's nalive FTP sarver.
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More Port Forwarding examples
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v @ Event source
> = GSM
] :_g’";.:ecew'ng centre S L R e ik & Enter the "Control Center" application
.34 Orlan Video settings. Select the menu item «TCP / IP
.. ® SMS subsystem

ek TCP/IP connection

Add an event source

Device Settings:
PRt CIDevice type Emizon connection». Click "add event source"
-&» orlan module check i

- , Clients with Phoenix 4-GPS IP address: and enter the settings

% Backup Port:

% ContactID format event reportir
&) Android tablet PCs

. Device number:
Phoenix-MK

NAN static IP address LAN office CMS

Set the option to enable event source router/server
Port Forwarding

3030 TCP/UDP

~ & Connection

& Clients internet 1

v @ Event source

Network Connection Details

Property Value

' . o oo s Connecton-specfic DNS S T-mobide com

) " GSM o Event source descnpbon com uter CMS Descrpton Intel(R) Dual Band Wireless-AC 3165
8 - £ Alarm receiving centre P Physical Address DC5360-18-97-37
v ) TCP/IP connection [4] Event source enabled_ «Phoenix» DHCP Enabled Yes

1Pvd Address 192.168.1.15 ‘

IPv4 Subnet Mask 2552552550

- internet 1 - -
- e Device Settings:




2" Configurater. Version: 1.0.2.20

Co stor, Versio 0.2.20 X .
Configuration Firmware Remote configuration Properties Settings Ste p 2 .
. 1 AM = A 3 ) » FT)on Jonal |10 Looen Vol <\ =2 p——pre
lh L H _‘F:ead ] 11 Read event log se eve . Record ompare configurations : \ i "=T=0E s

B Connect the
@ cable

Step 1. Launch the
«Configurator»
program

y Configurator. Version: 1.0.2.207

Configuration Firmware Remote configuration Properties Settings
(] = £] ;
e 4 H uRead A:: @R-’:Jd event log @Emse event log J’,‘ Record - Compare configurations Ste p 3 . Tu r n

Lun11MDefault.{ x|

— ‘ on the power

. = = Extenders ‘ .
Afte r p Owe rl n g O n t h e d eV I C e I n DSI?:"&S Possible to connect anti-vandal reader
- = N Group type Entrance, sec Exit, sec  Admin pas. Password fire Allow disarmin
O - - Instant 15 0000 1111
the «Configurator» window e R

+' GPRS channel - Not used v 0000 1111

template of devices factory e PR
settings is displayed

% GPRS channel - Not used * 0000 1111

% CsD channel - Not used v 0000 1111
® Voice channel

% Lan/WIFI Codes and keys of group No1 Mobile phones
% Automatic redial
% Dozor Ne Key Code By force . N9 Phone number

Sirens e N———
Fire subsystem - Read key - _ i

Outputs |Read key|
% MPB-8

Remote update |Read key|

Extra -

The status bar will display the
connection status and the device
. L || 6 ~ |Read key|
Ve rSIOn - Device : Lun-11 mod2 App version : 57 Boot Version : 12

[Read key|

[Read key|




onfigurator, Version: 1.0.2.20

K5~

Configuration Firmware Remote configuration Properties Settings

' 1 B K=
LHA L H “Read _‘ ‘i':' %F:ead event log @Eraze event log ‘V’,.'Record : Compare configurations

Lunl IMDefauIt.){E]
Groups

Extenders
Zones The transmission number [1112 ]
Radiozones

Keyboards Sim cords

Sim2
Period of sending a test by GPRS 50 minutes

minutes This and the following

1
® CSD channel Period of test sending by voice minutes 1430 minutes

® Voice channel . ; . . . . .

: Use alternative testing algorithm For use of the alternative algorithm is needed: | d h m m I
4 % Sim card N92 ) 1. Turn on desired channels on BOTH Sim-cards S I e S OWS I n I a

% GPRS channel Period of test for Inactive Sim 1439 2. Turn off in configuration devices LanCom and Automatic redial

® CSD channel

Wherein Sim1-main, Sim2-reserve e .
® Voice channel TSt b b s s wnistin =5Heme = G1 - GPRS channel éiml, V1 - voice/CSD channel Sim1 CO n fl g u rat | O n t h at
® Lan/WIFI Rules for channels sequencing G1V1G2V2 G2 - GPRS channel Sim2, V2 - voice/CSD channel Sim2

® Automatic redial

| % Dozor Return to main Sim automatically a I I OWS q u i C k I y te St

Sirens
Fire subsystem

Outputs Period of test for Lan/WIFI d eVI ce p e rfO rmance

X MPB-8
Remote update Automatic redial

= Period for sending of test inutes First minimum necessary device and communication

The delay of the first test minutes
settings for connection to the CMS. channel.
«The transmission number» and
«Period of sending a test by GPRS»
Values will be needed in the future
when you will be creating the object
Protocol RITM card in the "Phoenix 4" program.

| | Use protocol RITM
Password




@ Configurator. Version: 1.0.2.20

Configuration Firmware Remote configuration Properties  Settings

. L} AM — 3
K.—t h H *G Read / 11 %Head event log @Erase event log Compare configurations

Lun11MDefault. ) x]

Extenders GPRS channel
Zones V! Use

Radiozones 1-st CMS IP-address

Keyboards
Bus TAN 2-nd CMS 1IP-address

CMS Network Type

“ V% Access point (APN)

*® Voice channel - —
4 M Sim card N92 Password Jigprs |

e s Number of attempts 8 The second Minimum required
xCS_D ch'?nnell Waiting for confirmation 7 . ) . : .
Wade b | Roaming enabled configuration for communication with
woozor Remote update CMS. After entering the settings, click the
Access point (APN)

Sirens «Record» button

Fire subsystem
Qutputs
X MPB-8
Remote update Current operator
Extra

| Allow to send images
| Transmit test when returning to the working channel

After recording, settings in the device, power off the device and
unplug the configuration cable. Insert into the device (SIM1 slot) SIM
card with a disabled PIN code request and turn on the power.
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ard Condition‘ Schemes
Objects Reception

- object| :Password | - District [ [Alarm type | ] Technic CP-Lun _
Name | Transmitter

Address | Ver

| <

Standsl Response | Log out

Flo|&

Options | Control | Print

Photo

Phones | CP-pP

Directorl | cp
esponsible mode . .
Responsile R o — g |f everything was set up correctly, in a
Notes | Advancediiiiacement | Equpment Rental couple of minutes after turning on the
Description of ment Date o . . .
b device, in the "Duty operator" in the

"unprocessed" tab will be an event with
an object number, for example "1111",
which you have made in the
"Configurator" in «The transmission
number» field. All fields in a object card

Event Processing

@ Get to the processing

B Line Object 10 code type Date bme Gr. Zone. Object... Condition Wi” be empty’ Since this ((The
| 1 11111} 402 06/06/16 15:19:56 1 1 new

transmission number» is not linked to a
particular database object.




‘ ¥ Phoenix. The database administrator, 1.35.37.1

ObjeCtS Control References Analysis Ontinna 1 oa ont Renicter

“ A ? ] | &zt: < | Add a new place.

- Inf. about the obj ;
List | Card | Equipment | esp. of | Response ‘ ! ' Product Information

Tech. information
Information about the payer

Object Gr. | Name CP-Lun [%%A District Master GPS coordinates
0002 Group 1 (Example 5C ‘0007— 4 <

0003 b iws T veice vikhoul Group |Password Engineer Installer
_ v []Movi bject
0004 Group 1 (7T[voice + G N [Moving an obje
esp. of Alarm type —
0005 Example 9T + TK-7 (PS¢ | ‘ Ipu|t
0006 Group 0 (Lun-9C self) Gr. Response Partial disconnection

. e y is installed on objectDevices mounted on the object
ALLCESS KeY5

i
‘ - Edit an obiect ’ PO aeee is installed on object) (Device which installed on an object works on
a phone line)

] Redirect events by
ContactID

bl Deleted

Resp.persons

™  Add object

[] Permanent Stand [] Object is disabled Number for ContactID:

Notes
Auto-removal

Right-clicking on the
object list field, call
drop-down menu and
select «Add object»

Enter the object number,

select monitoring station
from the list, set «CP-Lun» 06.06.2016
and click the «Next» button

Date of replacement




Add a new place.
MR IMERLEE The additional technical features

B Tech. information

CP-Lun

Add a new place.
Group L RS LNRERLIES | formation about IPC-Lun

B Tech. info
\ Available CP-Lun Information about IPC-Lun

You can skip Tech. B cp-tun
information by clicking | %~
«Next» button. Or you | At the <CP-Luny

can enter description of stage click the

the hardware .mstalled T «Add» button
on the object.




1 Inf. about the obje

Tech. nformation

i CP-Lun

Group

esp. of

Gr. Response

Resp.persons

Access keys

# ControlPanel-GSM

Add an Choose the type of panel tt
Informati SIMS00R v ‘ 56

Lun 9T (RUS)

~

From the drop-down menu, select
«Lun-11 Mod 2", modem type
«SIM900R», and specify the device
version (this data can be found on
the device label) and click the
«Next» button.

Options for Experts (change not recommended)
[JManually specify a set of codes (overrides the default code table)

—Warning!
Here and below, fields marked in red are required

| 0 Help

|
I
I

¥ ControlPanel-GSM

Select panel mode of work [[Juse Voice/CSD channel

IIZ Use either GPRS I

[J use the phone line

[[Juse Lancom

control rooms Orlan-GPRS modules to test their own performance should be periodically share
information from object instruments Lun-i. These devices Lun - the most common devices, but they
must be installed in an area with good signal quality at sites with high quality wall mounting. The
number of such devices must be within 5 .. 10

[T] Mmake this panel as "reference"

["] Disable panel testing monitoring

In this window, select «Use either
GPRS» and click the «Next» button




¥ ControlPanel-GSM
SIM 1
Phone of CP-LUN[380671112233 || mobile network operator [operator 1 From the drop-down menu, select «Operator 1»

phone survey 0671112233

Test Period (HH: MM

L)
GPRS ch = 0 0 . .
Network Type chann[00:08 1] Setup testing period for a few minutes more than was set «Configurator» program

O VPN @ Internet

[] reminded of a deposi ¥ 2dd anew place

[Jinstalled two SIM ca Add a new place.
L B UL LINRUERLE [ formation about IPC-Lun

y test mode Z2 is generated by 12:17:00 for voice channel
GPRS channel after 0:09:00 accordingly

Enterthe phone numberin
Select the network the format Available CP-Lun Information about IPC-Lun

S — : %380671112233 NS [380671112233
38 067 1112233 [Lun-11 Mod2 ]

Device version
|56
Country code B esp. of Transmitter Type

without «+» | ]smgooa

Phone of CP-LUN 380671112233
phone survey 0671112233
mobile network operator Operator 1
Network Type open (Internet)
set of codes testing period GPRS channel 0:07:00
Operator code 7
) Date of connection

Phone number W Access keys |
Real device version

Enter the transmitted number specified in the «Configurator»
program and click the button «Done» []Exec. pulse protocol

Transmitted number
mode -

Transmitted numberlllll [ GPRS [ Voice [ Tel. line CLan ‘1111

Check the entered

data and if entered r-‘—“—g s ] ™ edit €3 pelete

right, click the
«Next» button

onfom




Add a new place.

Inf. about the objec Group Details

Rk — Information about the payer
Object Nam* Orlan LLC

Addresi5624 California street, San Francisco, CA 94121

Phoned] +16502402762

DlrectoiKonstantin Karnaukh

Daria Guliakina|

I

Date Auto-removal

Responsiblg

Notes ™ add

# Add a new place.

Add a new place.
UIRELMRRUERES [ formation about the schedule

Tech. information
Choose the type of group

1 1 1 1 CP-Lun O Individual schedule (O Agile time schedule ® Unknown
I I n I g Ig e (Apartments/garages, etc.)
O Armed 24h (O no on and off
Group (panic buttons only)

fields and click «Next»

esp. of
Gr. Response

Resp.persons
Phoenix-MK

[] Alarm button Access keys

" m ®m = m =
:

Click «Next» on this
stage




Add a new place.
LSEER [nformation about the groups to respond

Response Team to travel to the object
Object Name Type Start of work  End of work =

Add response team

Search by name:

- | MMobile Group 1
e |
5 ﬁ. oD 2 ‘ ew place.

lion about the responsible

Add

Adding any Response team

esponsible

a n d CI iC k t h e (( N eXt )) b utto n Name of the responsible person Address Phone type Phone =

(® main group response

[ specify the time for the

Qus | O | Click «Next»
on this stage

List of responsibles Objects. Count:0
Object  Group Object Name Description




¥ Add 2 new place

Add a new place.
.—‘ EURELLIRERL RS 1nformation about access keys

B Tech. information

£ Add " Edit € pelete

# Name of the key holder

Add a new place
> F

Add a new place.

Information about zones

1 Il Inf. about the objec
Bl Access keys

‘ M Tech. information
B Zones

Click «Next» on

B cPtun Add zone after Add zone before

#

. Zone Description Patrol Panic Button Zone type
this stage =

Fill in the
description of
the first zone
and click the

«Done» button
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i Phoenin 4, The duty cperator. 1.35.37.1

2 (21 | Conlcliijujon | Schemes | Photo | Stands | Response | Log out | Ob{r\s Control I-I=°n§nij
Once again turn

Objects Reception

on the device. felocor Pasoword|  Jowwia] Juemvws] ] vewd |

Naghe ‘Orlan LLC

CP-Lun Lun-11 Mod2
Transmitter SIMS00R

'\
N OW eve nts fro m AddrdEs _5624 California street, San Francisco, CA 94121 } “islon 56—1
|

s|+16502402762 CP-Phone HeT |

the device will g it K

Responsi s

displayed as a " ' |

Notes Advanced Replacement Equipment Rentals

CP Type Het ‘

number of the | Descition ofrelacemert Date of replacement
object in the
database and be
accompanied by
detailed ————
information from I EEEESE B isplay a

t h e d ata b a Se B Lne Obied 10 code type Date time Gr. Zone. Object Na... Condition Description of the event

[ G601 J| 0007 | Zi3  Loss of events 06/06/16 17:14:10 1 Ordan LLC  new Attention! An event has been lost due to packets have been und..




